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Concepts and Tools
g1z MISIAIR

AEH, FAT1EE A #HMicrosoft Windows#1E R0 (I CEUEBL S FMALE, HATWindows API,
B, R, BRIATT. AN P B, %, AR, ZetREMERS. ABRFH
Sofs £ F B E S R TE . [ Bt A A ] LR SRR B B Windows N BERO T, Eetn
MR 28, MEARET R, LUK Bwww.sysinternals.comf]—2 o0 TR, M H, HATEHH
B 40 o] F1 I WindowsFIDDK (Device Driver Kit) #ISDK (Platform Software Development Kit)
PR wedE, ik B 5C T Windows A EEHLEEf3E— 05 B

W FERMAREDFRNIIAASE, A BERNFETE AR F.o

Windows#1E & 4t 89 bR &

AR EE T Microsoft B 18 3 45 F b = 4> BB (0 38 -1 Windows  NT RS BE, (1) A A<«
Windows 2000, Windows XP (327 flea{v it 4<) , LLEWindows Server 2003 (327 #64{7 iR
&) o BRAERER A, FRAPBPRRHEIEH TIEX =/1M4A, EATRER, RLIFIH
T Windows NTEAMR AR EAR A A8 AT DL ST 2.

Fz1.1 Windowsi#{FREETREE

el R AEEAS & frEtig]
Windows NT 3.1 ) 3.1 1993F7A
Windows NT 3.5 3.5 199449/
‘Windows NT 3.51 3.51 1995454
Windows NT 4.0 4.0 199657 f]
Windows 2000 5.0 1999412A
Windows XP 5.1 2001484
Windows Server 2003 5.2 - 200343 A
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Windows NT#IWindows 95

- fE X TWindows NTEHIM AT, Microsoftit 2R Hii e, MKIEEE, EESH
AWindows 95 (LA K Windows 95 fG4ERR A, BF5Windows 98 Windows Me) . #1513
FH THEZEE — SRt E R, BLAWindows NT (FI'E i[5 4EfR A {1+ Windows 95 (Hil
EHEEERRA) M .

Windows NT3Z fF & LhFE3% 45, Windows 954 % FF.
Windows NTIfF R L FF 4t (HMinB EU7RFE) . Windows 95 1 RS A 75,

Windows NTA 5423240 (ZE 2426447 ) R RS —88 T A TE 171647 Windows
IR FE P 42 R 1K) S FRACRL LLAR , EAEEIEE 1662/855 . Windows 951 M Windows 3.1
FMIMS-DOS 47K 1 Kig el L.

Windows NTR 54 EAM . Windows ST H M S EARATEAN (EE LM
Windows 3. 197K A 166148FS) o XS] B A RS04 A 2843 B 8 sk Bofn 6 DA%
H % (GDIFUSER) . #Windows 959, M —A3267 W AR B — 4 R4 4
i, FIXAD RGBT ENMGALRRS T, W% L b % i 53k — A B %
2RVEEM (BEFEE , UBHIEHMREEEA SR &AL R, Fg e,

1607 W FEFF AEIZAT g — FL A 8. K42, B Windows 95 O L5 T —
MR R B LTRSS, EENHEAFEEIETERSERF, B Y Windows 955
St AR 29 BB AR R AT EARY.

Windows NTHEHE T —FIE#E, ib1647 Windows N FIFE/FIZ TE A1 E S bk 23 8] b
M Windows 9SWE 2 7F NI 2 (il 4% 8] o 3Z 4T 1662 Windows 3 FH R %, 2R IXAs jL=E
bk A, X FHE R, EE— MR (RER) RS,

fEWindows NT b, HEFRIL B0, 0 A Eemh i 7 ax — 3t 55 oy £7 X 06 FE A 82 77 W11,
fEWindows 95 b, PRI AIEA R WA, W HAEAFM— R A E LS ix 46
1Fe B, AEAT NP2 A0 FT DAL S ol 3 B R A B E R T E I L N 7

{EWindows 95, i ~SELBMRIERGE N HMEN A TRTEK, Mad AN
PRI RY, & ERFHR.

{HEH —F51, Windows 95A[ LI F], 14T Windows NTHI RGH LT, Xk g

ZAT P AT ZHIMS-DOSHIWindows 3.1 REFH2 /7 (4 52 AP e SR 2 480 il B2 19 I B 2 1)
LL K160 2IMS-DOS i & RSN FEFF . Ait, 5MS-DOSHIWindows 3.1 F 42 B # A 2 Windows 95
(F)—5RBIEHA5, MWindows NTHIEA] HARE, BEWIEITAS BET 166 B, RN
AN R G ) e MR a] e
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1.2 EM#SFRKIE

FEA BRI RIS, RITBESI A SRS, X TREEERE, TTRHFA T2

MABIX S ARTE, X R, RATE E OX LT F 2 BRIARE. ERREEENZE, RN
SERRIXLE AR

Windows AP

e

WindowsW 4R FEH T (APD) 2 4 Microsoft WindowsBRE R EF KM ESdmfEE N,

IXFEf RS540 FEWindows 2000, Windows XP. Windows Server 2003, Windows 95. Windows 98.
Windows Me (Millennium Edition) FlWindows CE. &~k &40 T Windows APIFA~[a]
FHE, AEAZEEWindows 95. Windows98. Windows MeFflWindows CE.

i¥ SDK(Platform Software Development Kit, F &4 & TR ) #4312 TWindows API.
(BRAEZFEMEAY “SDK (Platform Software Development Kit) ” #84y) . @it
msdn.microsoft.com, FILLES R BERNSDKTHE, XHPhBETHAITARY
Microsoft Developer Network (MSDN) , MSDNE2EMicrosoftaf F &£ A REIRIFi1%8l.
BXBEEZESR, i§EEmsdn.microsoft.com. X F A EWindows APIEHE FHREEF,
— R RIFRIE LR Jeffrey Richter 83 Programming Applications for Microsoft
Windows (S4kE. Microsoft Press, 1999) .

7E 5| A 6447 i A (I Windows XPHIWindows Server 2003LLAT, 327 it A WindowsiE ¥k £ 4

I gmFEHE T H R O Win32 APL, LIS 5 LLET 1647 i A= Windows F4mFEEE 10 (1647 Windows API)
K HIFFde. TEABD, KiEWindows APITEHEWindows 2000(932f7#: 0, thi§Windows XPH]
Windows Server 2003832\ HI64 47 S FE+E 11 .

Windows APIELFEJL TN ol M A A ¥, ST Lk s BLF JLAS A2

H AR5

ARG &

HI P 5 1 AR %

Pl TE 00 5 WA T 5

M B EME,

oA £

Web/lk % -

AKHEFESETAE—SCHEEARS (hAEMLE. AFEEE. VOmLeY) fN

AOHLEE L.
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KT .NETFWIinFX

NETHEZL 2t — MEFROHELEEEE (FCL, Framework Class Library) (1256 FE f1— 2 1it
THENEPATHIRN A HE 51247 (CLR, Common Language Runtime) #HRH), f5# %
PERFEE AU HAT IR S0 DUF — S84t RImERiE. BB A . B0 30 PIBORIC RS i o) 2 44
o HITCLRAF XSRS, Wit it bl JF AR SR as L S TT R A R A8 R, W E
WHHARHR COCT NETHER R LM ERIA, 152 Weffrey Richterff] Applied
Microsoft NET Framework Programming) .

CLRHEJH AL AR M R COMMR % 8%, & BB T — A F 2 8 R i A7 o
Windows DLL*. SChr b, NETHE4E o 57 77 40 i 5 50 705 20 20 42 B P 4 X A 4% #E Windowss
DLL, ‘Ef T 7E{EFEE ) Windows APLZ L (. NETHER2 R i — MAMEITENEEAT) .
BLLER XS Z MR R

NET/WinFX[: Bz fF
(A FEREXE)
A RiER,
(FEEHAT)
HREEEFE
(FrAERYE FERDLL)
CLR DLL
PR (COMBR % 28)
({edEE D) 5
Windows API DLLs
PO % 5, Windows i #%

E1l.1 .NETHERAHEHZBMXER

WinFX& “#ifJWindows APL” , 't £HiWindows /" EERA “Longhorn” i % 7f
BU.NETHERSHZERRAS . &b m] LUk %2 3575 Windows XPHIWindows Server 2003 |-, WinFX 432
SLAEWindows#R1E R G2 LT — (O FRFIREE T — N ERPE S .
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Win32 API&Y 5 &

HEERZ, Win32)FAEMicrosoft Windows NT ¥ Fil & (1 4a 9% . [X 5 Windows NT
WHLERBNZH], RAERNOSI2RRM — MR, BrLl, EmEEmEHE 232010828
EFEEE (Présentation Manager) API. #k1f], YiH #4177 —%LLS, Microsoft Windows 3.0
HEATY, HHBEIRMMEFMRESL, Bk, MicrosoftttZE T A, {#Windows NTHL A %
K Windows/™ i ZK BRI HRA, TAZOS2E M. hiF BEXAMR, A4 IEF 0 EHE
Windows API——7E 2 B, JUH 16674 1 fY)Windows API.

LB Windows AP 5| AR LIRS, HTXE R 4 Windows 3.1 F BT H,
7L, Microsoftif &2 ¥ & ik H (FJAPI 5 1647 Windows API{E R4 . 5 W MEIEAR A
RATREMARE, LUEREE O A 1) 1647 Windows i JH F2 ¢ B 1 3 Windows NT_Ef94#H . FrLd,
SURATAT &N X H B|Windows APIHI B %, SRMFLRBLNEOFTERHAS -, K
I E NS, XA B R E 2 —, TF 2 F A B {#Windows APLE # #1167 Windows API
REFHE .

ARSS . REAGIFE

fEWindows ) B 7 SRS FIFR ST 180t SOR, BILANRBEA RN L F 0o h g AR E

Mo B, “PR%s” ATLLERERZE T —ADATHIAHNGE. A RERIBEFRE MRS

AUFE. PIAYRME T — L5 EMABEAB RIS X,

W Windows APIEE#{ #§Windows APIF O SCRYLE ] B FIF2, 14nCreateProcess.
CreateFile¥GetMessage .

B REMNRFRES (RAAITERRRSE) HRERGD R TR, a8 LT
MEIEZ RS . Bitn, NtCreateProcessli— M IBELIR %, Windows I CreateProcess i
HOAPMZIR S KEBIR—F R (FXFAERENE X, B2 NEIEN “RABE S
B —H) .

B AEXFFERH (EEIF) 80T Windows e 1E R 4004 40 L B8 26 R 8 B 0 -0
E(RTHBEL, ATE0HAMEN . i, ExAllocatePool /& A W0,
& DR EHFE 1R H 2B 72 AT LA ) Windows (] R4 HE FR i A 77,

A B WindowsBIEE &, B4l
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B WindowsfRE JEHWindowsIR4S 551 M8 0 SRR (HARE MR Windows B & HK
EHEFEE X A “RE” , BE, BINTEERBPHHFAZIHETIH) o #lln, “{L55HAEEE (Task
Scheduler) ” FR&IEATHE—H P A MRS, EXratt 4 (FELTUNIX &4 at 5

cron) .

B DLL (GHZASHSIBE) iR ATIM TR, AEAHRERR A B, M
S (5 P (1 1 FEFR T T LA B 75 M 00 2R — M50 SC#F . ] Msvertdll (CIEATHED A
Kernel32.dll (—/4>Windows APIF R E) . Windows I FH P #0414 0 13 FH R 15 0 AE
Al TDLL. DLLU&EREMOREAT, MAEFTUILEDLL, Windows{Ril 78K 24 A
- WDLLACE, #EFT4 31 fi%DLLA R RS

HiE. SREFEL

RS R BRI R AL, BAR FENNERALRAN. BERIE 5
IR RS, THRWA AR, HPas T L3704 2 ST oIm 5T H 21 & F
ViiE. MR NIRSKE, — A WindowsHHFEAR i LU 7T & M Ak .
B A FAERERIMHEESIE), SR R AT LA 2 R A S
B —ANERATRIRE, B X T A SRR EUR , I FLB W B R 0 g U ik A (6 o
n A CHTFFORNSIR, REORITA S RSEHE, s S &, BERORXH, %
T T Rk P I T LAV ] A 2R 495 R R
B ARV RSN R ST, SARR T SRR KB . AR
mANERRYRRIDRME IR IRE (FERHERAEARID) .
B B MRITER. |
GA IR IR Y PRI R R E QIR FERE . R, WREELRIAE, TR
B B RS W EH. Fith, —AERE RN — O RARERGHE. BHARE—A
1] £, DR A A 1] — A REER AN A M T AL HE RS R AT 2 T T A S0 U8 B T 3B — i 3.
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aw K. EEHERHR

KEH T AER R —PHBEAEER, % 4AS iR 0RE R EEREY
ID. fRal AR EE T B, 8l & #Creating Process ID (Sl ZH W ERET) kG| HFEID.
Tlist.exe L& (ZEWindowsif T BAih) fIAFF T LS, ATLL R R fest. T imtlist #

]

C:hv>tlist /t
system Process (0)
System (2]
smss.exe (21)
csrss.exe (24)
winlogon.exe (35)
services.exe (41)
spoolss.exe (69)
Tlssrv.exe (94)
LOCATOR.EXE (956)
RpcSs.exe (112)
inetinfo.exe (128)
Isass.exe (44)
nddeagnt.exe (119)
explorer.exe (123) Program Manager
osALEXE (121)
WINWORD.EXE (117) Microsoft word - msch02(s).doc
cmd.exe (72) Command Prompt - tlist /t
tlist.EXE (100)

PL L3R 4 A LR T IR 2 (e 501 R R o 3 T AL ALHAZ DA B IS A MBER,
SR IR R BE VA R BB/ (ZE L 51 o S I Explorer.exe) [ BERL A2 i R 0Ty 4R 3
H, WL ERIIXF LR . Windows{UL LS T BIEEE BERAID, Toik FRaEE 300 g # 2
HIENEE R, WS,

71 TUEMAWindows (AN HE Y T X HEREIDM# SR A I K EL MG R, B T RS B
fE.

1. 4T ar4 4~ (Command Prompt) %M.

2. fiAstart emd CGXFEMESBEIE A RaEL) .
3. FHIMESE RS,
4, UHRBH SRR E L.

5. ¥ Amspaint (iZfTMicrosoft Paint) .

FA BT Windows 2B ER #, 245
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> F1E MENIA

RiTREIE CGEZAN) SR E e,

iy Nexit (iFEE, PaintfE/ PR EIZIT) .

PR FME ST B4R

4 i Applications (N HFEF) MHE.

10. A 5 diCommand Prompt{f 4 (B — PR E L) , RIGIEFE “Go To Process (I

B 7 .

1 Qdihn B/RHICmd.exe L .
12. A%, %+ “End Process Tree (£5HU#FEM) 7 4.
13. fEAESEEBNESHEE LA “Yes () 7

PSR E RN KR, (ER RN IZUIRE BPaintbrush & L1, KAE RIRHAL L
M SRR TR, M H, PR RASE (WPaintbrushf X HEFE) DLW LIET,
FTELSCE RPN F iR L M OB AR T -

R & F (B0 #MRMERE SN CAFTREATUMER . TR st 7 4/
XA T HLI ] LA 20 % Pt R s B, X8 T HA K A Windows B4 (1, 75 175 Windows % F¥
TAMY, JEEWindows X THA T, 8H % Windows I 7 T HA P, sL#F {EPlatform
SDK*, &K 8 T www.sysinternals.com. X&% T A KB E R TH PSR 0MS
BH—NF&, ARHEARA LR IRFEENER.

BREWHREEHEITHREN T L fe I 5SS (HREMRE, £ WindowsH K
Fo HFAFE 4B S, L, EHERELE LA - MEFE#EN TR . FREmE
R s TAES B B8 00 N A A2 P A A gk FE L B 2 A R X 591

wowe N

K. AESEERKEFTHREGR

Windows ) i (111 5 ERSH4R 0 7 — MRUE M FEFIE, 7T LR 49T R4 P 1T
feo RATCMERICL T =M TR 2 —REaES SR8 (1) # FCul+Shift+ESC;  (2) fEAT
FEEaibfhae, RGEFMESEHES (Task Manager) ; 5% (3) & FCirl+Alt+Del, S
MATTHE B (Task Manager) $4#l. — B M TIESE BB LS, A “Processes GHE) 7
IEINFRRE AT LLE B A0 ECET iR SR . EER, SRR BT RS 8 4 Rk &
Z1. SWindowsH A — X R AR R, HBERERRTLEMHLHK. T BRiE—Er
M, URAT LA View K LR P “Select Columns” #74, RGBT NS, 0 F & .

FAREWindows BIER R, Fajk
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T —|

Selact the columns that will appear on the Process page

of the Tazk Manage:

= [T Page Faults Delta
W PID [Process Idenitfiss] | irlual Memory Size
W CPU Lsage [T Paged Fool

i CPU Timg I~ Monpaged Pool
¥ Memony Usage ¥ Base Proity

™ Memony Uszage Della ¥ Handle Count

™ Peak Memory Uzage I lhmd(w-j

™ Page Fauls ™ GODI Objects
™ USER Okgects I 10 whites
™ 1/0 Reads ™ 170 Wwiite Bytaz
™ 1/0 Alead Bples I 1/0 Other

™ 10 Other Byles

DKil:amdl

(AT 2515 B s 1) 0 R0 Pl o B i o B0 G RE AN RE B &, R, 7R Applications 1L 14

T S AN ] fEsE A4 B8R T . Applications #1146 00 A8 BV & G b P 7
IfF T2 o] W B 1V CAEBROANS DL 1 AT P Sl B /on] LA H Windows[F] CreateDesktop

oR B G 2 T 2 ALif 0 %) . Status 1 F W T LTI 28 B A A5 AL T Windows i BL IR A .
“Running CIE/EIZETT) 7 &g f E eSS0 % %A “Not Responding (VZA7man) " %
AAZEE LA S A (il ln, RREnT R IEEISAT, Bl IEESR V0, ulif (EATERY
W "Windows|i] 2P Xf %) .

O windows Task Manager

Fle QOpbons ‘iew Windows Heip
Apphcations !P‘I"DI:ESS-ES1 Performance I

Task | status |
Runnirg

_i.i': \Progeam Files Fninirig
"_;,_!']unttled - Parit Runnirig
B Comenand Prompt Running
ﬁPErf-erarce Founiring
= wbcrosaft Platform SOE (Windowes 20000 Funning
ﬁTEr minal Services Client Ruunring

End Task j Switch To t HmT@k...I

Processes: 25 CPU Usage: 16% ' HMUWWHAM

M Applications ## € b, fRA] DL AR5 AR B A8 iy, SRJGIEHE “Go To Process”
IXFE gl 0] LS IX AT % Le B T R 26 7 BL ROZ 28 75 P A0 1) 1 R IEe &l ke .

www.sysinternals.com () FLEFEAS (Process Explorer) BT A ¢ T-HEFE M FE &m0 15 (5

FA BT WindowsEBER &7, F4i%
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.,Ett{?’cﬁ-}f-flﬂﬂﬂlﬂ-#ﬂﬁﬁ. EFER i, (RESEABRFZ LR HEDZXNTHIINH.
DI REREEHETEIRES mA —Leis 2k

BT RIS SO e REER 1R 4

BRHEEESE CEEHRERUTIER) |

bt Bon i FE MR FR 8 R b )24k

Sl T RS HERE R RSy, BFE BRI,

ZortEdk Gob) HRgHERE, DLEAEV AT,

ERIETT NET/WinFX N (3RS, DL 5 NETH G40 R F 309 %) # FICLR
AETHELES) |

BB FE R FE 1 S Bl 1a];

BORNTFBRE SO (AMULEHEDLL) BT 8T,

REBB LS — N dHFE

HESE RFL A LEFE

TR7F 2 YR 5 H — BLin ] LK W S i P 3 8 1 40 K 2 BUCPUIRHa] (M RE T H AT LR —4
e HFERICPUR AR, BREEAHHE Rl M SiE By 5 e 20
F£) .

EL AR E A, T LUK S — AN B AE, U i) 00T LLIE ok HoAth T BSR4t

58, tin:

JAFER (HRERS R 345 .

o R v B AT LAV () — AN BEFR 4 19 CUFT FF 0 (Microsoftd it i T 52 1% OV 4T FF 04
TARAZERERE N RGUHNINS, FEFIIGRSE, REATLUUEAD

T — A EFE N IDLL ORI fE e S )

— MR AL EEES);

R P BARERE G B, RAER T HOMF S5, Binhlmihes) .

T R G LR N LR G B, R R T RARF S 3%, Sibhlpst 2 %)
HEOIRNER (EWSE6TE MBI MEE, KR M T IFHRIACPUIESIRI ) |
WA B TR ANESE 0T N frit) BRI (oM T B H 8733k h) .
KTHBEEERBOAE, — AN ERT.
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S, FAHEEEREFHENAD

Mvwrw.sysinternals.com 4G B RT3 (Process Explorer) KfF, #Jafiiz
PR, RS UGS ITRI R, R R, RS ARG E . WERAT SRR
O E A S, WA R 8 0T LAV [T SR ST, DU S R S Bl eR BT S 4
DL % 2k B A AR TP I BRSNS 4 Ui ANHERE, SRS RiliThreadshr %k ol LA 22 5 8 1
Fe) o AR AN AR LR FE A U A Y, XA Th AR R AT RN . T Ui
XSRS, PR 2R e T LA (RSS2 41 o RS, Aidi “Options™ , ik
#£ “Configure Symbols™ , HUAF T 5 E4E (Symbols path) . 01 R FTR:

Configure Symbolﬁ

Process Explorer uses symbols to resolve funchion names when displapng thread start
addreszes and thread stack locabiors or the Thieads tab of a process’ properties

If yous di st requine that infoermation you do not need to configure symbals.

Dbgheln dil path

T \Program Fies\Diebugging Tocks far Windows'\DbgHelp dil (]
Symbaols path:

srv"e \Symbols “hitp: A/medl mictosall com dawnload/spmbals |:J

[ ok || concel |

(6 BRI Fob, J5l S IR % A B U )45 4, JF HOXSERF & SO 85 VI BIACHUHL AR 1)
c\symbols 36 p o A7 LT 45 MR 45 45 G I B (5 B U 2 % http//www.microsoft.com/
whdc/ddk/debugging/symbols.mspx .

MRS BRSO Ry BoRBERE AR, RO A s AR AT
(P HERE P AT R O RE . ik b S 20 B 0ERE 2R BRI i, &0t 23 s SO 1 (19 g
ERSIIPASESE /I BT 131 0] 5 S

k1 Pracess Explorer - Sysinternals: www . sysinternals.com

o £E%K

fie Cotoe Yew Boceis PR Hadle Welp
& 3 W &= h#
[ Frocess PFID  CPU  User Hama ' -
G iaphore ene 2678 1696 BIGDAVIDWdsokonon
SZ0LM e 4928 BIG DT Didsciomon
& robepad axs GF4 BIGDAVIDWgaloron
DR * o) s R FT, SR £ G DA | CPetsnbornions
._fjJEYCEL Ej J"'njw!h Tommand P::.T-?ss«;-r BIG DAM Dhdssdornon
::prmmp Aiizrogal Coporatan BIGDAVILAsolorman
< # anansind B o Oow Sispstem3Nomd ene| P DAMINkAaAtman .
Typs Narms
Doy BaseNamealipecis
Thractary e Dils
File COWTHD WS SeSeE s Mictcsoft Windows Commorr Conlials,
File \Devceikesc DD
File \DevicewiamedPipeintsves
File Cnakinewhl
b= HELM
CPU Ugager 5377 % Commit Charge: 44 (4% Proossses: 58

RN BEHT WindowsRRIER &, F4k
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DIF & —Se fE D8R, W) LR IRANEE B B AR A0~ Lu R AT BE

1. {EViewsHd, FAEHET “Show Lower Pane” , BLAlLLCH TFHAIER ( FHEAI &
0] PUE 7 T TR e W R B i 5 I DLL A N R (S 0 —— 3 S5 RIS 7 30 /X 1
WZE) .

2. EE, EEFUVEE T, SEREMEERESNEE A E, iR E SRR B alis
. (XEFHET U ERRE) .

3. BB EEBEsEEREAMEE N, oJUERAERER S ENEE4E.

4.  mdiViewHH, EPFEColumnsirs, A “Image Path (BL§REE) 7 .

5. FHRERFIHFE, oTUERSL BRVERRLT (RELBRRRE, EAETER
A —FEHATHEF) « B AEHHER, WAZRIAHR. RE, Fid, WE R
RYLE .

6. fEView3 B, ANEikd “Show Processes From All Users” , iX#E 0 Borii B S fifE.,

7. fEOptions3EHH, & FF “Difference Highlight Duration” @4, 5 4s3HAE i 00 (8 M 570 .
RIGREN— 1 EERE (E#RET LD , TUFEES, s nE B rmefs
Poed. FLBHUXANEAHATE, oTLUE R, a2 0T, ¥mEE B e sibh,
XM REAE A A, FIHXMIGE, VRa] LU B R 40 # g A R AR

8. fJE, fER—AUE EXGE, URAT DU R TS HE 00 S A bR P B 2 1A S (B Bk A A
AEMER (FERFABH AN LR H 5 HREER, RS ENR L SR
B .

ZERE AR AME LA, BEWindowsP AT HEFER RO RE ST, tnSL A L, 0
R F AR RIZTT . SRS — SR R AN &1
m —ARRCHEIBREKCPURN 728 b 1 &

B O T AERE NI RATORME, B R R R R AT

1% 5
B DRI (TLS, thread-local storage) IR &I, &4 FE4.

&1y FEDLL#S 2 31 2% A7 i (X 5L
B PNEROIERIZID (thread ID, SFEHRIATH) MIME—#RIRM (FEN BB AEAID—

HRIDMERIDREER — B FEETERS, FILLENAKERLSER) ;

B ARHMREREOTEN A CHLLFE, MR LA EREBNHAEFEEJ RPN ESIF

B, WG LA ALRG 0.

RO RN MR SRR LRI (context) . BN IXS6(s BB
FHWindowsFT FEHL 28 HE R EHIM AR A BT AR, Fril, XEMER s naE S Rk R
FaA K . Wt Windows$# 4 (K Get ThreadContext R %0, 71T LLT i) 81X — 54k B 25 #4241y
5B (FRHCONTEXTHR) .

FRAEF WindowsRIEESZ, E4ik
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i (fiber) 5412

HEME - NNHREFTLUNEE B O L7 madardRE, Ao H#E T Windows
NEBR TR AR LS. SRR FRERY “BER” NEE. MARMNAEXE, ©
T FARRAT WA, B ENTRER ARSI, f2FKemel32.dlIYP. 4 T {475,
H 552214 B Windows ¥ Convert Thread ToFiber B 3 . % R B0 M & FE T B — A IFIEBTI0L
. 2, e TR RT, Wil CreateFiberta ¥, © XA LIEIR T HTFRE (AL
BRATUAEHCH AR . Al SREANNE, AL A508HIT, RLAFLE
HiSwitchToFiber b BUE T — /N 4THE, A REMEELT. FNGRE—HIBT, HITBY, K&l
BV SwitchToFiber, BUIEFEIZITH —MIE. HRELZMER, iE2 WPlatform SDKHF
AR R B SRy .

IR H CHPATHEE, B2, [N UHFE N 300 BT 2R A7 35 50 i 78 i e ot il 25
B AR KR BUE TR s, Rk, MR RBETLIESES S -1 &R
MWL Riln, —ADEEREP LR EES I M S — Mt a et 2], B, 8
SRR E R # A A M R R E A TFERX (FEWindows APIRHR A STEEBR ST 3T 80
BAE, R oANEBRAERITFE AU, W Al LU A % W0 ReadProcessMemory Fi
WriteProcessMemory % B5 3742 () N 47 of $ .

B TR R b 2 [ - A BB AR LA, SRR DR —A CIT Y
WP, XEEARIREIED . REAER, REGTIFE. FHERES BRSNS,
HE, WE120R.

iFis 4 HMERIHUE IR T (VAD, Virtual Address Descriptors)
Iiﬁﬁi‘fﬁ /m{:/ /wm/ /w.l:l7
RLEES
| R
—| ¥ R

- sang> ﬁ¥5> am )

e & e

E1.2 #BENERHER

FA B Windows 1B 1E R &7, Fak
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[N HERRHA — AN 2e R TREE, EAREREZE R i e SRR R o BERLIR UG il A M

T %R bR ULREEE . ZEBRUVIE L T, £RFENEAT B QU7 ) 4R, e A
AN () AR, DR PR ) 2R R T LB O AN R e AT B —— S (R I FE Windows Rt

b3 4T B HERE—— i A 2 B B AT R R i A 2 S (B2 ATy, S WAsFE AT Kl
AR 2N E) .

B HHER TS (VAD, virtual address descriptor) JE¥F —SCEd 54, WATE BLAF
X KR LE KAl S AN R T G MU b . ST S SR N A 2 X SRR A A

Windows{EHEFEHERY F4E T — AN R, BB Gob) o PENRAT B T EIhRE L, 675 —
R A — A RO TR . (bR B Ao VX 6 R MR T IR, FO VRS AN
B, SH A SR AR R AT PR . 1R Bk o BT 5% PE AR SCER i FE il x T
A PR AT U R, LA AL 80 48 5% b G (U LR £ T HIRERE A R AR K2R T TR
YRk A S AL IR #D T Windows F 65 HERZ g Ktk R A AL, 1T B, ERZhAELEVF 2 il
L UNIX AU B P S D 5 A

EHOEE PR SR B A X MF B B Mk, EFMZFEM N AET ), JEF A
R AL, DL R R R R ST

R TF

WindowsSEBL [ — A& P (ZetE) Muhk=SmIpy il AF /YL, BRAIERE G F AT
AT MR R AR = ). LA AL T A AR HERLIE, e REIFASK T AN
PR A o). EAZAT AR, P A7 R SR B TR SR, R RS0 L R B BR G A I A
FRCECE (A E AL . BRE RYOE IS HIX A R R MR HLA, A) DAGRAE — R A S A
B AR, A SERE RS NEER . B3 SR T AN S A RE UL LTI AR R S 3 =
MEVIEENAF P I ANELL R v L.

RRAE

HEAE

EH1.3 RELAFRIEIMEAF

RN BT WindowsEBIEFR %, F4k
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[0k % 3R G BT AT (OB 0 77, L2 Y (7RG AT B0 LRSI I B K L P 77 30 B B 078
L, FrLl, AFEHEHRALEATFTHNASTEBEEE (page) RMAE L. ARSI A -
CARG, SERTEARECH X 8 B N 77, Bk, XS4l Bl gy A7 ml LR s A EERE AT, el s A s
BUERGEAL . S PREV - CHE B BMA L albhatat, sl 78 2 28 b
{5 B e [R1 3 P A7 o I P O 5 AT i s T LUR B X Fh 89 D ol e, AR TERE MRS 3E R,
WIFEEREFRLM R THEREEAMIN, BEFERRERNTE), a7 L.

RS [P D EEE G SRART AT ER. E320x86 RGH, & &Mt
LEE - Eg ERRAEIGB. MG T, WindowsH X 14 thillk 2 M) — % (4GB
Ltk 2 AR — 4,  Mx00000000%x7FFFFFFF) 4FECES 3RS, 1E e 1M 0 FF 1765
B, s (ak = A E A —F, Mx80000000%|xFFEFFFFF) W fit's B i {11
BAERSAAF. (KPS (R AR X R BB T BTt AT HERE R e el it it 25 (A), A2, & —
e ik 2 [A) (R B 0% AR B R E R RIN Z HI AR . Windows 2000 Advanced Server,
Windows 2000 Datacenter Server. Windows XP (SP2M G 4ERRA) , LA K& Windows Server 2003
FF- 55| SR ZAETT (Boot.iniH i /3GBM /USERVAB M, S WEs=hp#iA) , X
(E B AP L A R AR AR iC UFR T (FEPTIRAT BB ST i Sk i 8 7 Aok == ()@ nkr &) B s
AL A FERE AT A 2 A3GBIM AT Hh AL 25 10] (453 1E RS R FIGB) . iX—iE#F (A& ¥R
FEE ke 95 45 1P 1O A FEY 0T LUKE 58 %5 (00 08 e P 2 e R FR 0 bk 2% 1) oy, AT IR0 T g
BaRErHRUENTER. E1.485R T 324 Windows T 32 7 4 P4 Fh g 0L b bl 2% ] 45 S 25 # .

LI 3GBA P E(E)
2G8 AR 3GB AR
HRZm i sl
2GB REEE 1 GB Rtz

E1.4 32{IWindowsiitbiit == 8% /H L5+

HMICBM AR B T2GBREE, 12, W TS KEEIE (52 /GB) s,
FEFU ML A B U0SAANR . B EE320 R & LXK, Windows3RUE T —Fb bR 0 it B O
'R (AWE, Address Windowing Extension) ML, 8753207 HIFEFFa] LLH1iE £1464GB
YIER AT, AR K P FE ML S A B T B STET (02GB U AL AR P . BURAWESSETE
UAF-PEANE” BHXRNAERBITEFRNS E, O], SHLHERATHE, F#48—

FA B WindowsABIER #, &4/
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P E1E BMERIAR

AN HEFRREAE B VT ) T B O EE P AE, L TS 326 MR Mkl 4% (] IR AE RS A AN K B

6447 Windows 'S (U HE R 4R (1t T 8 A (b ik 23 0): 7Elanium &R % |- 47152GB, {Ex64 R4
| %48192GB. [E1.58 7 T —AFALI64 R Ml 45 ) 1 o 5 M P (7 RVES 4k, 2 WLER7
Y . W, XS ME AR XS AR R AR BRE], i AT R A4 Windows
Fr4y <2 30 B i1 -

wiad [tanium

8102 GB  7152GB

(8 TB) (7TB)
MAPi#iEeE APtz seE

6657 GB 6144 GB
£ el Rt (a)

1.5 64{iWindowsHhitiit == (6 75 B 4544
PO R B ST Y, (S B el T Windows In il B FR IR A2 55, FAESE

TEEHE

AR XTI E

S 73 G T N R U ) R/ SRS OGN B RSB, Windows{EH T P FR AL IR 2R
WieAER CEP{E Windows BT £ (1 L b FEER SCHF 2 TR IOEEL0) « APRAMAZIER . H
PORERACRSEATAE ] P BT, iR R AR (MRS RS & W AR ) 12T N
BUF . BRI R — R b 2 20 Ak e Fe i U5 1) BT (1) R 0 A A7 L BT AT (9 CPU
4. AbPEASE AR R EAF L AT o O LR, M A R it et 17—z
AP R SERE, BRI — T A AIEE BN RS S8 R R b ifa e v

@ i Intel x864CHREEMAREMEN T WMEFER, HEFHRAONIRR, REHARFEABNERE

FLHERIMRBDETHH LT N SIE. Windows{E B4R 0 (HFRO0IR) 1EH N
E, 3 (SIR3ER) EAA PR, WindowsZ LIS BHEERMRER, X3
RALBYER RS (tkinCompaq Alpha#aSilicon Graphics MIPS) SSH T # ML
%R.

FA B Windows 2B IEF 5, F4hk
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B Windows#H 2 & H CRFMAFZM, B, WREINERERSMESIKE)
PP R — A ol i 45 () o AU 77 P I B — A TU AR B b i T AL R 4% 207 T2 Uy [
A TFAACOER/BS Z T RS0+ 0T R REE N BT A e LT el i A = sk
2 (6] = (K BT 4 DT A FH P R T ER R AT A 1 64« i3k T C B an 33 4 3 Ay PR AT A RBE A DT DD
EFEAHEATHARTER.

X FTER A FIZT AN, WindowsX ETTHTES RENFIHAIMELRST . B,
—BIENT AR, B REMB & WP LU 20 M RAEZ B A, AL,
S¢1d Windows ) & S L S HUT XM 8. FAH KRB WindowsR1E RAEFLZITENER
& Brel, MNEAESR N FET AL AE SRS, DRERENPSBER RSN 2
&, XRIFEFEEN.

i Tat bR, Rk, 75808 =77 & & W f Py R B EAE 20, A —BHEA
T BB, KB T LSS A U 1) BT AT AR VE RGO . X85 M 1F 2 Windows 2 T LA
ERIANBESHBRFELMREZ —. SINBERFELIHILUS, 4 REFR CGRE S 1)
WEHEFEEMAFIRE TR, WindowsSEEH 7 (XTHHNEFELMNELEE, HER
H955) . ME, —HEMRHWNFEFHI 3 (Driver Verifier) B EIR] LLES Bh % & KB FLF
MM EERBRF P OMER (WnEpRBLEERNF]R) . BTEHANMARDNTRFHLS
2.

EMUEE R 2SN BERIMARE, AP NAREERH A RARS HAMNE M
AP EATIHB A ZERXT . B, Windows ¥ ReadFile 5f ¥ 22 B8 H Windows N E1 9 — 4
BIFE, HiZBIREECIE SERM — A SO P BB AT % o e TR TR s 1] 1 BB A R 4 3
GiH), FTEL, BB ARG T, WA R B A, AT LUR kb e
fEeREM, ZFBELHEHBURIINZEAT. BERAMEIIEIES, TEHH
ARGMEFRIK, TREH XSRS RERRNOTEES0EEE, RIERITHN
P30 B B o 7K 2 TR B4 R 2 SR PR LA, Kb TR g A A ) 50 ) 50 R P R 3 ok 3 b A v,
RAERGH B SRR, FANRERY T EHERERSEA P HEERNEEX.

E - MARPRABAZEA SR (IEMNAREREEAPRXNER F8FRSENEE
MEE-—RBARRATERRTR. AXRERFILOEHR—SRYT, HENEIEM
RE.

FA B Windows RIER S, Famk
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> F1E HMERNIR

B, dF—H PR, Ef-— 8o E7EH P T IET, 5 #oradEE
MK FiEdT, XREFERM. Lbr b, B4 EENE O RERZITENZREXT, B
LA, PETE S S i N R 2 /e 1670 R T i B ) L AR B P B0 IR )b & . —FpIR 25 5 il
WX — BRIz, BT - ERHEMNARAF, B Microsoft Paint# # Microsoft
Pinball, SREFIFAZ1 250 B MERETHEEE, ST UL BN PR AR E T
(P BT ) 53 B A7 250

#1.2 S8 FxmtEaEiHES

R AR T BE

AL RN, $ACPU (A FTH CPU) EATAA
ALK T 690 A A & 84 S it

BAGRMFIEA, £ACPU (HAFAHCPU) & 474N
PHXT OB SO TN

AR EREA, — P OEIREFENERATY
B 14 B & 97 4

EAENEGA, — P RAPHERETERN P B TH
B d] B & &9 B/ 4k

AAEEHE A, —AEARETENEHEL TFToedtiafr g
6 4t _ o

ERETEEA, —ASAEFLAR P X T iarr s
81 4t

Processor: % Privileged Time

Processor: % User Time

Process: % Privileged Time

Process: % User Time

Thread: % Privileged Time

Thread: % User Time

L8 F AHQuickSlice kEBF LR TNIER

QuickSlice Bl &3 78 T 2987 R &% P IEFEIZ 4T (B A~ BEF2 BT A8 T 1) 28 46 0 o4 i o 1) 1) Lk
Bl. ERNERKE AT L, G685 B8 T ZERENEER FITECPUIBHE, KE s
Son TP FRTERIRS () (RARTE F B & (v SRR T SR 0, {8 21 SERR Y B
& b, REREFSEOERNBEBEY) . 7EQuickSlice ® N BRI FARAL, IERM
B R Z £ 100% FICPURT [A] . EAIZ1TQuickSlice, #RATLL fiifiStartdl, & FRun, KIS
AQslice.exe (EE IR CL4 K Windows 20007 #F THEIMAR THESRZRT) . fil, RE
BT M EEEERMNHERT, tliPaint (Mspaintexe) . % 54T HQuickSlice fPaint, X5
FEPaint 8 [ B {8 B — 28 F 4 . IXFFMZ S, PRBE4S 7EQuickSlice & 1 % & B IF 751 4719
Mspaint.exe ' B s :

FA B WindowsEBfE R &7, #4ME
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PID Image Mame % Process CPU Usage
et termsry axe :_l
434 winmamt.exe
454 wans exe
4bl dfssvo axe
4od dns. axe
4dd inetinfo exe
B3€ svchost exe
TZE explorer.exe
T84 realmon.exe
Bde wk calrem exe
117c carss.axe
B0z winlogon exe
774 rdpclip.exe
33c explorer exe
87c realmon.exe _1
284 whkcalrem exe
2al sgimangr exe
g1c mspaint exe fo ﬂ

AL A HEFR AT Jk”jc FaE—iefs A, sl Lk FE - X b L ) LAY T
AR IRV YR ik SD IS = S (N RS & S | SRR T A LR, UL R A2 2 A4 31 0
WCPUIMT (SRS RS IFRTID 4 F 5.
& [5kice - 'mspaint.exe’ BRI e

Processld F agedF ool M onF agedP ool
8 00008330 00000aCO

TID Time fFGS % of Process GPU - Total: 6%

SEEI0004cdbd (7 R
BSO000000000 £ 0

K. AEERFAMAEPLERIN

{7 LI P T SLK R4 R R 2 000 A BB RUT P B FHAT T 2 DI 4
L 0 5 B A

I EArPESE TIL. ik, 4T P Start CIF&) 200, ik fPrograms (F177) . Administrative
Tools (4¥# 1°1L) . Performance ({EfiE) % .
20 AETILES | “Add” il () .

3. {EikEE TREAEN % “Processor” 2 Jh, fiidi “% Privileged Time” i 2d%, RS, (4%
{ECtrl g, sadi “% User Time” 114034 .

4. il “Add” FeL ARG S0 “Close™

5. Mok A s BUbR . IRBAZIEE S, IR s EbREIIN %, “% Privileged Time”
fesk i 7 7 B2, 0 Bbrrh A a0 RS0 B e T AN DIl CREEUAE
A2 S AR IR, 1 LRI P B A b B I BRI T RN R ) - B
I [4]1.6.
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6. SokbLE, i TSLE: ¥ “New Counter Set CHrit #d sk ) ” 4l (8 KHZTH) .
Fil AT 26 25 F 22 i the o] LAIR P B BXFP4T 0 . L7 sidiPerformance (TERE) PR, A

= M View (#F) $#hik$Ff “Show Kernel Times (s iNi%Efm) 7 dy%. “CPU Usage

(CPUM D 7 —H:ri 4 F 4 (0 oRCPUME LRI TA], 2068 B P9 R AR U T

(& Pelfoimance
100t Compals” Htoon, i . /D@ @ el

Tiee | Favortes |
_| Conzcle Roct

=41 Sysiem Monitor
w1 ) Peformance Logs and Aleits

focBussus3mes
12

E'—:'r‘@
] -
§

E1.6 e T ARRT AR PR A E 5 R
S T R e T B i gl P R (DR R, T R OGE AT RERE T, (HRE SN

G0 RN EERE I R BERE T 5038 “ % User Time” Fl “% Privileged Time” :

1. SRR TR B EhRE, WERIET R LR (WRCSEET 1, W R L

FLFZ F1) “New Counter Set” #2411, LAE M —A~45 IS DGR Pl b3 .

sk THRE B “Add” 2.

¥4 Performance Object (PEREXT %) 2N “Process” -

EFE “% Privileged Time” Fl “% User Time” 11#(4%.

fFInstance HEFIEFE AT AT (FAFE (R T “_Total” #EFE) .

miili “Add” &, 25 sids “Close” .

A 3o 3 [F0] S S B0 Bl b o

FAECTHI+H, LU TIN5 o B o 1308 25058 b7 e 34 4%, /£ Windows 2000

-, etk 1 fh, {EWindows XPHIWindows Server 2003+ N4 pk 4, .

0. HHNE LUK EES, LI o e kR ) R AR AL AR B B PR IEAEIE AT, R el
DR, EfREATER P BT R IE T E AT .

I
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WIETTLAE B, JRBshEbrratE, e T H ¥R (7] LLfEnstancet™ F B Fmmcid
) MM R P R S BT BT, B EWRAER P B PTG, R
B TIET T AEERT M Windowssh #. (RIEFT LLERE S|, ERBIEARNE -8R
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BEXHAE “MREM” BEE.
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MHRLFEIGIHD .

zZEMH

Windows M — T4 8 T B 2R A2 a0, BERSNEE BUHI DIk A Z R E M2 28N T
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LRVERI AR TS, ABIEAFATM L%, A/ — MR ERKEX MNP E
HES . 48, X8Ik, HiFrERE3TM— N EH P RAEAHE ti b rds .

Windows {0 2 SIREALRE: EFRIFTAFIEFMNS (LaTrr. AR, iR, &R, %
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7 S R A RIMGEM A : Windows T RGP L E KIWindowsXf &, fEiXLEn % Fi#E T
Windows % ik 7, M il R e M AEAD . a— AN AR Kl E v e —
FF R I8, Windows T REEH 1L H Ry )& B BUZ . W R 2R A, N Windows
T RGO IE N R P 4R aEh AT .

Windows T RATE T L ILEMN R L TS etk Hp e s Sl r 75 B 4 i)
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Unicode

Windows#1E REX A T A E HOLMBIEREN R 2 — &, EMABEATICAHLZL
164 % FE (F)Unicode 7 fF R AF i MALEL ¥ . Unicode (Hi— M FRrgmidtrit) & —MEEFHE
brdfE, RS FAE KB H O Mg FAEE T -RI160(H (X UnicodeIH E£F R, W
2 Fwww.unicode.orgl EMSDN Library s 17 K #IFEFF R iH3CFY) .

HAFENHEF RS (HFH7) ANSIEM S, Aril, #2758 85 Windows
KA PPN L —PUnicode (B FF, 1667) FI—AANSI (EFE4F, 841) it . Windows
BILL T LR, B Windows 95, Windows 98 1Windows ME, %717 4 B I Windows B $ 52
M Unicode#® O, FrLA, WRFAEIFHINHERFESERIZT XS RERSE 2 L, WEH{EA
LRI . W RRE A — A Windows iR 5107 FHFR A, WEAR TR SEER R mEY
HU, SE¥HiUnicode, it 12 BNITERIR 145 MR TERF 2 37, MUnicode s BEANSIE 5 62 .
e, AR — N E R RS R ol — BRI R EIE{TE Windows_E, TIX 0% & H# B ANSI
FAFERGE R, A2 WindowsHE HEANSIFF 4 iUnicode, LUETAERER . SR, Windows
FRIEAS 2 P A PN AR O —— b N 2 R o o R 75 B A74i# A Unicode®l, # ANSI.

fEWindowsH) LI A, W FIch 4 (AR A2 26 MR RK O AR 1 — MBS, Hobib
BE TESMIWindows R, &) LU AL B N E Jh C A AFHR Bk (htnWE S
HISCAHIAN) - F| T Windows 2000, 4715 M4 &840 & [FIHF I Windows R 2. Windows A<
M BRMEESRA, TIRE —r 8BRS 8 3R, Fik, [F—raarelf g hh
s (AFMASFESTOET) o WHRFE A X - EWindowsF ¥, #FIE— 4%
HFEF s T S B B a5

1.3 #EHEWindows A ZRH E

BAREBPINTF 25 BREEREWindowsIE{CE, L5 FF & A R 28K 3w F iR am,
HE, IREAERGBDE V. KT WindowsHEHHLE B IF S @, ta] LB &Ml T
FRR Oalib s, HaiWindows4 B BE A T H. WindowsH & T HH#. Windows 2 iE T 24
PRI TR, BLAWindowsfI L T H. X3 /5 M4 4 M s /401 se 1 HAel,

AT SR B CAZE Windows K1 A SEHLEE, FMIEEABAIENT &4 “ 587 fyshih 4,
H T AR AT DUR U 4 8 0 BB B Windows TE 5 ANERBE 77 T B4 A 34T 0 (ZEA BT
MM CEFFTXFRENT) o WO XX, IHERTLUER, Bt
AUV 2 N R R B S S AR .

RLIZIH T RBPHEIN LA, LRZEN0RIE.
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#1.3 BFEFEWindowsHAIH BT E

T R 3 E k* B

& #hFL /& A& H(Startup Programs Viewer) AUTORUNS www.sysinternals.com
Aafki# & & (Dependency Walker) DEPENDS Windows 3 # L £43, Platform SDK
DLL5] £ (DLL list) LISTDLLS ~ www.sysinternals.com

EFS{3 8.4£ 4% 3 (EFS Information Dumper) EFSDUMP www.sysinternals.com* -
4% U .3 (File Monitor) - FILEMON www.sysinternals.com

4 B #7i2(Global Flags) GFLAGS Windows # # T £

SAHER Eittla_andl_e Viewer) HANDLE www.sysinternals.com

4 1 5 (Junction tool) JUNCTION www.sysinternals.com 3
M #1844 2% (Kernel debuggers) WINDBG. KD ?&L%ﬁ’ Platform SDK. Windows
Eaf i 2 (Live Kernel Debugging) LIVEKD _ www.sysinternals.com
AF£+%(Logon Sessions) LOGINSESSIONS www.sysinternals.com B
#t § & & B (Object Viewer) WINOB] www.sysinternals.com

417 #9 81 #(Open Hanldes) OH L A

7 do 4% 1102 (Page Fault Monitor) PFMON ;T;:E;v;ﬁséﬁ(l%ﬁ' FREIA.

A 7 m8) L1443 5 (Pending File Moves) PENDMOVES www.sysinternals.com

4k = A (Performance tool)

'PERFMON.MSC

Windowsm & T £

¢ if 5| &£ 1T L (Pipe List tool) PIPELIST www.sysinternals.com
P A7 it i 77,35 (Pool Monitor) POOLMON Windows & # T B4 andowg_DFJK B
it #2 % 72 & (Process Explorer) PROCEXP www.sysinternals.com
HRSIDE T L (Get SID tool) PSGETSID Www.sysinternals.com B
#4243+ 1 £ (Process Statistics) PSTAT fgﬂ;"fé‘i f nffﬁﬁﬁﬁiﬁﬁi
AWindows £ ## T B-44 F o o -
it #% & & ¥ (Process Viewer) AHPVIEWER; #Platform Platform SDK
SDK# 4 PVIEW ) -
Quick Slice _ _ QSLICE Windows 2000##& . L 45
i fi # B & (Registry Monitor) 'REGMON www.sysinternals.com
.44 4l (Service Control) sc ;‘ggg%‘w;'}éigatfnnﬂ SDK. Windows
AE4(i#t42)7) A [Task (Process) List] TLIST Windowsifl i T B 4
%€ 2 &(Task Manager) TASKMGR Windows A &9 £ JL
TDImon TDIMON www.sysinternals.com )
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MRETLR

EAFF, HfLFiRaMas TH, R0 LUE L Start 52 %/ Administrative Tools 3 43
HREZ TR (Enf g SRR e) - BRETRA =ImIige: REGE0. aafEiEti
dy HaR, BIRWEMRE. R W, RI{ERITEGE LRk, LRt TERHRER
G IhiE.

PERE TR P4 LA SR ME R MRS PRI (S B, EE Rl HAh o4~ T H Frae R (e i{s
BEZHRD., e &R 7L 8EE. S TABh RS+ Bi5E, 4
— K A0 S I Windows T BE vH B 28 1) 245

MERE THAFAN I EBRME T —HRENHR. EEEFXLHBAFER, #HE “Add
Counter” i P ik $E— 138, ARG & “Explain” #&#: REITHHWE TLAHF DL
“Performance Counter Reference” #§ Al S0 . BZAR 7 TR MR 188 128 26 1 B5038 DA (R 0 6 200 485 i
brE Rkl PR LLZ & Windows 2000 Server Operations Guide P 1) “YEREMI# (Performance
Monitoring) ” #4rHINZE, i%#R(E F M Windows 2000 Server# il T HLAHAT &4y, % T30
SRR T M WindowsPERERI A K L, “MEREIEML” SR P A E IR G T — il R . X
TWindows XPH!Windows Server 2003, {i%] LA 2% Windows Server 2003 %3 iff T. H.4f b (19 it
WS ZE R (o] LUl it www. microsoft.comfE£E 4K 1R) .

EE, @S R A LU BT f5 1 Windows M RE oF B 88 . B4 =
“HKEY_PERFORMANCE_DATA"” #i5 fj S48 7 —2641 0, i il i Windows API
IR F P fiE T 2% s .

WindowsX#F T A58

Windows < #f T HFHI P& 7T K40 T H, ENIAFEHANES Windows RS AEH T
H. XS THS, 2 HKEWindows NTH I T HEEH — 4.

PRI FHTEAEM — P Windows™ i & A 1 F\Support\Tools I /4 32 1 iz 7 Setup.exe, Bt AT LA
‘ZH Windows3Z #F T H 4§ . Windows 20004 4 A~ [f] i 4%, BIWindows 2000 Professional . Server-.
Advanced ServerfllDatacenter Server, K {7 T A LHMFH. Windows XPTTE H M HET
AMAS, Windows Server 2003t —Ff.

Windows# BT &g

Windows %1 JE T HAH#M 78 [ Windows > #F T LA, #In7T 4o/ T RS HAME R EM
T 5. Windows 2003 %% i LT B4 1) T A o] i@ i www. microsoft.com % %% T # (38 % “ resource kit
tools” ) . X T ALl %4 Windows XPu# Windows Server 2003 |- .

FA BT WindowsEBIEF %, F4ik
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Windows 2000% i T BAH B MR A: Windows 2000 Professional 3% #f L L5 f1Windows
2000 Server i T HAS (Supplement /2B B A) . BMREH ZarH e, mEEHE®
i] 1), 22 %% $/Windows 2000 Professional R4iF, HZ, XAHPEAT IR LEEHANTET
Windows 2000 Server s J§i T FLAH = ) T. FLR 58 ¥ . 5 Windows Server 2003 %% i TR A4 [R5
B, Oxse T AARRE %W FEM. SR, MSDNAM TechNetf#) il /7 7] LAZEAR TR LT B & 3R 7
Windows 2000 Server®i i T H4H.

A %0 it

MEZIARESR G EANZON SRR, UR/BREREAZTRRE. BERE
Windows{f] N LA, R —&RARIF@E R, ROARTT LR 7 AR 2l i oAtk T R &G 2K
WIS RG(E R, HHXT A A e AR R — A s i s,

ok LR — e TR W BAEEAT A R Wl Microsoft () Windows ¥ i T H 48 .
www.sysinternals.com¥ i LiveKD, Compuware NuMegaffSoftlce. fE/M#HIXET H2Z AT, &
IS AN, AREPAT AT ART— b PRy A e 0 7 XA 3

AR TR BENT S

930 E T REONZE R AM. e BeERaE L1, EiRWNRE+ R4 MK
SRR RiX e Z . XL 2 PR S Bl E A e S SOk b, B BT RS R it
AT E A B X LG B XEWE, RGO E N TG, R . SR R
A, EER AR, RS ORAE — SRR, RIS AENS U | 21 5 IR R Bl A R AR SO
AH RHR R A 5 30

A7 AE AT AN R T E R R A Windows W #Z [ A SR &5 4 (bt fes k. &
R, OISR RE e y%. AFEHER, 55, MeME >G5 T A& Noskml.exe
FERERF 5 30fF CR2E3M “BAGH” —THETHRENFMESHER) . F5RXH
W IR LR S BT AR B RO PE RO 5 L RS B, ansRR 2% T Windows ) — 4~k %5 b
T (Service Pack) s HHFT (Hot Fix) , A, (RUMFEDIRTGHiZAEBRAHILAR .
BHRL MRS 30 BN 2R E ] A RIS RN BT 5 SRR, IR 1R Bl — B R R

1% -

N &R RRCA ) Windows 8 23 7P S SC A AT R Bl ), (B2, A —#Hah T HEH
53T IEA B A aTAT ). BARIRTS HarA R A S M IEMRA, BESHDER, FIH
Microsoft 1% 75 7 5 AR 55 28, 1 H B4 Tl 3% b — FhoRe ok vE ok Fs o 17 5 BR A2 ED AT . il 4,
FHEAF SRR R LR Mnemet 77 5 ARS8 LN/ ERMAF S, HFHAKRMMP
C:\symbols 3T & im4Edr— 4% 0.

srv*c:\symbols*http://msd].microsoft.com/download/symbols

FABHFWindows EBBIERZ, F44
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HRQERF S IRE B ENFMIES, 5% Windowsif il T HAH A I T Web
T i www.microsoft.com/whdc/ddk/debugging/symbols.mspx .

WindowsiBi{ T 258

Windows il T B #10& T 4450 B T4 Windows P S5 HLEE A B 42 8 TH . #RAT LLZE
www.microsoft.com/whdc/ddk/debugging 3% B BB A . X 48 T HBEaT BUH F il P e
FIREFE, Wwerblil e GEZ W FiabsE fBhnE) .

i WindowsiBid TREMERENIEFIAE, FAMITFWindowsiB{ERFRIME, FTLLE
ZERERHOMAE.

APRANIFR

R T A ] LU R 83— H P RIS RR, RERENSERZHERANT. 4
BF|— AR LETE LN PR
o RARK BRiERHATHE, TN, MUK MES— > EEETRE e, il
i Windowspfi # DebugActiveProcess, 7635 FIB R MR 7 Z (VBT — AN, I fd
SREFF 5 T LUK fr S DOZ s e Y N A7, BOE T s, PAT ILAR A Th B . 7 Windows
20007, 2R IE B0, BRI B R AR, SR, M Windows XP TR,
PRAT LA B A B, ANR A H ARt R
o JFRAKA) FERXAREFETIT, s 22 W iR H OpenProcess B 53T F 4 A 1
R B, EHAMEA MRS IR Hird . X EERTUREMEMNH
AR RN, BREGARRERER R, XFRFER LR, L Windows 2000k KA LA
TE AN A H H AR dE FE a1 50 B iR 28
PRt ] AR R W CHRORFT AR PR R e il k. B3 A m RN 2+
R o> R R AR U R 5 68 SO

AT WK FIMicrosof i 125 H WA EEHA X : S SITHA (Kd.exe) FIEEH /-
FU0 (GUD L4 (Windbg.exe) . IXFAMRASRME r RG-S E, Ll RAaTLEEE D
MM B L Pz —. FIF X T HARTT LA AT BLF = R R oy Bt
& FTTF AR SCME . S Windows R IR ATRTIR, S/ ERXFERSCME (7 KB iR e

WEZFER, HSRB145E) .

B OEER - MEEZETHREL HEEZRANRE: K&, WERIERHRR &R

FREg e, iar LU B . IXRER A ERTTW & TH RN —— B it SRS EH. B

PRIt EALR R EE AR B R R, SHEHERET RN EN. B R LR A

FA B Windows#E1ER L, F4/%
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i Gk VU 24 B IEEE 139448 R B L miTEUEE A Gl
o A S B A PR ML) . HBRRSELE T M L A A /DEBUGE I (ol LAZE
Bl G R4 FRS, SRGEFRIIABIA, B EBootini P IMA— 5 FEFEID .

B 4 T'Windows XPHIWindows Server 2003 %4, A AMM RS L, RERERLKNIR
A, XFRON AR . b7 REh AN R, EREFile I, FHEFE ' Kernel
Debug” , firfiLocalbs®, & HOKIEHL. BE17ER THIH RN bl EARMA
FmutBial T, AR B ey A AR IE W TAE (el A Wik, 1 .dumpdr 4 61
i ANNTEEAED o BRI, HREA O A P9 % R T RE AN RE ARG, P EAAER]

www.sysinternals.com ) % #LiveKd T H (Z W F- a4 .

£ Local kernel - WinDbg:6.3.0017.0 ME e
Eile Edit View Debug Wndow Help
4 gl s BEE | S DREB0OM@E0 1 A R

Connected to Windows XP 2600 x86 compatible target, ptred FALSE

Symbol search path is: srv*c:\symbols*http://msdl.microsoft.com/download/symb
Executable search path is: <:\windows

e e e s e i e e s o e ol ok ol o ok e ok e ok o o ok ok o o ok o ok e ok e e e R e R e e e e

WARMING: Local kernel debugging requires booting with /debug to work optimall
e e e e o e o ol o o e o e ol i e e e o e e i oo o e e e e e e e e e
Windows XP Kernel Version 2600 (Service Pack 1) UP Free x86 compatible
Product : WinHt, suite: TerminalServer SingleUserTs

Built by: 2600, xpsp2.030422-1633

Eernel base = 0xB04d44000 PsLoadadModuleList = 0xB0543530

Debug session time: Mon Aug 30 10:31:40 2004

System Uptime: 2 days 22:00:59.496

lkd> !prch

PRCE for Processor 0 at ffdff120:

Fhreads'- Current B5a3fced ¥Next 00000000 Ydle A0541dab

Humber 0 SetMember 00000001

Interrupt Count -- 02f428d43

Times -- Dpo 0000741 Interrupt 00003k3d

| Kernel 0080feld User 0007628

< *
1kd> | I R AU P UL 2 L 2

Ln o, Col0 Sys 0:<Nohe> Proc 000:0 Thed 000:0

E1.7 FpRZAK

— PR T AR, fRaT DAE AR R R R &S (LD <17 JF 30 e

A KRN EE AR A, Hinge . . VORE, BLERAGFEEGE. EABYS,
NS R R AT, AR FNLER TS N2 e, BLECHIN % H . o H.,
dt Chg o610 i 4l LLXFA00% 4> A A% it 45 b A T etk D81 a8 1T LURI HI Windows 2000
Service Pack 3. Windows XPHIWindows Server 2003 ) W B FF 5 30 rb i {5 10 2SR5 BLUE 1744

fli g ks Ak

A EH Windows B EFR &, T4
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Lo X BRARBIES R RER S

AT RAAZTSHITREMREGE RHARSHTIR, al7E W% B PHAdnt!_*.
N R T AR BIPE RH S

Tkd> dt nt!_*
nt! _LIST_ENTRY
nt! _LIST_ENTRY
nt! _IMAGE_NT_HEADERS
nt! _IMAGE_FILE_HEADER
nt!_IMAGE_OPTIONAL_HEADER
nt!_IMAGE_NT_HEADERS
nt!_LARGE_INTEGER

PRI EAR Fdeiy & (LB BCFT A R GE ), SR B — i s B S b, W, o R
B HW SR, JRaT LU A dt nt!_*interrupt*:

Tkd> dt nt!_*interrupt*

nt!_KINTERRUPT

nt!_KINTERRUPT_MODE

BRI, URAT LLRTdeR X — AN M BOR 4 I BEAT R Ak, 0 F TR

Tkd> dt nt!_kinterrupt
nt!_KINTERRUPT

+0x000 Type : Int2B

+0x002 size : Int2B

+0x004 InterruptListEntry : _LIST_ENTRY
+0x00c serviceRoutine ! Ptr32

+0x010 ServiceContext i Ptr32 void
+0x014 spinLock : Hnt4Bs

+0x018 TickCount ¢ Uint4e

+0x01c ActualLock ! PLr3Z uvint4s
+0x020 pispatchAddress : ptr32

+0x024 vector ! Uint4se

+0x028 1Irgl : uchar

+0x029 SynchronizeIrql : ucChar

+0x02a Floatingsave ! UChar

+0x02b Connected : UChar

+0x02c Mumber : Char

+0x02d sharevector : uchar

+0x030 mode  —KINTERRUPT_MODE
+0x034 ServiceCount : Uint4B

+0x038 DispatchCount : Uint4ge

+0x03c pispatchCode [106] uint4s

RN BT Windows BBIEE %, #E4/%
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> F1E HMESHNIR

IS, AEBRMNER T HAE R FEE (SHARMEH) A T@RERTFER, W
<o X flim, FERXNAFIKERAZLTIAMER, 7] LE B 76 fE InterruptListEntry
I (_LIST_ENTRY £5 #4185 =X,

Tkd> dt nt!_kinterrupt -r
nt!_KINTERRUFT

+0%x000 Type ! Int2B
+0x002 size : Intl2e
+0xD04 InterruﬁtListEntry :
+0x000 Flin : Ptr32
+0x000 Flink D Ptri2 _LIST_ENTRY
+0x004 Blink 2 Ptr32 _LIST_ENTRY
+0x004 Blink t Ptriz
+0x000 Flink ! Ptr32 _LIST_ENTRY
+0x004 Blink D Ptri2 _LIST_ENTRY
+0x00c serviceRoutine ! Ptriz

Windows i T E 40 007 B SO B8R T an ] 23 A48 B P # R 2% . 41 0T iR SREN AR5 1
95 AT (8 N A RS A S HE— B Y, T LL4EWindows DDKCESHHF], BRIt LR,
AT JLRAER A R 8 I 28 A9 Knowledge Base &, {4:7F Windows Knowledge Base
(fEsupport.microsoft.com t., B —PNELMBE AR LEHARE) FiEidE “debugref” B LI
A

LiveKdTH&

LiveKditwww.sysinternals.com b1 — AN G TR, SAEFWR0T LUE R L im R 48 45
HEMicrosoft W IZ I W88 RAL B — N EEIZITI RS, AR S 6 ENERE S 0L Gl
TUGIRR AR o PRAE R B N B M A A HOR AR L AETE Windows XPHIWindows
Server 2003_E4 REL{E, MLiveKd 47 Windows NT. Windows 2000, Windows XPHWindows
Server 2003 71X 46 R 4 |- #{ AT LALE R A< hth o 82  i BE

] LURIZAT Windbg 8l # Kd A FFiZ 1T LiveKd. LiveKdit /i 8 & 14 fr -7k 4k 1525
PRATIEFER 88 . EBUATEI T, LiveKABITH ML THKIBRE (Kd) . BEIETGUI
A% (Windbg) , IHFEE-wiFX. BEHMAEE KLiveKdTFXHFEEI M, &5 & -2F%.

LiveKd# (4518 o088 19 42 — MBI B iR Fe 650 fF, BTLL, R4 LiveKd  a] LABUATAT ]
—ANEE O] R G T SRR AR . B A Live KA T 0 2 4 17 S SRR ) B I 0, BTLA AN
AR AT RE BT RIXA AR A ALeBdRs A T RG22 o, Wi
A—E . B2 ERS R ERR, E ARSI RGOREN MR, FrLL, R
RiE Rgue ., WIATLUR MRS (H “q” #4) , LiveKd¥ iR BFERKEEK.
KRB HEAB —MTE R H R 2 3, R FCul+Chlftd, 8, FRE. MR
WIRSFHEE T, W FCul+Break, GRS HRE, 3F B R EE EEIGEIT RN,

FABH WindowsEEIEEL, Eaik
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SoftICE
AN T L AN SR A HLAS ok L N IETEIE AT 1 R A .L_JIL:L ¥ 4 SoftICE
(8 = W Bk 88 o 4 o] BL A Compuware T\uMegu % 15 CVE gl i i & W

-‘f?f{‘fi’L'Li'.*f.f}f!rit’m‘t‘ com) . (EANE F, SoftlICEIL AT Sy Windows i 15, |'.1Lff‘l||"'Jr?:Jﬂ'HiII‘:I(i'f5. 1, 02
FECE PR ACRD A R R 2 (] nmw th ¥ FFMicrosoft N B4 EDLL, FrLL, A1 A<
|--»+ (1 0 % E i A (e SoftlCEP Al FEnT L T4 . P 1.8 Yo T SoftdCERH] ;2 ¥ 1fi. ™RfEisdr

SoftICEMHLES |44 FSoftICE MRS (BRUECwI+D) I, sl Faia .

LA - FFDFFLEH EEE -FFLFFAaH

¥
(L

BESA1FSH So-F 1 b6S
FroFFrsm rrorras

HTICE: Usloadl? MOl-actsprag
it rmadi | e

E1.8 SoftICERE

Platform SDK

Platform SDK it MSDN  Professional Ml % & 25 1 (3 {9 (1) — § 40 , sl {8t 0] BL A
msdn.microsoft.com | %% . EALE T R T E *f'l"Eﬂ'JﬁWiruluu.'aNfH} FR Iy BT 0 75 1
9, Cl R O fF VR Microsoft Visual C++thAfy T iZsesL w4, {H1E, Platform SDK'[!
B0 1) Sk SO A IS 75 O Windows T RETH I Bl A, i Visual C++BfiHy 1t Sk 3T 4 0] fi i
ZMRA, HEFS Visual C++RININE AT R G MA ) o M ASE A SIHLIE A 1 BE K4, Platform
SDK ' 4 NI 2GR (1) 301 H /7 Windows APLYK SCf (\Program Files\Microsoft SDK\Include ) L /%

iR T ML (Pfmon.exe. Pstatexe. Pview.exe. Vadump.exeHIWinobj.exe) . Platform SDK
AT LA e Windows B T ILFT IR IR T 1A fe . Hop s T B s i
{77 fEPlatform SDK HIMSDN Library [1J{5] §~ 54 at )

FA B WindowsEBTEF F, T4k
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DDK ( REERHEFF R IR )

Windows DDK {1, 7 fFMSDN Professional, LA EE @@ H)i] R 9. B, 5Plaform SDK
AEHE, EARTLLAMEE a8 (BPRA LLTIECD-ROM, RFEATPLREBERD .
Windows DDK (1) 3 #4184, # fEMSDN Library*} .

MIRDDKE 0 1 H#r i P @ & Wa B FR TR A G, B E R Z Windows A L EE /Y
— M EENGERE. fl, BAFISHATVORS LM . WahfEFHiE, LR 3 A N 3 % 00
SEARET, (EEE R AR PR N FRE. DDKIIHEE THAEH Ti%&
IR AN FEFE FIWindows N A2 SZFF R BN A FULEH A EM 30, M AAEmMHER. #ERrins %
i i

DDK* & 7 & TR LIS, B8 & TR L0 (B A ENddk hFIWdmh) |, ixebsk
AFEXT REBANTERSGHEE, URTFERHRGEFREAED. L08Rk
FZ M Windows A F 8 g5 Wy IR, XS SCHFIER AT A, RS A dh i i T X s M 45 4y
F—BHEMREARMAE, HRE (field) —HEAR#E (A NIBIERRED) HEES
th o RN, XS B SR P B 29— iR ar(EL Xt B4 AR 1) 3k AR E, B4, 2248 4k (mutant)
fa5 i, HFEDDKPTH MR, |

FTEL, MEREERER BRI L, #—bEVO RS MR FRRY, AT L E
DDK#) SO [45 0 2 W BB sh 12 /7 45 # W iH 6 8 f0 2 % F i (Kemnel-Mode Driver
Architecture Design Guide and Reference manuals) ). 5 —# R4 MM {E A2 % ¥ 5 2 Walt Oney
# i) Programming the Microsoft Windows Driver Model (#52h%, Microsoft Press) .

Sysinternals T&

ABPRTFLEBAR T e e R TR, K0 LA www.sysinternals.com P8, Xk
TR e R a4 it AR5 (145 # 2 —Mark Russinovich%s 5 . S hifid7T i T L B IE R
HP 3% (Process Explorer) . FilemonflRegmon. &, X T Ay HIFEZ ERHENBITAE
BEA VRN, R EEH AL

14 XERL
AENE T BB IEER I 2RO Windows B AM S FARE . FER AT HHR

Windows W REHLER I SCA TH, MRBCLFR 7. BE, |ATCLHES 280 RS0 M 8T
T B, RIS EREG IS B CEFE RIS 2 ik

FABHWindows B IER L, #E4k
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o

System Architecture
%28 AREEH

MAERMNCLE THT LABBHIARAE, S TR, el RIS FIHIZEEMicrosoft
Windows# {: RF A A S BT B MEIRLH . X — T REH.Q G H— @01k,
A Z MM s, UREMSNESTEARNHRET. hTRE -2 H0FHER
Windows 4 AR LI HEAR, B 5B —TF BT & KA Hbx, X R B br 2 A %)
tH T Windows 2 5t 5 ¥ (1] e voh FIAL TG

BARFIRIT BAR
1219894, FEIHIHE K BT Windows NTHILL T BT
m R AR . H5%E M (preemptive) W HE A (reentrant) HEL A fE88:1E R4,
B EESHEE RSGRT G FiETT,
B A[TEX PR LS RS (symmetric multiprocessing systems) FizdT, 3f H AE{R T #his
LR AR R R
B AN FEENSANAETS, ERREIMSE I RIRS 8
W AEBBIZAT K& # A 11642 MS-DOSHIMicrosoft Windows 3.15% F F2 /;
W FEEBUEATPOSIX 10031 HEFE M Bk
N FFEBUEM LAY TRERGETEH T RMER,
W 3 FfUnicode, LMERAESMIEN 2R TT.

O MR TR ARG, A TN RE: O T T X 2 ks , Windows

NT# DT B P e 2 ATEHE T Filnf st B Ax:

B iTRY (Extensibility) #E[M ARG G 1 hd RO A KA
A

W RIBAEYE (Portability) RALMEETEZMEE RSN L, LARBETHNE
B, AN B MR B AR R A b

B AIEEPEFRATE (Reliability and Robustness) RN EHEBETF AT, RSB N A4S
ER AR BT ANE TAF . RERIFE T R 12 i A A Rk & LA B PR

FA BT WindowsEEfEF 7, FE4ik
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2.2

> F2E REEH

N FHEM (Compatibility) EHWindows NTHWZF RS HIHEA, (H2EHAF A
APV 1% 5 Z R A M Windows FIMS-DOS # 45 11 H'e th i i%fe 5 HAh M R4, ELIUNIX,
OS/2FINetWare, 1R if 1 B #%1E;

B M8 (Performance) TEHARIFBEIFRMLART, RETT —ME4F S FNE0RRIZIT
TRSER, R AR ) w Y AT RE s A2 i
Bt A2 8 Windows P BB &5 H I A SIBRAF B B Fp 47, (RSB FI, XSRS H

PR 17 B T SR e Rl Sh BB B R G (A L RE P Ao (HR, AEIRATTIT GR35 48 P9 B0 15 Z AT

KB — T WindowsH) B AR BTHRERY, 3 FURP e b5 Hofth i B0 AR AR R0 4E — oL

RIERGRE

ERBHUEZHPBERG D, NABEFSEBERSE LS ZREN—BRERS A BARDE
TTHEA PR BUET (EARBPFRAREER, kernel mode) . 0T UL ] 28 48 4047 FOHE 4,
R R P ACRIE AT TE AL B 3SR B U (FRA B PR, user mode) . RABHIRM—
HE AT LMER, o REEIE AV R 2B RE], FEEEEEW RS 40P RER R R
~NRGRSE N WEEBHRBIZAR, REHARLKEVRIINBER. YZRLERS TR
i, #E RGO SEIRED BB ER, AR E kg hIT.

HAZHUNIX ALK, WindowsZ— AT C BRI RS BERKMH AT
55 W& WP E AR Z R RN A2 . IXERE, RIERAME A
1 el B % BB R #0799 AT e A Ath 2R G0 4 4 B 4 PR A 800

WindowsZE— 1A Z R %14

REGEANMESER, HEEEMAZ (microkemel) RIEAE X, WindowsIEAZ—4
MRS EMA&RAE T, BERENEEAG (WINAFAFEHS. #REHERENY0
HER) BITES AL S, S8 BCRE A SN, £ —HAt2 RN
e iR —HFERS . #lI, CMU (Camegie Mellon University, EWf4L « Hi# A%) fIMach
BIERGR - ARNMARKREMEE T, EXWT —MRAAE, SESERE.
Bieid, BRINFEMRERNETF. MM As, SE&MAPL. STHRERMS%E, 45
BITEMPREAT. A1, Machil N ERIEREMRRASI, 42T DEIE NSOt R
G YERFN A TR E AR A A 2T . BIR R . Aty R T b R AR
PISEBrf, BN ERBELRK.

FABHT WindowsHRIERZ, F4i
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T4, WindowsH H B4 BACLZITEE AR T, BT RERE T — D IE Rl
BRYE R — s A5 IR ? JRAE . 15 B T I At BORTESRMF RA N REN
rh g — AR, ZHNA S BBOUE RA R AR B £ MEERRIERG T, AEEL
fRAS CEbtn g £7 8 S RS sl SO R 0D P ENR MR nT e (R MRERR B . £ Dl
WAERERG D, XREMAMZITERN BT, BTl EEWR B, 20X H 2 5K
HZAMREEE LB, B2, NERFNMEERE, REHSME, DAENIFE -1 K#
SR 0 SR b B R AR R AN AT A

A8, BERANAHAFEEZEPHN, RSB IRAONHERFES, BANHERFEA
BEEL U7 IR B 1F RS PR B > ROACBE RN EEE 8 e NTal LY G i F A AR S5
Windows iR ZAEAN— MRS 2, 22— LESYE, MNRERERLORS (ingil
WHEE. XFVO. M, CLRSTHRATEINS) B MRE, CERIHRE T
FROEE T I R A58, AL, BEREHGMXFMRP T ERREZ —.

Windows {7 A B HE AL R0 T B A I [ 3SR v EN . Bln, SRR AL ERE
TN 3 AR R B S5 R VT R AL A 4 3945 8. 45, eNFH IE B8 D kit iHe
B BAB IR BRAE ORI (4 S S K

MR Windows W I HEHLMERH T X SR BRI ZH R WE, B2, W=RE
WindowsH A& — N E R RGE. I T HEMEKNEE, WindowsHafE BLEMH A L MRS
RACESHSH, FACESHHATRE N Z0H. CES FAHEEmE NS H#E,
IR R A ESE . SERMAELURSE. A, Windows CiE & RA M L LI
HEMERAT (EIFAEET ) R i ) 6 815 5 R

SRS

TEIX— 5T Windows i v H Ap 4o 45 iy Lt Ji /v 8 b, RAT15E K5 —F Windows 2 {4
PRI RAAF. —EERENBESHE2 R #i08, XMEERE— K
AREfy, EIHEH BRI E NS (I, PE R & fp 2583 & IR B 2 e 081

W) .

FA B WindowsBRIER %, Eakk
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> F2F REEHW

R IFIE AR itz RAEAER| | RETRE

l l

FHE4% DLL
4 l . AR
P
BT B O RER
B B & & WAL
BEHRE (HAL

E2.1 EBWindowsEE

fERE2.1%, HAAESRITE —FELBEWindowsiRIE R M F R (user mode) FIWN

AR (kernel mode) PIER5TEIl5rFF K. 2 R AHEMR T HI P B0 s, 42 FTHaf2
WA A RRIERG RS . EWEE1Rh S LR3)n, BrsalEie —MZRPEt
REAEERPAT (ORI, HENENEBPIATRIRR, EITTCy R o Bk, &
FCFFHRE . RSHRE. RPN T REVM A EN1E 3 O EEM N .

PURR A IR P B AR I Bl T

m [ER (EBIEEN) RGEXFFiHIE (system support processes) , LhiniFx (logon)

HFEM 2 HE L (session manager) , ‘Ef1HAEWindowsfIlR% . a2k, 114
& B RS EHEER KRB (B4R SR B WindowsRS) ;

AR 5532 (service processes) 1841 (host) B Windowsfli%, WL 4 HAERE (Task
Scheduler) FIEMBALIRS . Windowslk 4 FHEETH & 2 FH P % . 15 £ WindowsHi
5 a% W H], L Microsoft SQL Server #1Microsoft Exchange Server, 4l & 7 —4kL)
Windowsfii 55 75 s\ KB 4T 1) 41 4

RP R (user applications) 1 /5F#%Y: Windows 32fi. Windows 644, Windows
3.1 16fii. MS-DOS 1647, POSIX 3247 a4 0S/2 3247 ;

IR F RGFEPRSS2RiHIE (environment subsystem server processes) LI T #:{k R4 IR
Cenvironment) WISZEEFBSr. X B FTIEMIREERERKERERSH P EFEF AN
ML B . Windows NTEATR A B R T =N AFSFEE FR%: Windows. POSIX
FOS/2. 88171, Windows 20002 fitJ& — K HrOSR KA, Z JEOS/2i# 23 T . £ T Windows
XP, EFEANF 5P N Windows ¥ REERE ™= fh— R fi— A, —MM5RHKPOSIX F
ZGthel L H, R Unix ™ S %8RG —#90.

EE2.1H, EERTE “RGER” M WP HER” FETER “FR4DLL" FiE.,

fEWindows &, FHP M AEFE A EE A RGN Windows#E REMR S, HIRk, Sl —

FABE WindowsRIERE, F4kk
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MEREZ N FRENSEEE (DLLs) KAGEMH . TREDLLA AR, ¥ P03k
(1) eA B A0 248 M N BB OB R 2 AR SCRY1EET) Windows R4 AR S VAFH . IXANF AL FER
fEs—tH A iEAS [a] iEE A FE P R PR SR PR AR 45 RO 20 558 7~ R GRS A& — MR

Windows [ N B85 0 40055 LA FiEBar.

W WindowstA{Tik (executive) & THAMBIEREGRS, P FEHE, HEALEE
B, 4at. V0. MRS IERERG.

B Windows A% (kernel) i —#1K/2 KA BRIE RECTHBEMI LAY, LEWERFE A (thread
scheduling) . 1l Cinterrupt) FIF % 4% (exception dispatching) , ULz £ 4b¥H5E[H 4.,
AR T —HHGIRE R FE AR S o PAT AP S A3 30 20 T FH 3K e 5] P I 6} % S T B 8 R O
IhEE.

B GEFWEIEF (device drivers) BREIEMEMFR ZIWMENFLTF, REHE I T G0 0 28 57 A 7
FFo oo R4 5 4% SR BN FE P4 F P (0170 BR 5008 PR 8 B Ay s O B B /0T 3K .

B EHHMKRE (HAL, Hardware Abstraction Layer) RIE— 285, SN, #®E&
KA T FIWindowsHAT A A 843, BRSSP AR K HIR A 2 57 (L R e R B
B 2 K

B BRAMEERS (windowing and graphic system) 2T BRH Pl (GUID) H¥k (F
AN E) Y% £ Windows USERFIGDIRR$0) , Holnxf & L g4I, H P S,
LR 22 1%

K21FH T Windows# 1E REZ LA O L. (R HEMMEIXE T4, FHhik
TR BFRIIFELRGE L)  AFFWH LG ENE S S HIhm
-t
#*2.1 Windowsth#ul RS

pray B #

Ntoskrnl.exe ik il . S . -
PAT R Ao A, A5ty & (PAE), #4524 TF4 ik

Ntk .

rnlpa__ex_? (LB F32{LFR %) 64GBH T K A

Hal.dll B30 8 -

Win32k.sys WindowsT % .69 W 45 X #r _ _ B

Ntdll.dll - PSR MR, ABRSATR S A R MRS 0 K AR (stub)

K 132.dll, Advapi32.dll, . .

erne vapi32.di Windows#y4i .o F £ 4.DLL

User32.dll, Gdi32.dll

BT RGO 1 2 BT, RAVSKE—F, Windows {5 HLES % FEBE LR R4
Hat AT R AR

FABEITWindowsIBIER &%, Hak
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p F2H REEMH

A A M

Windowsfl) — it BdrE, BEEBSTESHARMBEME RS £, G55 Intel
fICISC & 4 LL ZRISCE 4. Windows [ #1475 B ATIR A L FExBOHIMIPS & R 4549 . FiJG SUINA
T XDEC (Digital Equipment Corporation, %%} @] #Compaqd3% T, ifiiCompaq/& 4 X 5 HPE[
Hewlett Packard#¢ 3 ) Alpha AXP[) 3 £ (/& Alpha AXPRZ 647 &b # 8%, (HWindows NT
IBATEERRI BT . fEWindows 2000/ FF A L #2H, —ANJRAE 9644 LA AT LLZEAlpha AXP L
iZ1T, BREMEABEFHE L) o £Windows 3.5179 AN T % 5 PUF Ak 28 8% £5 HMotorola
PowerPCHISZ . 2T, BT HiHmFE KN, £Windows 2000JF K HT 4, FMIPSHIPowerPC
E RGN SZRBGE T . J5K, Compaq Ui T 4f Alpha AXPHEREHIHISCHr, BT LLE#%
A& 2%, Windows 2000 2 SCHFx8oik R&EH) . L& M) Windowshi A, B Windows XPA
Windows Server 2003+, #ihn T X =Fpo4 L AL BB WK AT HF, E11141 % K Inte] Itanium 1A-64
B%. AMD x86-641%, LA IntelftXfx86MI64fiy EH AR (EM64T, & 5AMD x86-6414k R 45§y
M, HEEMZHNHRS FHESEAZERN GG R A6l i B R4 (64-bit
extended systems) , {EARPHF5IH Kx64 (5T Windows i E641 M4 rHIZ 17324 i F AT,
FIER A HER) .

Windows & it L PR fp ik st nf B dEtE, LUSCRF S ik REFIV & .

B Windowsf] — 4 EB0F, RAEMKRERTESEEBSERGHH RN, BFEESFEH
KT, XA B R B AR S, BT LA, RG] LA I AR R a5 4 22 4]
MR, WARXOEG TS LRER. AP RRMOAMFNRIERSRUE T AT B4HE M,
ENRENE (L& {ENtoskrnl.exe) FIHEMHZRE (FFHAL, ©&F#EHaldlF) . A%
JEHFSFREE XU, SERGHWHCHIIGE, WmEEHETH (thread
context switching) FIPERF4r A& (trap dispatching) RTERN L. 7ERFERIE R
d, BRI ARG B RESBDEE (P, AR R WREHALT L. TG 54
—NAGPEAHYEENREESEREMHEXT, TREANGFERSR, EESEIR
aAitt, XUMRHEE—/NEAmE.

B WindowsHI4E KSR HICIES®E L, Do RACHEHS . LEMLETHFELRE
5 R GEMFATIRER S (CerpBrFaRE L2238, interrupt trap handler) , BE# %) 1t fig
P U B R H 4> (LLERHE U #e, context switching) , A RHILSiES®HE M.
AMLAE A ATHAL DA% =009, T HAERCOERIE REEM HAL — 2ot 7 ARG S
RS (HmsEI T HAE A ROBIRE, AR A ML A R R g — ) |, B A fETE
Windows T REEM A AR A4y, B dnliedERteel F S, LLAnNtdILdllg (i

FABHTWindows R IERZ, F4h
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FasiCi (AT S REENILAD .

xR A3

BT (multitasking) G B ADAMATL R ML [ MRS ATERIERGHA . A
Wi, M -G Al A eI as i, e al LU AT R N R A . e, EUR AT
48 U B 48 DL ANt 5 ke P A 1) — B 20 ] LT B AR R A, — 2 A FR A R AT LU
E AR o] I 2T T AR, R R ARRERS AT R

F U A FFRR I T EE 200, Windows () AN CBEBEH H b, &6 20 HENS TRIF M £ 20 AL FE
BRI RS [IZ 4T, Windows g — MR ERZ AME (SMP, symmetric multiprocessing) 1 7
45 . {EIX e b B 38 h S AT T AL PR A A R ECRIH] P R A T LA RE BT AN b RS Lis
A7 1L, JTAT (A Ak 20 g8 S g e (1 Py A 2 () . IXROBEEY L3RRS FR 2 038 (ASMP, asymmetric
multiprocessing) AN, 5SS AERBR 2 AL B R Gerh, B fE RGUASE b R ETE K
AT R4 AR, i HERb 0 b B B8 LLIE AT TP ACRY . IX PR 2 Al BRI D) P 2.2
FhoR.

&R E|F b

SLIDEE A A2 B DhEEEE A

ihiEEE B

BIERE ARz Pk
BPaiE PR 1B R APEiE

RiPiiE RERE P&

- weas

’ R } . B ol o
l - -_“.'.-.i:-.'-l‘qlgh" l . ol ,._#l-wt-_"l:;-?.-'."- -:I':'._' Voo
B TR ) L
'lni\'}.
L3

Vo & VO g
E2.2 XFRFOIEX IR AT
Windows XPHIWindows Server 2003 2 £ B ff 7 ) £ 4b P25 R 46: HHZEFY (hyperthreading)
FINUMA ClE 81 N £7458), non-uniform memory architecture) . {F N il ity EE % of g 25 i 22
Hi A I W FP R4 (A7 e Windows i 1K 4% 22 45 (1) 10 FE S FE I TE AR iR, 1 2 WL 286 R v ek B il
1) .

A BH WindowsHRIERF, #F4k
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> HE2E REEH

BT RInel3| N TR, EAUE—ME AR LIRRE M BHLRS. B2
LRI IR E H CUCPURAS, (B HITS SR M LA A MR 3L Ay, XA — B
HCPUTT LA S A AECPUIER 45 CHodm IEZESRAT o T ALBE T 46, MTTBRLLE 7 7EIXAN 24 A 5
% FIEFTAAD) MIRHEAKEERFT. Windows XPHIVEE Hk D WHIML T, a4 F)
AL ERARTEIE, P, FORNEER, SRBERE A FROYELES L, TE
B TEFR—MEANEE S FROAE R AL (A A8 0 A A A T B 6T R (E TR
%)

HEAE—BBIAFLENUMARS P, WHESE A E MR IT, PRI A (nodes) .
BT AAE AR BN, HHET B2 (cache-coherent) [ H HE S 2R #E
B ARG E. NUMARLS L Windows iR 1E A —SMPRSURIZTT, H o i f fl kb7 48
AATLLUT [ BT A I A7 —— B AN, 45 A 26 N A7l 2 3 L AL A A W AF R — i
. REBERSERMOMER, RIBLEHINAAEMAERNY A, HREHER R A4
FIALEESE b o IXRP AR B AR, JSalGErE 1 5 P BB L A7 S A Sk, B A T L B
A I HoAth B A5 S5 B AE .

RMRWindows ¥ it REEE R B2 FERS, (B2, ELAMBRHR, HBE4
JRE D 2% PR A P 28R MO £ 32— R B, BT N2 AT H @I A —A R E, &
30/ A B8 88 T LR 5 55 4 08— A 326 O 260 1 LML R S0 -,
Windows 16447 L4 7] DL 2 £ S Fre4 A Ab 1 38, B R7E6ARINLES b, — T E A A/ 64
fir .

RESCHFATAL B 23 0 L B H B T AT R B9 Windows {4 (S WE23F12.4) . ZHIEHTT
JECFET i ¢ (H HKLM\S YSTEM\CurrentControlSet\Control\Session\Manager\ LicensedProcessors "1
G, FSubEEREE RV e, mH, EMEIT ST R E 2,
e REEHTAE, MANE SO 53 .

et EE, NEMHAL (£Windows 20009, &4 KL SR RLG L)
PR SR AL BEES R AN B b AR ARA . #EWindows 20001, ANAEG LM (FF FE D
PR SR ARERNPELEBRFEL EASHEFAR; 7632/ Windows XPHIWindows
Server 2003 &4 L, RA =N RE LHHAR (WF2.2) . 7644 Windows R |, I PAE
W%, FTel, RAABFHALE S A BN E0ES 2% AR,

ERFEEMNIIK, TREFHIEAOTHFEED K, FHEDD XMW
\Windows\System32 H®x & . HZ T HEBE T4 N iZEE N, 5 0 X%
\Windows\Repair\Setup.log, ‘E¥ItH T B %445 N B A h RGBSR B0 T, LA EA]
MB AT S T L MEA EH R

FAFIrWindowsABE R &, 46
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$2.2 $H3 % 0IRA0RGE AR R B ALIB I B R G ST
ERGHELMXAE  EEAHFNRLBLIBREANER  EERNRLEMBBEENER

Ntoskrnl.exe Ntoskrnl.exe Ntkrnimp.exe
Ntkrnlpa.exe ( PAEA  Ntkrnlpa.exe in \Windows\ Ntkrpamp.exe in \Windows
_#_g; H;ﬁqz{i%&ﬁﬂ'ﬁh‘ ) <arch>\Driver.cab \<arch>\Driver.cab

Hal.dl| BATEREYN(SALA26%0 RATEHRER (ALAR26FH
al- HALF) £) HAL) £ )

F iy 6 LAF R4t

Windows 2000
, ' , \I386\Driver.cab¥ #

W . .
in32k.sys \I386\UNIPROC\Win32k.sys Win32k.sys

Ntdll.dll_ \I_BBB\UNIPROC‘\NtdII.dII \I386\Ntdll.dll

Kernel32.dIl \I386\UNIPROC\Kernel32.dll \I386\Kernel32.dll

X WR{FE—TWindows 2000& 7 1t R XX -+ A9\I1386\UNIPROCIL &, RIS EH —
PBAWiInsrv.dlIBISCf . B2 CHEMAE R HUNIPROCAI AR T E, IF QR THiX

E—TBAEBAA, B2, REL, EXHAE—EX, AIEERT S A0S 8080

HBERG. EWindows XPFIWindows Server 2003th, EZw#ED2HERT.

~® LK. EWindows 2000 L BB 55 A BEIB RN XX

i

R HEFE R AEHS (Device Manager) PRYE “if ¥ (Computer) ” X8 1 IKEh 4
s, RATLCES], MF—N3207 Windows 20008 4 FR S8 R 45, WL ST RA AR,
L I RGHRIEN TEHE (RO LA FS IR ik 4 “ R4 (System) ” , BRFEMRAISLE
FARAT “BOEM (My Computer) 7, #5i%kE “Rt (Properties) ” @74,
sy “fEff (Hardware) 7 FRZE.
il “Y AT EEE (Device Manager) ” .
T “iH5HL (Computer) ” 4.
it “HHHL (Computer) ™ “F 55 4.
ridi “IRENFER (Driver) ” ¥R
Rt “WETRFIEME R (Driver Details) ” .

-

A B WindowsBIERGZ, Z4kk
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W TR AR RS, RS S R BT IR AR

Driver File Details

g MPS Multiprocessor PC

Dirver fles

CWWINN T System32kemel32. 0l
CAWINHTAS pstem324ntdil dll
CAWINMT S ystem324ntknlpa axe
W/ INN TS ystem324ntoskinl exe
CINNT \System32win32k. sys
CUWINN T \System 32 wancry dil

Fie versione 5.00.2168.1
Copyrightt  Copynight (C) Microsoft Comp. 1981-1399

[ |

o e et 1) 2R 6 SO 27 T LA Ak B B AR, SR TR P ) S5 PR — A b A A FL R AR AT
2= A ER BRI R AT AR SRR A, BTLA, LIRSS R LI R AL
RS EE A, AT DABCRI(E A S ARG b X S A5 FFRY (KB BUZ 1T Windows ) RAEAR A&
AL FRARE) .

78 1, Ntoskrnl (1 # 4h 35 28 K A< 2 &b P28 RAS A 58 1 76 A RIS 4\ S AH A 1R 4R 2
sk A B, i Windows 20004 (FINtdILdIFI Kernel 32.d11 ) AL BE 2§ RAS I J2 38 1L 12 Cx86 LOCK
FIUNLOCKZ5 4 R A5 1), XPAIRL W TR A8, ERAFERA T, FHINOP
1584 (At A O Kflhss.

Windows [t HoAth 2 45 4 (AU3E T4 10 ss F E B ERN L 4% IR B R ) AR AL (R AU RROAS,
ASFE[X 4 B Ab T 88 A A & A0 FE 88 A (A L, AT 0T LLIE Ak BT AT 2 AR TR 1 [ 2D 1]

) o UREEHR A OB b R %A X R, R B 2 — /S Windows N B ik 2
NV IR T — R B R e A L 2 Ak PR 28 )5 ), HLAE AR PR R
S RN b P 9% R0 b AR B ik

B Windows#EF &, FE4K



. BB RIEAIZ T HINtoskrnl 8 fR AR

/EWindows 2000 /% 3L ULES A, ASFEAT HEA] LA AR IE AEIZ AT FINtoskml Y RRAS <
SRITT, RV RS B, AT 4 PGS BTk T Il ke v B R 2R B —— Ak
4e () ok 2 Ab IR ER, 1100 (free) BCEHIAENY (checked) , W1 FHIfKBFARARFE FTR. A T
B4 (Start) " PIEFE “FUY (Programs) /5 FE T (Administrative Tools) /H{F T f 4% (Event
Viewer) " , Fiik$t “£% (System Log) 7, AUdiFF (Eveny) ID 4600911 H &30, IID
JEWIX I R A A N .

Event Propeities : I

Event |

D ake: /27,2000 Source:  Ewventlog + |
Tirne: 1005 Category: Mone

Type: Information Event |D: 6003 + _|
User: [

Computer. DSOLOMOM

Description:
Micrasoft (R] Windows 2000 (] 5.0 2135 Multiprocessor Fres.

-1

=
e e |

W BT A EHRE S S T NS AIPAERR A (Ntkrnlpa.exe, Z§F X T4GBH P
WAE D) o BRafi,  fRoel BLOE L T i 2 (H HKLMASY STEM\CurrentControlSet\Control\
SystemStartOptions H: i i /£ 75 51 9 TPAEW#4 . esh, WARS1 G TPAEN K, WTEM & {H
HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Memory Management\ Physical-
AddressExtension}f i 1% 14 1 -

ity e LI R A S R P R 11 LA R T A R ) Noskrn] ( 2K Ntkrnlpa),
fikn I‘- IE T Windows VI FILg%, 4 flJ‘anduws'&SyﬂtcmEZ3{."[’-13':1& . A8 5 diNwoskmlexe,
9K 5 1 “ TR TE (Properties) 7 . #KJ5, sl “RA (Version) 7 bR, IEFE “ U8 CfF# (Original
Filename) ” JE¥E——W S5 F 4638 1T 2 db P 88 RRAS 135, BF 26 2 F ihi (10 1 e

A EHFWindowstBEREF, F4M



ntoskinl. exe Properties

General Yersion I Security | Summary
Fie wversion:  5.0.2135.1
Descripion:  NT EKemel & Spstem
Copyright: Copyright [C] Microsoft Corp. 1981-19333

~ Other version information ——————

Item name: Walae:

Company Name ntkmimg. exe =]
Internal Name
Language

Product Mame
Product Verzion

0K | Concel | |

B O GO O R F A 00, A%t T DA 7E % % 05 i 75 7 S #F \Windows\Repair\
Setup.log K i 5 FIRCHFE T W54 P R4 (R HIHAL.

o] {88 4 P4

LULPE AR RGN AN R 0] UL AT R GETYE (scalability) . 23 T4F—/NSMP &% b FHathizfT,
HAE R MACHS L ZRE 7 RS R TR . E RIS RS, T A ICAb Y E ) A 7
AR AS RGP A 2, 1 H A AE RECE VR R R B T . WindowsHE R LAMEF
PET— 5, IXLERRPER T Windows RNl Dh i) 2 A PRAS R G0 2] LA 2 00 S A 1E M :
B RERSAEAEfT — Sl AL BEAS a1 T8 e RS, hn] LLAIN fE 2/~ b PRES LIEAT R4

(M T
B FERPERE NPT R, IX LR 0] LAEAS [ A FE RS B AT AT
B NN Ctbin A Est. HEOA R P BRI R, XSRS EA) DU B T

FE P FIR 55 a8 e FE N SR AR RE (W] 2 . S A1 2 AN AT LUFAT Hh A 24> b 78 38 134T .
B HWVOSER G H (/O completion port, {EMOREH-41) 2 A FRNLEl, A5 a7 Lzl

i AL ) 2 R FE R 55 AR b RS, IF HIZHEMRE AL 2 A B 88 R4 LATIR B 0 b 4 1

FA B WindowsBRIER %, F4Mk
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Windows A ¥ [ {4 — B 7E A e i sb . i, Windows Server 2003{# A T #Hxf &4
CPUME AR, XABE LIELNCPU FIFTHHATEIRIELE . Feitit T 2 AMBLIE
TARE AT . 4702 A B[R Bt — M T BT LEFR3IFE DB,

B HRSBBREZENES

WindowsBE B T8 S IR A M EER4EA, HETRSBRAMNEHERMFAAL. EWindows
20001, % P A7 A ¥ FR  Windows 2000 Professional; Windows 2000134 R 45 2 A 4 43 1) 42 -
Windows 2000 Server. Advanced ServerfllDatacenter Server.

Windows XPH6/% Fifi4: Windows XP Home Edition. Windows XP Professional.
Windows XP Starter Edition. Windows XP Tablet PC Edition. Windows XP Media Center Edition
HIWindows XP Embedded. J73/*Mi7 & Windows XP Professional (5, 445 3F A i¥abiztid
X3NMA, FAEANERITE 5 Windows XP Professional #] [l 4% .08 F R4 2 L.

Windows Server 20034 6-1~%EF: Windows Server 2003 Web Edition. Standard Edition., Small

Business Server. Storage Server. Enterprise Editionf!Datacenter Edition.
X LR A LL N 5 AT BT AN
P S R A AL FE 25 1 & B AN A
R PR N AF BB AR
AT R0 T MG ER M ER (B, 2% P, &2 AUFRE B ER104 3T E
k%) ARl
B ServerfRABiH 2% (layered services) A 75 7E Professional it A<, 40 H % ik
% (directory services) + 28R4 (clustering) , LAE AT £ H 7 #0 iR % (multiuser Terminal
Services) 3% FF.
2.3 E 5% T Windows 200014 MRATE N AFRIML IR L FF A EBIAE . R2.45]
%5 T Windows XPHIWindows Server 200382 [B] [/ F: 115 & . % T"Windows Server 20034 [F]
WA Z A VE LB, 1 2 5K hittp:/fwww.microsoft.com/windowsserver2003/evaluation/

features/compareeditions.mspx.

#2.3 Windows 2000 Professional¥iServer/L T REA Z B /IE R

M & I EENNE EZRMERTF
Windows 2000 Professional 2 4GB
‘Windows 2000 Server 4 - 4 GB
Windows 2000 Advanced Server 8 8 GB
Windows 2000 Datacenter Server 32 64 GB

FABHFWindowsIEEFR &, F4M
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#+£2.4 Windows XPFiWindows Server 2003z g £ 5%

L ER EHNMERE 2 ETENPEA
#WE (32{f IR m BB (64 {# (ltaniumhf XHEA
R fF OMIEE) ME ) F (x64REZ&)
Windows XP Home 1 4 GB 7T R I T A A~ H
Edition
Windows XP ' 2 4 GB 2 A~ A 128 GB
Professional
Windows Server 2 2 GB o AT A AT H
2003 Web Edition
Windows Server 2 2 GB A H FTH AR
2003 Small Business
Server
Windows Server 4 4 GB AT H AT A AT H
2003 Standard
Edition
Windows Server B 32 GB 8 64 GB 64 GB
2003 Enterprise
Edition
Windows Server 32 64 GB b4 1024 GB 1024GB
2003 Datacenter
Edition

B MR WindowsH1F RAEH £ NE P IRAFRS BIREMTERM4A, HRECSNEER—4
BOL RGN, QNS Ntoskrnlexe (LA PAERRANtkrnlpa.exe) . HALFE. %% IKz)
BIF, UABEARNRGHE) THAMDLL, XL 304 7EWindows 20000 FT 4 KA - 25 2 AH R ..

@ iF Windows XPRWindows NT{#3% (code base) ME—1EAEX, FH;¢HM 0908

FHEE. T, EWindows XPEITZREM—FEHEE, H3BEBEANTETER
ATEHEIT, XHMERFMWindows Server 2003. Bk, Windows XP#IWindows Server
2003 R REXHRAGER. ANENE, BENESHFEE (LKL, SFSE%
AT .

FTLL, W Windows 2000 Professional f1Windows 2000 Serverf i £ i 4% 584> # [B] (01 (&
*fWindows XPHIWindows Server 2003, tiRth314L1) , FA KRG WA 5niE5| S 7 4R A0E 2
AU & 7 A & 19 HKLM\ SYSTEM\CurrentControlSet\Control\ ProductOptions & T [
ProductType MProductSuite™f . ProductTyper] HRX 4y Ui R4 R — B R F 2 —
MRS B FRGE, EHH BEBEMERLSFUR. A RIEIFMTE RS 2B BMmProduct Type't, 1E

FABEHF Windows SRIER G, Fakk
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4 24 B B o T LI FH AR B S8R BOMim s ThisAnNt AsSystem T PSR % T UERREL
i 2 W.Windows DDK 1) 4.
#£2.5 ProductTypei¥&i{&

Windowshi & ProductTypefi{&

Windows 2000 Professional. Windows XP WiIinNT

Professional. Windows XP Home Editon _ - B
_‘cﬁindows Server (&5 4] % ) LanmanNT - -
Windows Server ({2 %% ) ServerNT

i) — AN i 46 {8 ProductSuite, B 7] LLIX 51l Windows fift %5 48 R4 1 A~ [f] ik 4~ ( Stardard
Enterprise. Datacenter, “§7% ) , il a] A< 7} Windows XP Home fllWindows XP Professional &7t .

A 4L FH P B S T S A2 1T (A MBS AR AS (9 Windows R 40, A AT AT LA Windows(1)
VerifyVersionInforf 3. Platform SDKH 47 X 1~ i% e B SR . B8 Sl BT nf LA F A % X
i e SRt Get Version. Windows DDKH A7 G T 1 el B0y S0h .

BESR 2R e (A O ST AE 25 1 IR AS IR 55 28 AAC A HIEAIRIN, A4, REEEATILE

i R T A RINE? W 5 2, FEBRARCE R, RSB/ AL M RE ek huli 70, 1
Z AT LR Ay et e N IR 4528 M2/ WRAE, BRI ATIRGBMHE ), (e A H
s3I g T o i (Al T IR . B, fERGESIFRTR, MRGE AR, AT LI
SPRC P AN, He e REEHE (heap) BR#HE (pool) fA. WK R HIIL L L
(system worker threads) (9%, LLA RYCEEE REHOE A R il HL, J2 A7 2100 s ——
bl a1 P A7 5 FE 3% H (] b iy oK OT- B R G0 AN BERE ) A T sk ——— TR IR 95 A8 RSUAS F & 7 A v 4l
SEATAI o 4 2 R 8 I v (R A e A Y LK SR e AT AN B ER AT O, LR AR Ry i
BRKCHE, R H R FERIPR Cquantum) (VEWER6TE) o JLREAEPN ™ il AT T 2847 22 5 11
Hh Ay, PEACEEE ORI LN e LA . BRAE S ATRR R U], A, AR A A
7] [ B3 ] 175 7 R AR 5% A RUAS

KMERE

Windows 2000 Professional , Windows XP Professional flWindows Server 2003 ¢ f1MFi& 1) 1
A, BEFRCH RS EYRRA (checked build, S147TMSDN Professional 5§ 58 i (1) 1T (5] 2% y A W] LLIEFE) .
X fEWindowsJ5{ CAS B iR 19 2001 —NMRAS, SMieiE LT A “DBG” tnds, W1 i%
bRELUS, BIPRS00 g R 20 R th gl k. fi FL, T SN S T AR R
FI) I HL2SACHD, £t Windows —#EHRIACHS G AR BRI Ch T 3037 13 SR e T (AR A f 5 R L
1) IS HAT (2 WDebugging Tools # 1) L) “Performance-Optimized Code” {#47) .

A WindowsiBIER S, FIK



50

- ¥4
.‘b}? #:ﬂ.
3L R

"

> E2E RGEH

ZPTUR X R AR A, EEECH T H R W TR N T, R e AT LU R AL g
A DR BN R 7 B At 25 ARSI el A (0% oA A% B R AT T PP R R 1. 1, SRR
NFEIF (e HoAh i AR AN ) A — D RGREEIT T AN EROMA] (tbt, I R7EH R
(b g0 B AR — A B e Rispinlock) , HFEERRFRBOEELLERNSE, B4,
4[] ALl R I B LUJS R 8 1k, AN AV SRS B S5 F i, AT S B0 — B i 1] LA
Ja R HES L

X8 . FIA— THRET EAEEZETWindowst i & iR 4

A AWEN THEA LSRR M0 IEAEB T I RS2 A MR AL 2 B AA (R
Hhii4, free build) . #A1fi, MiTIWMI (Windows Management Instrumentation, Windows#¥
FERTE) HIWin32_OperatingSystemZS (1) “Debug” &1, R/ LIEBIX—(E 8. N8
Visual Basicl4s n] LL B rmiX — @

strComputer = "."
Set objwMIService = GetObject("winmgmts:™ _

& "{impersonationLevel=impersonate}!\\" & strComputer & "\root\cimv2")
set colOperatingSystems = objwWMIService.ExecQuery _

("SELECT * FROM Win32_OperatingSystem”s)
For Each objoperatingSystem in colOperatingSystems

wscript.Echo "Caption: " & objOperatingSystem.Caption

wscript.eEcho "Debug: " & nbjﬂperat1n?5y5tem.nebug

Nziiript.Echn "version: " & objoperatingSystem.version
AT IRRIX AR, A R, e fES —40rhd . FlEETXBEAR
i i«

C:\>cscript osversion.vbs
Microsoft (R) windows Script Host version 5.6
Copyright (C) Microsoft Corporation 1996-2001. A1l rights reserved.

Caption: Microsoft windows XP Professional

Debug: False
version: 5.1.2600

2R G H AT FEEIT Windows IR FERRA, X ML B /R ) Debughy & A False.

PERTEERRA I RS R, KB B R ES &R 1] T ASSERTE Z [543
#i5E LAEDDK 3 SUIFNtddk h i, DDKICR AT 56 T 6% 80 A8 . ASSERTZ MR — N4 (Lt
M—NEIREHRE SR E RN , mREILR 54 RAFALSE, 4 1%% H A
K E B R Assert, % B — 5V DbgPrint, ¥R G034 R 2L B JHIR M Q2
X o 0 SR A ) R R BS AP A BT B e ob, M B B 3 SR — MRS T,
P P R B T A B — T S R (M. 2R, SRR, SER AR .

FA B WindowsiBfEE S, Fakm
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WERZAW R LS WE RIS 27 2K (FEBoot.ini'P ] /DEBUGHX) , JHib
EHNBEAZEAES, B4, ASSERTHIAM KNS S FHAS IR, KT LN FFHIFEATIL
TR S FPASSERTE 72, i#2 W Windows DDK X RS “Checked Build ASSERTs” #4}

i ERTMEA4, R R E — T Ntoskrnl.exe #1 Ntkrnimp.exe, si H#HE— T

Ntkrnlpa.exefiNtkrpamp.exe, XN N 2R £HEN —THHEHRAXHEN S
SIBAERRZA . #RA)EIR, Windows MR ERAF G H R EAEEREA LA IRERRRE.

R B RRAON T R G0 5F HE 3E 8 G AT, R ABATAT LU X4 s 4 4k BRER 33— B 1
AHRE (HRIFHNIRS, 2 HMicrosoft Knowledge Base %5 43147430003, MEH
“HOWTO: Enable Verbose Debug Tracing in Various Drivers and Subsystems” ) . X%64% H 8 it
DbgPrint ZILZ| A SHFEAM SEMX, Sl CERAET. AT EFRLHIRNE, Haly
RN ER AT AR RS L (XERERKEATII S EHRRS) , e HEHAT A H
A% R AL FE B dbgprint @iy 4 B3 A 2R B www.sysinternals.com¥Dbgview.exe T £ .

A THHBEERGEME KR A, RALLERIRERA, RarLl 2L 0w izemig
(Ntoskrnl.exe) HIE#FHAL (Haldl) HRERAS — NS EHBHERARGE S, KR
LR Ab R, BeE IRENREIF AL A W ARIS Z B T R B AR A R R A, (R R LIE ST H
T BT 2 B BAR B R AR A . S e R BIX — A0R 2 141 B995 4 16 5 M. Windows DDK RS
[f] “Installing Just the Checked Operating System and HAL” #B4}. [ 4Microsoft} ¥ % $2 it
Windows 2000 Server ) fr B A<, BTLL, IR o] LLA)H ﬂmﬁlﬁﬁwmdnws 2000 Server R4 |-
IEATRERA RN,

BeJ5, R AR A T MR AR LA H 24 RS 00 E B Ctiming) 1fi A BT AN [B] (4 ) P2 s A0 6
WRIAFEAAN GZRE, MR EEARFETH, 3 BRBRAEEE R RS %%
AHD) « TBH, DERFEDH R ERRE SN &4 5. MR RERERANES F (5
AZDABRAMHALR G BIRA N BT, B4t T84 RZ50 et 2 REM, Fiilix
Hul R R AN EE RE T RS R M E SRR T k.

RENWRFAH

BAVCLE L T WindowsHI ¥ 2 AR LK), BLAERMREN KBTI Windows 1 #2544,
LA B A KRB AF R FT a0 # (5. 2.3 — 4 % T Windows R He4% 0 2 Hy RIL 44
M, AR B MEHE LD EEEAEE. . CREE B
UL, SR EHE RRNEAN CBITRENBRERLE) |

FEN BT Windows B fE E &, #4446
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X YRV b A 2. 3P R N BT E . B3R MR Windows {1 HI i) = 4% d L
(Hbtnnt S e s, iy, 555 o BSEURA BB Windows LB, AT VEM 4%
P BEHLE, By i e L B 45 ERE, L AL WMI( Windows Management Instrumentation, Windows
THIE) o BRJG . FB) R 90 S IR Y o i e 5N S B DI N A A A AR A, LE R A

R, WAEASER . AetE. VORI, fERHE R, RIEOEIEAT BBE . Windows L PF A% (NTES)

FI 24
Rigitis & % i 32 ¥ MR ERE
1
Bl % [ L
[ Il Windows
I SvcHost.exe L
LSASS WinMgt.exe EHEmES 0S/2
Explorer =
Winlegon SpoolSv.exe
ices.ex APER O POSIX
T Services.exe
FHE% DLL Windows DLLs
NTDLL.DLL
PR,
M e,
Rz
BRERETAR
(AZEX T ARED)
Windows
/OETE 2% USER,
xtms| g [miEnm|2esm ennal e | gat laorml
RER || FEET EWEE | EER | WAE iz |G| LPC)
i R B
W R WENFEFF
N &
EHERE (HAL)

MHED (B, VORE. b, BREME. DMA. AFEEFTS, F2)

E2.3 WindowsZR &% E5iaFnE Y

FABHF Windows B EFE &, F44
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HETFRFEFFRAEDLL

2.3 1, Windowstg ¥147 M IAED £ RS 0S/2. POSIXHIWindows. Wiy HTik,
OS2 [~ A4 ke LBl Windows 2000% 4. %1 T Windows XPLLJ, 5K Windows i
T APOSIX [ R4 Cep AT R % AT T, O k., — SR EIPOSIX - RETA
{4 g G B LEVUNIX ™ St (R 55 1030, T SRR R

RG4S SRR, A R Windows | REUIE AR, Windows [FEANE
EAT CEPATRAL. BB GRS, T HEMEE AT A TR P SR IR AR R A b, e i
FEAEM) o scbr o, LA AN RECHNC T AR 50, miWindows - REMN L0 EVETEIZT T

(- 2 4 00 2 s BEE 08 AF 6 71 I 42 B HKLM\SYSTEM\CurrentControlSet\Control\Session
Manager\SubSystemsft'] Fifil. 2.4 % %8 B

£ Registiy E ditos

Begstry Edt YView Favonte: Help

- Sesmon Manager ;l Mame Type Data
+ 1 AppLomgatibilit Aab] [Default] REG_5Z [vahoe nat set]
- ] Auu_F'.:m.l-':x ab] Diebug BEG_EXPAND_SZ
—I DOS Dewices Ab] K mode REG_EXPAND_SZ LSystemP oot aystemI2winI2k. sys
— E“'-"_’L":"f"-'"‘ ab] Ophonal HEG MULTI ST 022 Pasix
—1 Execulive ab] 02 REG EXPAMD SZ %SypstemB oot system 3205 2es exe
__| FieRenamelperato = c . . . .
"1 KrownDLL: A Pasix REG_ExPaND_5Z %SypstemB oot apstem3Z2\pExRs exe
ab] Requied REG_MULTI_SZ [ ebig Windows:
| Memary M aragemes, ) .
__-lﬂ",),,""-“_j,_'.:-;: REG_EXPaMD_52 ‘-,';.!rl:lcml-l oot system32hcsiss exe DbjectDirectans="

— Powesr

My Computer\HEEY_LOCAL_MACHINEYSYS TEMA\CurrentControlSef\Controf\S &ss0n Manager.SubSystems

E2.4 EMMERwIERTT T WindowsTHRHERENER

Required fE1 41 7 &4 ol w0 4 i) &% . M7 771 4. Windows HlDebug
Windows {iif 7% T Windows 1 R FE M L E MG, Csrssexe, E0#E F&EFIRFFIZITHN T RY
(Client/Server Run-Time Subsystem) (2 WACYIGME) . Debugfiid a1 (A E#HH T
AR, A A AL Optional {H#&1H OS2 FIPOSIX §° ACH i 8l . (i Kmode
{1, % 7 Windows 1~ R4 1N BT 1 X ¥ Wind2ksys (ARG A= 3E AU#EE) -

IS RN (0 )L, JWindows BE A RET RS0 5 48 UL es NV HI B P . B T RHE
AL T 0 P Windows Ji5 42 IR 45 AN ) SR 40 (1 i) BE D)« JX SRS, EAAAEN S T ARG R
FRE I o] LA S 00 ity , A8 ) — AN A E AN R g BRI R H B Kiseim. el — 4
Windows W H] B 17 ASGE 958 HIPOSIX ) fork e &L

BE— Al AR Cexe) BEHEER|—4 (HAME D FESE L. 9 BRS04
IEATHE, GO R AR S A RS Y~ RGO Y, BT LU o] I A E e R AL
HH R B A AL 1. 7 Visual C++'1, linkdiy 4 1) /SUBSYSTEMAE L 7F nl LI 32 b R AT,
FIHI Windows 2835 T ILET b (¥ Exetype T. 0L 0T L A 7 e 28 A .

FABEFWindows#BEF &%, F4Mk
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@ $ KB/ EXWindows S £ EERE, WindowsF R4S = 5 IR 5 Csrss.exe, @Y

P E2E R

fEWindows NTEI BRI, FIEMFREELMT EEE—NIRBFREEHED, /EHZ
2P A IR RMITEY . EPOSIXHOS/2FEGHBEEXFA KRB ENACHHIEDLE,
Windows T R HREHNT. '

AF R E], REUAAAGRS. #aiEd, I POSIXN A R AEIAHPOSIX F R4
FH A RS, Windows [ ] H 88 Windows T R 48 5 H RS . IF G ol EE IR ANEE,
X BRI A A “BYIMPOSIXFRE (BT — M ENARAREES, (UPOSIX
1003.1) FH3ER — B EUNIXR HFEF AT S fEE . —.

IEWATE R R ), H P AR HE A B # 8 Windows i) RS0 IR % . Mk, ©Aildit—
NERHE ZAN FREDLLKIEAT . IXEPE T B D& H R IFRI SR B0, LR R FIX s 7 7
GEnFE A Al DL XL O . §tn, Windows T RZDLL (LbfnKernel32.dll. Advapi32.dll.
User32.d1IFMGdi32.d11) S2E) T Windows APIER#. POSIXT & ZDLL ( Psxdll.dll) 523 T POSIX
APIE ¥

KK EFTNTRENFRGEXE

YRA] LURI ] Windows B8 5 T L4 4 #9Exetype T B, 2§ % Windows 3% # 1 H. 4§ fPlatform
SDK* K PE &r 48 T H (Depends.exe) , 2E BB K7 R LR, H100F A [ ) Windows
M{%: Notepad.exe (iR ALIHES, BHEFA) FCmd.exe (Windowsdy S 3EREFHE) |,
HARGEHRWF. |

C:\>exetype Hwindcws&sgﬁtem32\nntepad.Exe
File "\windows\system32\notepad.exe" is of the following type:
Windows NT
32 bit machine
Built for the Intel 80386 processor
Runs under the windows GUI subsystem

C:\>exetype \windawshsgstem32\cmd.exe
File "\Windows\system32\cmd.exe" is of the following type:
wWindows NT
32 bit machine
Built for the Intel 80386 processor
Runs under the windows character-based subsystem

XA WiNotepad ZGUIFEFF, MCmd M ZFHI G RE T FHMIEF. ME, Exetype TH
A HIE R T . BAHNGUINET FHUBEFERATRAMNT RS, HE, WindowsT R4
HIE A i H, Fintel 38640 38 (UL F, H#486) ERAZFWindowsf)——Exetype
A5 7 1) ST At ivd A 4 T .

KA BT Windows B IER %, F4kk
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H—PMNHERRRF REDLLY FEA GBI R, AlgeakE Tk —fHFHE 2 —.

B RS RAE T REDLLPSEHE, R ET. A, ROt as
Wi FRGGEFERIEN R, A BEA R Windows AT RGNS . ZEREUEAEHF
BT SER, BT BRI A & . BB H T4 GetCurrentProcess (& &
ERE-, AR5 EEMXHNERS, RH ZETLSIH YwWHK) A
GetCurrentProcessid (X T —/NIETEIEAT RS, HRRIDAS S, BTLUEIDAT LI &
AR, M EAEIKIEHEAZS) .

W iR EEOK AR HIWindows AT (A — IR E# £ k. @1, Windows ) ReadFileFll WriteFile e ¥
SHERAIRER CHEXHEFD) AEiWindows VO E 4 Ik & NtReadFileHINt WriteFile.,

B ZRBERTERE T REE R RS T (A TRALHEETER P EAT, Ef
STHEF I R T BT ME A N ARFRA) « XMW, %R B m T
NERBETRERKE—DEP RS EER, WIS R2ERITENME. RETE
FDLLEFNE, WRINEZ EHERSENE.

HERMITAELSU FFHABE2MBEIMMA S, W Windows [ CreateProcess ¥
CreateThread cfi % .

S WindowsTE R UTEUIT IR, FRZFSAD ML T RY. HEMNZERIOHERE,
RN T REAMLUAA MR LETFNMERI0, SRLSHMAETRHMAELRE, T
RN RFMER KA, LR REMVEGE, BEURERNTEMN. FWindowsk: 54 (1)
TR, PrelWindowsHJR T dh i 151X B0 5 K ) o U ZE Windows T B 4, 3t Hil Hfh gy
1R GUR A Windows T RN FE M B RV0. BH, POSIXFIOS2F F % Fl Windows T & 4P
BIAR9S K T BRVO (hr L, WREREXEIEN FRERKY, HRESET, S5
Windows [ #0447 3C1F)

FHEMRTFAE—FE - HETREL.

Windows &4t

Windows R4/ LA F JLAS B A H -/ i

B HETFRSHE (Csrss.exe) 5 F 43 &,
Q #Hle k) Fo,
(0 R o= =19 [ e EF T1ES 3 o
Q 164 ERIDOSHL (VDM) HEFR ) — 845 32 55,

HEA B Windows #1EF &%, £k
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Q  Hith—2Ep& %, tbinGetTempFile. DefineDosDevice. ExitWindowsEx, AR JLANH
WRVE & SCRFREL.

® AR REENETF (Win32ksys) 15

Q HOEESE (window manager) , EHEHE TR, SHEEHME, TEEHR
B BUARAHAR BRI, R R 5 TR P B9 R R B R R

QO HEER&##ELD (GDI, Graphics Device Interface) , ‘B2 % [ TEF 6 B T4 H 5 4 11
MU, HPEREL. ORMBE RS HIR S, LA R E SR,

B TRZGDLL (HiNKernel32.dll. Advapi32.dll. User32.dIIfIGdi32.d11) , EA1S L TR
HHIWindows APIER %, #1FMNtoskrnl.exe IWin32k.sys 14 24 4 HL 48 A % Bk SCRS (0 1Y
AR R G R4S R A

W PR SR AR R A AR G B T R S B EN R L 4T ENHLBR B FE 1 A0 45 1
WENFEFT -

R FRRTTF A AR YE MY USER oR S UAME7E R/ 38 L OV A P R # 0k, bt s oRdsdl.
IS R 35K IX 20K RIEERGDI,  TOGDIUH e ({6 A B W& R ETRFF, 760 & IR FF
B, ISR i U LUE S 4 10 B s W& . SR SLIRBN LAY 5 ML 0 O IR 5
PP AT B, LASE IR P S s 14 5 £

GDIFRtE T — bR ER) 4k el B, 8195 F R AU A7 4 2 B 8 & 1045 B AT L)
S &HATIESS . GDIREL TR AR (Lhin Bom a8 Mian e IR AT ENFLIR A 5 0 i
FIhlE) . GDI o AR B IR (O B T B Rk, 9 ELUBRX il sk &% 48 B R B R R i s A
JF o B A I TR PSR L T b B 11, LG S 4 7 P 2 e ] LA ) 4% R AR [ e PR T o 4 2%
e A 75 1 R FE P AR o] LA S T BB AF % & A E ISR IF . GDINE (93 BTy s,
CARF & IR HIBE S, Bl EAG R IR R 08 SR R B A 5 TR BRRG 3643 . I, 755518 &
W] PR AR A ] 1 5 DA 1) 5 48 W B SK G % fr SR BR B, o — B 518 2l B e
AR b3t ™o A7 X PR T AN ML BR B F 15 25 ¥ ) 5 45 B, 18 2% Windows DDK 4! Graphics Drivers
— 151 “Design Guide” —4.

fEWindows NT 4LLRT, f 1188 2888 50 P4 TE AR 45 J2 JH P M Windows T B e ERR 11— 2843 .
fEWindows NT 471, iX 45 [f A2 1T £ Windows ¥ R ZEHEFLER B ob 1 & 10 FMBEEAEHEER T —
HAEHKRAIRE D, EREITENZBAT (E3XHWind2ksys$) .

FA B WindowsiBIER &7, S|4k
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ZHTUOXFEERT R, FENEAENTRESARSHE. RARRERRITCEWH &R
At 7, HE, EWindowsEHE T RN — D0 RE S HFED, L SREL R
PR BER U, M iniE A S ¥R I CPU R A 77 915

#ltn, XTEP SR, f£Windows T RLGHEF A —DEIH. BN RS 28
BRESS R RIINTR . — MR hfast LPCHS TR MBS LM R, T KAk e
B2 EREM . 5l AR DR (R, 70 KSR R (492 (13 i fast LPC A
B B AR LA AR A — AT B (rescheduling) BOMFF, ke, MR IRARFI TS
PR M4 S T R R SRR RS £ LI BT , T AP 7 7 SR R e JH 55 O I i) P OB 4T B
SHAED . RIS A B, AT S BRGE R, Lo %t T LU A (B
i) R R MRS SR, DUES % S FWindows 7 R4 IR % 52 7 [ 04 L Rt
BT AR D B /b . 35 L, GDISA T L4 AL FE CRZEA 2 A1) « T I AL B Cbatching)
kA Windows 7 FIFEFE R ) — 5118 7% VA FE S % B — S GDIILALER A e, FL B — M
B T AW “4E (pushed) ” FIFRS-283F HAEM I & LK, HRATLL S Windows(l
GdiSetBatchLimit 8 K B B BAFI A/, 1T FL2E £ (] e 28 B it GaliFTush i 5072 B 51).
R, GDIf RIS, — E MWindows T REFErh 30, ShbLBTE 705 /i
M S A 1] S .

Wi, REA TXEMML, N TEBERONERF, SENREMHEETIRRABN. §
117 55 JL AR R T SR S RLHE T RN B RS B B A Bk P, AR TT LA 22 BR TR B I iy 2548,
DL REO B DI He . M H, —ENARFARMAT# N SEBMGDIS, XM T RS
R LA 5= 7 ) SeAh MY Windows AT R0, 1 JCAMA th Y P S R ol o s 5 A0 AT
# AR GDUA A USIBRBHAZ . 3 B LR & WS R 98 5 MU 3t AT 28 B, M #e
BEAEOL T, SXPRR EET IR L

A 20 F7TWRLEE L U B 7E Windows F REEIF H P B UERE BE B 2 325860 4 8 % S0 A 11 B B
A a2 A SE B R A B RAEIX — B o vh A B Y, M EEHIE VR R B — N6 O (8
& FHXHAITHIRESERD: TF NS RAED, AGHES - NE0ET ik
B), REHR#REE], 4Windows T RE EL P K 6 & 1IN (#'E IF 73K #ECPUI H). {H,
bR TR G & SRR, HoAh R4 UL Windows i 512 5 B4 Windows T R 4 2
RIEHE: HRENLRER RN L, MESIKa)S 7RIS, LIS e, — i,
—MEEEAT I Windows N FIFRIF AL G RIRE (WBRHINE) T Windows T RAHFL L
k.

FEABIrWindows#BEE R, #a4ik
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> H2E RREW

FUSERMIGDIMZEANZER P, WindowsE B IR FEND

AL A Al REAE HNE, HXE R A R SRR R iR e . 1, X
RETE MR DS WME T (KPR, BEhi, fEWindows NT 4.2 1] GXES KAREIE
M) . HP B Windows T ARG FE (Csrssexe) T -8R (HhlnihisE®, access
violation) &S EHRL B, B hWindows 7 REUMFEN T RGBT R, B (BAEDNRE)
—PREREENNE. EoAPERE LR EYard 0E R ERS W IE R TR S,
Frel, —HiZifEsE 7, WEAHA RmERESRT. Rin, BERE—MENRS RIZITH
Windows#fE R0, CERALMZAZ LSRR, HRAXNER, WRGLMRTLIEET, BNES
BRI AT HEZR) H o O I EHLR K BN R F FE PP R A SR A& . X T-Windows R, FIFEIX 84>
RMEITEEI TN, AR H U EH] Caccess violation) H&{d R4 limaE L —
e, PAABREATPHRESSRAS M.

BRI, AN B 15 B U 7 6 DR PR T R G A8 B N R DL AT I AR TR e . th T
XE o REIEETENEER T, Ll S8R (bug, LR THNOEE) #BUhES
B g AR AR O BB 5 49 . fEWindows NT 4LLET, SXEEMEHEISH 3 H L2 % —A4 1
IEF], RAWEBETTEER P EFRAESH. K5 FEESLH SR, WaTifk. Biiix
A ASIZTT RN, F DR 5 S BT W AN R T — B e,
2 EATREHASZZERGEHH: R, WRESHA T EDNEEEEH, WETRERAZE
SEARGHR. R, XEBFE—M DI RENE, iR, XREMIIRE 3| B I i 15 42
MR G AR BB ) |, FTREMIZ R R, IO TR R A FH P e, B iR s
BT WA L.

HEERFEFHE R T ABEP LS, B8 B4 MTRER e, AT, ERNEIEE
1 —# AL ECsrss iz Ay, AN TET. E, BARMERESETEA
Bt U . R Windows S FF I B E ¥ 4 3K 3 B2 7 3 A 4> 55 & Microsoft JF % (19, 1A B
Microsoft L SHE{HHE B & 18, LLSS iR Al v feas &l o] SR04 S SR SR FE . b
RE - RRATHIATA RE T 0 R AR BAT S R, BELE R R a0 R R

G, BEETHA—SAEEREEN. MRE i, XENERIT GRENZER FIETY
AAIEE TR HAER. €56 TFE L RS WEaEF e A (B, W-EEh
BEFFFEERIKENTRIT) . MWindowsi [ WP SEMEIT R Z Y], A XERERFR — HE
A AT IEST.

ALENGEHEN, HEOFRBNGDIEE AR D, 2505 E S WindowsHi stk £
{ESVAREAE Sy - ARG, T FT4 MM Windows &b BB B [6) 26 2 76 7E WA i B9, B
LA, HAth PR LB AT LS E L T,

 RA B WindowsSIER R, E4i
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B A1 £ VA(E —Fit Windows A RESHIMOIE AR HERE 2 E10. 7ERAR £ 4 5500
HBAXRIERS S, KWL RIN, EABEPIHAT SR OE RS HERIERGAESR S
f——alE B, H AR D RTE LA EA S (points of kernel reentrancy ) #5784, SR,
EWindowsH, FERITIE (executive) {E[HLFIEITHILRE, #EH P TFiarmgiE—k
WA STAOEBE, AT BT A ER R E 2 BN (reentrant) . BHHABKTEH, b
TESMPUE(F LA EEEM ARG TR, SR LER.

F—FHES R, SMPIY MR 2N X — BT 2 2 5my . RS KSR Bk
f%, MARFMEDEHRJNEGDIZ AN EHEFNERE, —ANENBRFES, 55—
fECsrss.exef?, P, #ESMPRZ L, H ML RELIHITIEST, W E 240 HEn &8, X
Fhor e iy, A7 T Windows NTH A 7E Windows NT 4 LLRT HIRR 2 b B i THERY . 70k
FHELE, WEHNAEFE Windows T RN A £ R SZ1TH, 2, Brg
PSR IR G2 R I AR AL Se PR ZE A0, A 4R 4 S8 4 B ST il T 18 T I 25 72 48 45 A4 T8
HPEEIT. K, TESMPREF FARA MR B AT H . XIS R AR WS, (RAHEE I SMP
AL LRIV TARESE NENMBE RN BT, RS2 %M, £ WM =g
b, BN HAE R RUTS0% M 1, W H, RESATLIRIL, — A Csrssi 255 B i v F
RRLEINT — XV LR TR TR b, PR IX AN RIS B2 (1) e BB B %, i Bt T,
AL, AbERIR 0 SO B AP B T BRI BT, DAMEP & (1 — 3. 1F R X R 2R v B
e, BTLAfEWindows NT 351 R4 h, M52 B LN BIF S 70 SMPHLSE 1z T sk e
AhERES R E AT EERIE— Lk,

P, Windows NT 4eb 11X 225 {1 A 35 20 A B4 FH 7 0185 38 8 ING DI 7 F B R ZESMP
HLas LA At BRI &, 453 Y B AR RIE A B IR . ST SR — & AW
AR AIWindows NT 3514138 EA-FI2frramt ik, BILPUANERE ONERFEDERA, B
L Corss PN FETEFIXPHANLLFR B 0F 1) SAFTEAT M AR AR A LA A 2B FEUE &5 4T,
Bt FiRZ —He s (ALXSEMNETEA) , NNSRERTRESIHEREEE, L
BRI AT — B . 2 BT A 2R R R — B, RV ET SR EL TR —
MEBBHBI SN M L, fEWindows NT 4%, XN HERGG 4185
HEm A3, Windows() HEh 2R B MM F7E RN AEY FETR— %R, B
TENAEG | R R AR AT e R Pk, 3F BT AR b AN b R S L B B B K

FrLl, MM a2, 60 ERBMGDIMA P B BN R, AOUEE T HEE, ma
TE RGN AT SR ML 07 R 1 B HR AL, BB R — N AE TR RS MRS 65
T 2GRN T k.

HA BT Windows#RIER#, Z4i%
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p Fo2E EGEH

POSIXF R 4L

POSIXE AL ATLAF K “ —METFUNIXAFI AT BHE M EE RS (a Portable Operating
System Interface based on UNIX) ” HIF FB4ES, SR AR M UNIX K HI#RE R FE RO K
-4 [HFrbRE . POSIXARMESL N B IMUNIX AR L, AMECI RIS, KR
AT AT VR B S B A T N FBRIF N — AN RE B RSN RS L.

Windows{UAX Sz E) T Ak L POSIXFrifEeh i) — 1~ kriE, HEIPOSIX.1, Exf)4FREISOMEC
9945—1:1990:% # IEEE POSIX standard 1003.1—1990. &bt FrLlsfSidtk, FEREMNT
T A 5 1B B RT A 201 2080 AX b Ja W il s 1B R I 225Kk, BPPOSIX. 138 &1 & sm il 11y, 1X
J& 75 36 [ b 1 B R 25 7 25 (National Institute of Standards and Technology ) Ff % [F]FIPS ( Federal
Information Processing Standard, HH5 EALHEbRHE) 151—2 M E /. Windows NT 3.5. 3.51
M4 A, JF Hillid TFIPS 151—2f0 %5 .

BAPOSIX. 1 A A P Windows ) — M5 ME HAx, BT, € it Windows{E R, &
MELAE, Pt iR AR RS AR SEIPOSIX. 1 F R —th ifork ok FUZ F Windows U T4
SCELE, R SCPHERERE (hard file links) (K32 FF N R 7EWindows CIFRF P ). Am, B4
POSIX.1E X TIRF RN —HMRS (CLindif2 s, Bl ., M85 Y ot/ORsimple
character cell [/O, 55%) , frLA, BliWindows 20004 fHIPOSIX T R ZE H A & — P Se M g R er b
M. BN HBRFAGEAEAR R M Windows T R4 2 [MHHTIEAWH, FFLLEIAER T, POSIX
R RE 4 2 PR POSIX. L 52 I AR %« 3X— PRI EAT, Windows b AIPOSIX AT 44T
PP LILG @R, hEZRGIRE D, &t BiEH (RPC) lEHET (sockets) .

A TR PIX PR R A T #E, Microsoftd® 8t T — A “Windows Services for Unix”
W7, B CM3SIRAFI) 25 T —/NERIAPOSIX FREHHE, EHERM T H12000
AUNIXeA ¥, BLRZEAZ300MUNIXERSLH TR (7 %% £ X T Windows Services for Unix
{5 B IHBEhttp:/fwww.microsoft.comfwindows/sfu/default.asp) .

X R MIPOSIXF R4 A Bh T K UNIX R B 48 B Windows & |, 8T, BAiX
SR DR B BERE A POSIX AT IAATFE Y, AT LLEANASBE A Windows i #i. 25 T B UNIXMW H
A B WindowsH, H H AL Windows e 3, 4R 7T LU T UNIX-to-WindowsH 4 #1441,
tE 4n3k B Mortice Kern System Inc/AH] (www.mkssoftware.com) [IMKS_T LA™ 4. b Xl
J7i%, UNIXRE 2 AP 0T DL gl 3537 4 P8 R BEHE B — 4> Windows iTRATFEFF, SRS FEISAS M A
— 2T Windows i A4 B B R A -

FA B Windows BBIER &%, E4Mk
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K% WEPOSIXFRGHN B8N

EERAE L T, POSIX 1 R HFC B Al 2958 I0H —/NPOSIX R 4T I # iz 1T 1 i i,
TR EshE K. LR A FIET — MPOSIXFEIFEL nT LA E R B4 i shie ok, thlnit,
el LUZEATHE— 1k “Windows Services for Unix” TR SCH T.H (fEWindows 2000% i T H
AR b, IRA] BLZEN Apps \POSIX 3 # 3 — /N POSIX L A T H. R, X4 T
RIFA A E D IR T HAEM 840 2235 B R P ) . 3408 F i 20 5 aT LW 82 $|POSIX T
RYH AR, :

. Bal e SR n.

2. iz1T Process Explorer (JEFEFFEESS) , 0B — FPOSIX FRZ MAT HE A BT (k2
Wi, ERGHH BT Psxss.exeldt B ) . #i{#Process Explorer LA 0 90 B8 (1 712 23k 2 ik e
FlF (4% FCtrl+THDA]) :

3. &1 POSIXFEf7, Lhiubf “Windows Services for Unix” 45 f#)C Shella%#% Korn Shell (5§
# Windows 2000% 8 T L& HPOSIX T H, LE\ Apps\POSIX\Ls.exe) .

4. [Fl%|Process Explorer, ¥ & Z|H 1) Psxss.exeilf ## £ Smss.exelt] — T (4RI

ae b R R AR SRR AR, %R A] A O — N R MR R s BRI

LAEWindows 4 R A BEEE— POSIX M I F2, Bk d flPlatform SDK - fIPOSIX L
SCIF RSO . POSIX R $0AT 375 B HEBEPOSIX T R 4514 PexdllLdll. B G 7EBR AT,
Windows # AC & Wl f& 5 6 shPOSIX £ H# 45, BT LU IR — IRIZ 1T —ANPOSIX W FI 5 5 Y i ik
POSIXF R GHEFE (HIPsxss.exe) Ul EaiEK. ERLETHTI SR, ©o  HRFENT
CINRARARH T POSIX T RGHFE, MBAVBAREHIZ T HALIPOSIX N FHFLF T, Brdefn®
B9l T RS - POSIXBRAG L AEA G AR HBGET. MR, — BRI TR Posix.exe ] 37 £
BOF R B, REEHEIE A THHFERE1TPOSIX Y FHRE .

05/23 &%t

iR N B FPOSIX T REYE—FE, OS/2HBE REEA M MM IEH AR, SN LF0S2
1209160678 T F A EHVO (VIO) HIRN HFERE. B Microsoftth i 57 i i — 4~ &4t
0S/2 1.2#]Windows NT 4B/ EH S T RY, HEHALEFOSN2 2.x (KT LUGHAR) A
f&rr (i EfEWindows 2000 LA )G, EHAEATHT) .

7315, B gWindows A e VEH P IS H F2 7 B4 VT R B84, FRLL, WROSRiEFha s T 4
EIATIN/OUTHE S (LAE U5 o) FoEsE 44 % 4 FIESHMMI0 (AVIO) MIVORBUACHS, jiX
FERIFEF TEWindows B & ik ¥ E.

A EHT WindowsiBIEFE &, B4k
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i A543 ] 7 CLI/STIHE 4 i R RS P & S R 1), (HLRE R BT 3LAl OS2 FI A I
PAR R T CLHE A g P ir Hoph po gk fe, #Fpible, HPIBITT —&KSTHES Mik.

fEE A 08/2 1.2 L4 16MBHI A A7 BR i, {8 50R R #I3F A& H T Windows —— OSRT &
4 A FIWindows (13247 iz fl ik 4% 6], W] LARIOS/2 1.25% FFR Pt ZiAS12MB A7, 2.5

BT 71 o
Win32 a0 Fn e
0S/2 Z P a4 LR IE
RTL {£15
324
1641

&) I P G B 1640 o A 32 R 4K S
H32M00S/2F F O 150 iT I
b5k FRES

(LVB, Logical Video Buffer)

i (PR F AR AL AT B G B
16131 i F =2 (8] RY 324 45 443)

16HRIDLLEI AT HITIEE
16U R ERE

16 AMEA M
(DosAllocSec®)

Rt 2 H

2GB

324 A R E I a0 0

FHHESE (512MB)

321 A PP 4 X A 5k
o

B2.5 OS/2TRBKEHMAFSHBLEH

FHIA I Ctiled area) ¥R BRI FE DGR T, SRS 1607 B AT EBRM
Hof {0 A V2 A2 BRAR PR S AT RIS 12MB A7 . OS2 F R GE Ky BN FREE Y T — AN R R 75 R (LDT,
Local Descriptor Table) , ifij 3£ =2y 4 77 B W 7E BT 41 OS2 U FE () RIFFLDTS H .

EERATHEE BT P IS IR, £ (thread) £ MEFIHATICE, FTLUEH
INREME AL, LAZRIGALER 2S04/, SR WindowsRAEH MG AMOFI3L, {H 2644 08/211 5% 4%
COFI63) XA # L5 2IWindowsB) ALK 1T 15. OS/288FE K i th AL W Windows SZ B
e 16%31. |

FPOSIXF REE—FF, OS2 F R W RIEIRA — KB — A 3 B OS2 8 S8 A 1
RER. Ea—HRFZETRE, HARKEEFISH .

i X Windows W] 4k # IF F 12 4T FIPOSIX FIOS2 M T IF M E £ B, S W6t
“CreateProcessit)ifi#8” —11.

FEA B Windows 2B 1E E 7, E4k6
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Ntdl.dll
Ntdll.dI2 — MBI R G FiE, FEM T 7T REZDLL. &8 & PR AT 5L
RS SRR (stubs) , B N1 8 F WindowsHIT & R4 MR % |
WA RS, BEF RS, T RIDLLUA B B A R S

F—HRECHWindows AT RS IR SR 4E TH L, TEH AR T ) DU i X 2482 1 of 5
1A i Windows AT & ) RE IR IXFER R EEEIE 720002 %, ELINtCreateFile. NtSetEvent
S AT TSR, X R B X2 B oh ik ol LU it Windows APIE U [R] 74 E] (AT,
HER A, ENH TRIEREAHD .

PR - IXFER RS NS 7 — PN EAFIA LS. RN a s T S
R XEX TS, BidiiE S HRI AR, WNEERERS 5 K8
(system service dispatcher, SE3EERF MMM . HRB/EAEVRE T HESHLIE, HiRAH
HIEMP R RFERS, H At Ntoskml.exe X & i S Br .

Ntdlth - EVF L LR, ELinm@ 4888 (CILAr ki m%) « HEE %, Windows
TREGMFEAIE R (UCHTF MRS , UR—RIETETE (URITTLHEE . &
HEETHIARA PO P #EIAE (APC, Asynchronous Procedure Call) 434 38815 5 4y %
a5 (K TAPCHISRW, HMIEHEI3EREE) .

HIFE
Windows# 4T /4 /£ Ntoskrnlexe 1) /2 (WERHE FE) . ST 4 LU T K5 058 2.

® AERASEAT AR S R KRR RRIRS (system services) , I Hilid
Ntdll# & o IXSEHR 45405 K 2 0T 3d it Windows APLK 7 ja], it B —AHIBFES
RIAPDR Vs ] - SRTON 47 2R %5, S AR — A SCRS I F R4 R B ki M e G
F B4 LPC. W W NtQueryinformationProcess i% £ ) 25 ] o6 ¥, Ll & i%
NtCreatePagingFileiXtE/1 6 H i 8, S5 .

W Ol i DeviceloControl B ¥4 VA FH i) W % SR BN B8 eR B . 33X MR P B0 31 g A b R 6t T
MER KR D, N f7E R R AT LUV A S BT R S S S e B
bR

" REEEAZEATRAN FHRE, JFHIX%EHEWindows DDKEX# Windows IFS Kit

(Installable File System Kit, 742504 RAMOFF R TR & D% 0L (H XWindows
IFS KitfI S 2458, & Whttp./fwww.microsoft.com/whdc/ddk/ifskit/default. mspx) .

FA B Windows BEER &, FEak
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> F2E RFEH

A ZES I, {BRZEWindows DDKIKHIFS Kith WL M S H k8 (HeinLlinby
M. 7S SPMEENFEF P A RED .

EXAERTFSERRES HMRE. EATEMATENwskel BB A MRl
LLIop B #5 Mi TF 3k 19 AR 2% i B (43 5002 9 SRUVOTS BR 28 7 FR el B M A i A 728 FESE ¥ R 20
AEXALRFT, MRE—HRIN AR

PAITHEE TUTHEEASF (EABFENE Y S HIX s ) .

BoE B a% (configuration manager, {CHB45E P4 107 REFEMRE SCHRAE A,

IS FNRIZEERER (process and thread manager, £ F6F HA4E) G Bk L FHFFE R,
B REFEANERFE (1= S R E Windows B W AZ B S BRI 1T BAT PR ) E SX L8 IS 2 R R (1Y
FEat 30T M fE SCRITIRE .

T2 MEE (security reference manager{FRSRM, 7EH8EE k) smkIE A it
BLESCAT R e . BT EBRERG R, PATHHETH M ROET FIH .
VOB (I/O manager, {ERHIWHMRRE) LI T Hi& KXMUOMRE, FTikixsy
P 53 IR BG4 1 B 4 KB TR PR LAt it — 30 ib 7R

BfGEROA (PnP) EI238 (Plug and Play manager, £ PMERE) MEH R, AT X
TAFEM W&, BEPIKAIE 2 TR, FRCE SR AT X e s R, BER
@B, KRB SR R T K . PP SR IRIE S A MR EE R,
JrACIE G IRE TR, LU0 . IRQ. DMAIBIE MM FE E . M RG A% &3k
CEINeCEBEREEE) I’ e 65T RS M B 5

IREIRER (power manager, TEHITHERE) ATTHABEF M, 3 H g &WanFEF
FEAERPREEVOES . RMEEEABURER: HREXTFTHENE, BiECPUE THE
BIRER 285 AT BofAEK LU FE - S 25 1 e UG AE AR AL TT LA ey W 45 B AR ok AL 3, (B 75
BRI IR A

WDM Windows &2 5 §I#2 (WDM Windows Management Instrumentation routines, {£
BAFTRE) AT REWENEF T LURA A CHGEAR B G R, ROk [ M
AWMIARS % . WMIME EAIE %% 5 n] LAE AL 38 |, th T LL7E B0 9 2% Y 72
HLAs 1.

FA B Windows B ER 7, Fdkk
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B SREFEESR (cache manager, {EHNFEPHER) BE LA VORERN

g, SCER, ERITS] RIS BB A RO TE B A fE T LUE Bl b i) OF HEEIR R S
BelF, TE¥EHHER R BIRAE Y MR TE NP ER — N . RS ER, ERA
DAY 7 28 AR AL ST A B ST A X — L

RIFEIRER (memory manager, TERTEPFHEE) LT EMAT. ZE—HMAFEHET
X, HEAEBRIRMT AR KR b2 ), SRR AT LA e 4 0 AT A A
. TP ER B3t 0 o T 0 7 45 1T B8 SR G A I 2 S B

IBIRTAIRER (logical prefetcher, {EH7FSMB) MEREMBR MBI, T B
RYHGA R RS R S R EUE, SR T IR B i kil 2.

535h, Windows$UAT IR £ 8 VU + FASTHFEA M, LU Xt AT 440 1 th 2 A F1 i s

PR ERXEEIFRED, EAEH =42 —TTLIZEDDK A R BHIR 9 S0As, &4 ¥4 0K
HFEFHEREICN]. DTN AEZFRL.

MREIRRR (object manager) , 'EHIE . B HF MR WindowsIh AT {47t 8 i S ¥ 27
X FOREAE R AR R THRERKH R, i, SR MESMNE. &
AR T AR TR A,

LPCigHE (FESRITPME) , B —EUL28 Er% D SRR 20 FR 2 a4k %1 8.
LPCJZRPC (Remote Procedure Call, it FRH A ) # — 8 In R 3% 9840 I A . iX B HIRPC
2 TERE M AR 1) 75 P EHE 0 IR 55 23002 2 1A) ARl £ b Tl A vtk .
—HBREHTEZAARSITERY, TR, BoREE, SHELAER, R
LR,

MATIRSIFGIRE, LU RGTAAF 5B (B DAY MAERR T I AE) « EEI N ZEvT ], LU
B PR FFE R R AU RE A B PEUEAGRE B R (fast mutexes) .

Rz

P /& 1 Ntoskrnl.exe '] — £ o $7 LB % T- B2 0 R 45 W AOMEE S22 300 CHu b TR S

TR FIREY . Ntoskrnl.exe X 4 el SR 4 T — 608 AR A MIHLE], Lot 28 7 B Fn ) 4
W5, PR PEE R, TR A 2 S R B A S A b B S R R T T X 5.
B EBEZFCHSGH, X T IRLEEH P08 S MAF5, I EARRS ECI
U AR, R B AT AR RO K.

A BT Windows B IER %, 245
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> HW2E RgEm

WifE b—#5 PR B S RHATIE R, AP IIFZ R {EDDK T &I
ISR GEITI8 R DKedT LR, aTLUERBI S o DN 76 SCB 15 4 B B R e 1) % the
TEHRAEA.

AR

AAZLROL T — 41 SCBIFaR. aT a0 fE 1 R B RIE LS, Mi#ERHRTEP s
AT DACE T AR 3 . A SEL T #HE R AR AN L], HF B % 7 &R IRER YL,
MIT# H 25 BATERH S 08 IT. ©JLFRATE RSk e S B T 30Tk, #—mel
SRR RS, XREHNE A R

MAEAMEKRE, AT ARG AR AT R AR A2 %, X senf gk —db i
BSITH, LL A CLHEP E TR0 X S a)4% (object handle) » LLAZFH AR &0 % Fp 2 2K 21,
AN SRR E CHENSa RN R RS RRC A SR o XEFRENBEP ETF
EN, WESEIT ~HERNRHIXNR, FARNEITR (kernel objects) , ‘S8 Bh N His
G AL ERATRR, JF HCRFBIT R S EI R T/E. BITHZMSE KB H ST —1RE
ETANEMNR, EENBANEBEEITER.

—HRR N EEEI X R Ccontrol objects) (¥ N 1% %t B EENT |4 FATHI & PR E RATHBENTIE L,
XWFEAPCX & . DPC (Deferred Procedure Call, HERITIZEA) X%, LURVOR #3544 F i1
—sextg, i Wi s,

7 HM AT EBEIIR (dispatcher objects) WP ERE T HEMEED, MR
HIEW T ARENARK. SREBMNSETERRERE. LR (AR AREER W mutant) . F45,
WIZFEX (pair) . {5 A (semaphore) . SEATHS, LUK ATZFME a2 (waitable timer) .
AT AFI R A R R BOK B PR RSB, e dnix st S so @], RN HIE i 2. 38
AR PR S, FIFPEFE NN T AN S, BeEUhAMFEME .

RfsZiy

WL A 1 BT 5 K AT VRN 8L & BKBNFE M Windows T STHF 19 5 b 55 1 44 72 45
PP S ok, B R S H X AR Z IR 25 57 . IXTIUAT: 45 A0 4% B AL BE & FhIh A% C bt o i Ak
B, »ESRENZAERBRE) HHAZLER.

RO OF RN X2 5 REFAR S D fiE, 76 B bk Py A B 00kt 4 P 438 20 SEACRD R T M i KAk
PSR — AT A B L, XA O UEAR RO R 51 L RS RM. ifi B, SEIlxa
Af A OB KA RS TEAS R K 14 R 45 4 L th 45 R .

i, ZEXABE O, FTLEERFRERSHE LA R EAEHL: siR7EH 8 014,
EB ARG R R R AR G

FA I Windows BR1E R &, Bk
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X4 5k R 5 H B L R VAT LLTEAE A — S 138 R A, T B AR se A 2 TR R
CHPOARTAR, EOME R EHERN. FERABED (i AEMEIRE, REH3IESD
PR ) kR EREEHAL (ZE F—#a U8 hsLmig, B SN RsSILEMELE R —kRE 1%
) & Ge b i o] e A B AN ) .

NP — RIS R Sx86H <ML, ZHUREXSMRGAERNTLFHEMN
MS-DOSFE/¥. iXLex864% M AR HHIN, E W7 ik RIS B e R
RERE IR 9 T B e IR EIZ A Les B flin, S5x8648 X AIfCASHR 4L T AH M i) Th
RERUGEP 2 R/IARFFER (GDT) FILDT, X5 ERx86HBE {454t .

ENZT S®RGUHAXAAER S — 107, Z2EE “#EFEEMF X (ranslation buffer) ”
1 “CPUBESZER" XMk D. ATRXFNSE, ARPERSHETEARKARE, B
A R A LB T A ANFE]

H—A0IF 2 ET R (context switching) « REMNEERE, LFEEFEMAET AT
UAE A FAFREE (LT ERERRITH SRR FER, FERENHSEmEEk) , HEF
ANl AbHE 3% ERYSCER 2 E], R AL — SR R T I E . RO PT I b 2R B8R R
& (T3R5 RAMAER, Prolwisfs Bz o mik, N 2MEEREMINARTmE T
ZNG:R

B 4 1 R /= (HAL)

IESNAFFT GG E BT EINY, WindowsBtit K XBER L — &, CREFHH 2% 3 A [ K 58
TR G L BRI R X R R RO AT RER) — D OCEEESY . HALR—/NTTindi . A
AL BLR, Pt T #% Windows T RTIEAT FTTE R B4 & IR EH D . ela@ 7 S5
HXIAT, LLmyofE O HrEEHlEE, AR BBEEHLH— AL 5 ik RES MK
FHE LKA TR

FirLL, Windows P B4R £ LA K B P 460 5 O 80 % BRBNAR T AN EL BT B 4. AL, 4B
wa B 5 E ACAE BRE, 070 LUEE A HAL G R R T B M. P — R,
FIXXLEHALGIRE, 1A AR K308 6 7% /E Windows DDK . TEARIRFH £47 6HAL K H
REWHFFHHERER, 2 %DDK.

MR WindowsBi# | JLMHAL (M32.6) , {HRTFZFEMIERE —IHALY L+, I
Huids NP RgpEar b, W04 HHaldll GUbHEBERS, thinvMs, EE4% 5| S0
fFRIEFE—DFM THALKIES) o B, WU SRR A2 28 M HALB BT AR 1S, 7
AANREX PR —x86CLERAMRAKHMM I ol AL S — ML HER L5 F.

FA BT Windows#R1ER &, E4iF
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2.6 #F\Windows\Driver Cache\i386\Driver.cabih #9x86 HAL¥IFE

HALI 4 EE RS ~
Hal.dlIl #EPC
Halacpi.dli HAREALAZLT(ACPT) PC
Halapic.dll =) ST A2 B 45 %] 5 (APIC) PC o
Halaacpi.dll APIC ACPI PC
_Halmps.dlI FamEPC S
‘Halmacpi.dll 342 EACPI PC - | -
_Halborg.dll SiliconB# x4 35 (4242 £ Windows 2000+ 4 4, T‘Fﬁri&f&:*#iﬁ%} _
Halsp.dll Compaq SystemPro ({42 £ Windows XP¥ #+ %)

@ i MWindows Server 2003A %, EWindowsE X RZG P FHMY 545 E X MHAL.

‘i? X% . FBEWindowss 84 #5 AHAL
{; L

LA B Windows P A1 5 FJHAL, %47 F\Windows\Driver Cache F il 344 £ £ ¥ S04 32

i [ Driver.cab 3L 4 . (4, X T x86 & 4 3k i, 1% ¥ 14 4 £ \Windows\Driver

Cache\i386\Driver.cab. ) 32| LAHal g F 3L () SO AR, #REY 1% AT LLE 3] 2 2.670 41 1 it Al s s

£t

+*

o
s
g

owl SRI. BHE R Y BT EAEE T HAL

A LLF P AR V20T LU SE R 24 i TE 2635 1795 HAL.,
1. 4TJFXAH\Windows\Repair\Setup log, #%Hal.dll, K &% S EME %, EHE4
e fRTE L ¥/ it L M Driver.cab P 2 BUH R MHALRI & 7.

2. EHAEHET EROEE LAESTE “RIOHEM (My Computer) ” ) , ## “EH
(Properties ) ”, #8 5 53 iti“ i {4 (Hardware ) "B %5, FF i 7h“ 1% % 5 57 28 (Device Manager) ” ,
&—FE “THEN (Computer) ” WHIRITFHF “driver” MBF. Bitn, TEAIREH
JHEMNF—E47ACPI HALW] R SE P B R H(1:

FABITWindows BIERE, E4k



24 (@A ESGHENE 4 69

fn] LR A PR T T 0L (Dependency Walker tool, Depends.exc) KA N HIHAL
W SO S A N, Mt T RS AT 2 Ml (R OC R Pt AR A T H, (el LLA
Windows ¥ 4§ T AT 5l # Platform SDKH13k 51 'L,*ﬂﬂl(fzmilt.lllirﬂm AR, AR AT A
File % Wb ik 8 Opentiy 4, AAT IF H ArBi{g L1

g YA % 1Ok A A Neoskenl (AR, B BEUEOR AT BES B0 — a0 0] 1~

Deperndency Walker - [mtozkinl exe]

B Fie Edit View Opbons Prolie ‘Window Help =|=] x|
FHE %R e sy s BET N
] NTOSERMLESE [ Dedinal = [ Hirt | Function | Ertry
] HaL bl

% MNTOSKRML EXE
_] eooTaD DLL

& MTOSERMLE-E

% Hal DLL

1| I ﬂ
| sl * [ it | Furction | Era]
B 1135 |Ox046F) 1134 (x04BE]  _asldis 0:
B 1136 [0x0470) 11385 |0=046F)  _sulrem 0
[ -] 1137 [0u0471) 1136 (04700 _aulzhe 1 |
B 1138 (004721 1137 [0471]  _except_hardlerd 0=
1 | '
[ Modude | Fie Tiene Stamp Link. Time Stamp File Size | At | Link Checksum | Raal Checksum CPU | Subsystem
] | BOOTVID DLL | 12/07/1933 4.00a| 11/03/1333 S524p 10784 | & 0x00000BALS | Ox0000D8AZ | xB6 Hative
] | HAL DL 124071958 400a | 10/30/1999 2 48p Nk A OxNO0019214 | Ox00019214 (wBE | Native
_J | NTOSKERNLESE | 127071999 4002 | 12/07/199% 341p| 16405976 A 0x0019B984 | Ox0019B984 | «BE | Natwe
J J i

Fex Help, press F1

i &0, Ntoskrnl #4545 J'HAL. rrﬁHAL';{%iﬂ“F I"Ntoskrnl CEATTA HAEH] T 2 7 (¥ e 0
Ntoskrnlth fi4% T Bootvid.dll, X f& H K s GUIR 2 b 5 (1 5 | 5 PSR B #2 15  /EWindows XP
RH UG, fR{eEr|&rhit o 6 2 ""[‘*BH.UI[WJDLL: Kdcom.dll. i%DLLALT T A #% 8 il 45 1 1k
it ey, ez, XY i Ntoskrnl.exelt) i 4) .

13 o HIAHCPE RS T B 09 VF 48 9 A {5 B . 1E 2 % Dependency Walker (1) # B 3¢ {F
( Depends.hlp) .

REWENEF

BRI PO A R s R, Al St KB - PRSI,
J ELAERE— Fanfr &) B4 REEH L2 e g o W ah i e .

HA B WindowsEIEF &7, F4ik
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V& UK Eh S R ] g iR U B GRA CLsys&E ) , EATEVOE 21 35 HIAH I i) i

fZ @ R, R&ERSEFEITENEEAT, L TLUF =Ty —

R 7ERMCVOINRERI R P L FE RIS F B

W AERERERGLENIRE D,

B RS R (E IS AR R e SRR AT — Y%l

FEERY, W AT HERE A E SRR W) .

B b —# 4y B 9, WindowsH ) e & BB B 6 A B B4t W1, AR, ©TI A HAL
PR AR ST CE. WHEFEERAC (FREACH) REEN, Fit, @it Ffith
{#FIHALGIE, JREIRT T LA Windows i S 5 ICPU A 46 i 2 AT RS OB, 1
FE[A-— MR R A R 2w T B

& BN FE A LA JLRR A
N BHEEWENIZF (hardware device drivers) BiTHALMEIE fF, M T4 'S 34 HR

E LR, BE ARSI A IR A, el

BEW R . AV EEEET. KERFHBmEF, %%,

N XHERGERMNIEF (file system drivers) ZIFIEXFEFIWindowsSKBHFRIF: 0T L H252 [ ] 3¢

PRHIVOIER, H B R IX L R el B ) 3 — 45 8 W & VO K .

N CHRGITEBERNIEBF (file system filter drivers) , LA EP AT BE AL 8519 R I %5 () 3R

HFEFF, SRS T VOWERH BT IS (AR 2 J5 PR T — BB FE.
B PEREEGRFPRE SR (network redirectors and servers) , 4y B8 LA 4 R AVOWE

KA BL ML LR — G HL2E, SE MER Bt 28 K0 S0 RGBT ¥ .

B NIRENFRF (protocol drivers) SEER T i WNTCP/IP, NetBEUIFIIPX/SPX 2 5 1M 45 Hpisd .
m RZRRNITIERRWINIZF (kernel streaming filter drivers) , XFEHIIRENFRIF ¥ SRR K,

CLEXT SR M T (5 SR, Ho R )5k 3 J e 35 4.

RIERG TR P RS A BRRAI, Bmahfe e 2fE - RiE, UATSRF
RIS S B2 BN A B0 — Fh iy (] 3R 1 R AL A B0 R SO B S5 A BT 73 (R P s,
FRAVFR, HE2EDDKP AL EMNMEE) o Flln, ¥ Awww.sysinternals.comif)
P& TR —4~Windows GUIN T ¥ RN IREHFE LRI, B A SR BhFE R B R A i
RERAE, LUBARRIALE a] 28 R i el OB P R Bk 1)) 9 Windows API.

A BEHF WindowsiBIEFRF, F4kk
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WindowsIXzhiERBiE Ay

Windows 200034 i 7 4 ER @ EFH . BURIEITR 2 F7F, [ERMEY B T Windows NTHI I zh#82
FRESRY, Hr IR PR WDM (Windows Driver Model, Windows 3 zh 2 7 %)) . Windows 2000
Fe UL JE BIRRASER O] LLIZAT Z )Windows NT 43RzENFEFF, (H B X HeoR 5 58 7 AN 37 FrER 4 Ep
FIR IR TR, By LLEATIX S IR s B 7 1 R 4E 70 X 9 7 T I e h & BBk .

MWDMFI K R F, LA F =Mz .

B SERIRENIZF (busdriver) , CRHRKIEHEE. S, HEFMHHE FREMNR LR
EIRSs . REWANIRIFRUFHIFEF, i Microsoft 1R KUK FLF: REPH
B MR (LLWPCI. PCMCIAFIUSB) ## —MRGWzNFRF. B=4 the g
H RN N F ) R R R, ttilﬂ.VMEhush Multibus HlFuturebus .

W DhEERIKENIRIF (function driver) 2 EBEMWR R, CIIGHNAIR &M T Al
fEfE . ThEERIKANFE P R i, BRAFHIN A& T LU B B AT (1ol sk
AN FE LS i JE R SR ANFE R SE K, HEISCSI PassThru) . Ml X, ZhEERILREHRE
PR (R — iR &, mEEHEE RN AU ) 5 xR0 A 2R IR B FERE .

W TERIWBIERF (filter driver) BRI AR & (HOHWIKSHIEF) MHHTheE, =%
FEUCK B AL R & MVOH RN E (HE 5 B A 4 R AR 0L EHr B4 GRS
RAG BB FR %) o uERIGANFE RO, LA ERE, aTLUkE -IhfeR
WEh 2 ElZ F, LRSS WAETF2 E. @%, REEGBEEHER
(OEM) M iR ER (IHV) SRt ERmaniEF,
EWDMEAFEF IR, MT—MNEEME, FARHRAD IR RS E 0 a A

M —RRAINAFEF 73T M PP E B AR A5 L R L0 &, T — A ThRE R IR BN AL T

(AT
ERBHAFIL T, R L e A IR DR I i A W R BB R 09T . flt, H— AR &

BE AR PR TR EAANVOIR L, EELFEAEEINV0H D, TFaA—AN5i% &4

SRR Ry RE I 18 Y B 5 F5 Py AT LA B 2 B BR A0 B2 P (6] PP B SR 40 45 i B (3 51 2

JHE#H—TFUO%H ¥ H .

PRI R BN TS Pl R — R AR — S M, Bt — AN AT R A R T

AR F ol LSt E LS.

KPR AERIT PR, TTRVOE IS, WDM. B4 B[ AT A0 e 5 15 T0 (1 3 41 4

4, HSEFIE,

FA BT Windows B 1ER &, E4ik



72 > WB2E RgiEM

L. BECRENIRERDEF

3L IE T Msinfo322 ', UREh ol LA H 17 R4 oh O e B 1 BR Zh BE ¥ 6 “ FFUS (Start) ™
b, EEFE “IZ17 (Run) 7, SRIGHIA “Msinfo32” IR, 4THF “E48:5 07" FiF. M
WP R RROT “BAFERES ", GRS “ REKEFDE" o Rl A7, 0 SR T M6 0

& IK B 1) 1)
g (1) 9K 2h e J )¢
i
beton Yom lok - On "#0E 8 By
Tru-j .
Coorrgaitar Maragement Lozl - Abenrdsh Fereel Do g
= il Switer Took sbptifedl  sbpdlnS Kol e Stopped 0%
. Event Viewss s ACF Fairiasl Dmoer Shgped (0K
Sjpshem |riermston Stpea ACREC E gl [imwer Sropped  F
=) Syt Summay adpulBlm  adpul Bl E.eined Direm Stopped OF
¥l Hisdwme Resousces ald AFD Metvaotkrsg Supgort E Keaned Dinos Aunng DK
+ __J Components aha 15 ka1 Sl Foemned Dusee Siopped DK
ol Tottese Ervoriieied scllés ael16s Egrromi Daves Siopped N
3 SR mcTBul ] - Shogped  OF
-!' f':’"w Vaiable: o o T Py Bosirasl [lirvsr Rurwarsy  OF
[l 3 |* Mvsiled aaelied Eeanasl (s Stopped (K =|

VLT SR TR i SR % SR BN FF A1 2 . AT K00 L R T R s CIEAEEAT
S O FIE) o B URENER T Windows IR 45 HERR R RS 70 6 AN A B X0 HKLM\
SYSTEM\CurrentControlSet\Services. #Rifi], ‘&A1&l HAE LK X 4 i9— {61 fu1,
YA R 1 % DR s R CRETE A b A7 Rl 11T G 1% 4 BB R (7 5 e £ 0 w7) 22,
iz W47 .

75— Rprid e, VR AT LAF] ] Drivers: B T.5L (Drivers.exe, 7EWindows 200072 5 T H
Fih) sl Pstatsi ] TH (Pstat.exe, 7EWindows XP %+ T ELA . Windows Server 2003 % £F
LIVHT . Windows 2000955 T 514, LUK Platform SDKH #4407 Ti% T H) 5l 487 £4 i
RN WBNFEF . F (1 J& Drivers 5 H T L0 — 540 1

C:\>drivers
Modulename Code Data Bss Paged Init LinkDate
ntoskrnl.exe 429184 96896 775360 138880 Tue Dec 07 18:41:11 1999
hal.d11 25856 6016 16160 10240 Tue Nov 02 20:14:22 1999
BOOTVID.DLL 5664 2464 ()] 320 wed Nov 03 20:24:33 1999
ACPI.sys 92096 8960 43488 4448 wed Nov 10 20:06:04 1999

WMILIB.SYS 512 0 1152 192 sat Sep 25 14:36:47 1999
pci.sys 12704 1536 31264 4608 wed Oct 27 19:11:08 1999
compbatt.sys 2496 0 2880 1216 Fri oct 22 18:32:49 1999
BATTC.SYS 800 0 2976 704 Sun Oct 10 19:45:37 1999
intelide.sys 1760 32 0 128 Thu Oct 28 19:20:03 1999

PCIIDEX.SYS 4544 480 10944 1632 wed Oct 27 19:02:19 1999
pcmcia.sys 32800 8864 23680 6240 Fri Oct 29 19:20:08 1999
ftdisk.sys 4640 32 95072 3392 Mon Nov 22 14:36:23 1999

..___——-.--_-_.._______._..._____._-__.___...__.__.._____..__________-__.._..____._.__

Total 4363360 580320 0 3251424 432992

0
0
0
1]
3
isapnp.sys 14368 832 g 22944 2048 sat oct 02 16:00:35 1999
0
0
0
0
0

DAL RARIE R BB AEIT RS, BBMAUAR. A “Fee FEP, R FEA" , KRERP “FEIL | Fiis “it §
WERE" |, RFEMEH @R, A “FRIAL" | Fikdt i Hsmr it WG REAP, BRF “Aofi b, %KiE
B A ERET |, BiA “SEshEET | HARAEE R T Windows 2000 42 71 A] F Windows XP ( B % Windows XP#) “it{
m%ﬂ"iﬁﬁﬁ“iﬁﬁ&“ﬁﬂ}.——ﬁﬁ

“# Windows XP 2, “# 478" FRF6L TR MHEA" |, @A Windows 2000 ¥ R 5452 CmahaE A — i

FRABEWT Windows HE1ER &, #Eak
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B ANEHEMER LA (Ntoskml, HALUA R #& RENFRF) #sdkT, H
SRR TR oAt L S PR AL I A

Pstat 5 ] T 2 A 0] LU /s I ) SR sh B2 e 5 2, (B 2% 8 R T HEE T R it
BPHRBZIEA R REERIFIER. T NEENE R R GPstat4 86 875, Drivers LH3F%
A wor R, AR B BURAE RS P A B b . FUEAITR G B EMRBRARE, AT
FHEFIZATH) R LG BRI EM R &R TR, windtnk 2 2%,

BE—EEARXEAHED

ERRNRAMRB T EENRERHFS LR S ML FRGRLIEFE R RH—ART
LAXS “Windows Tl 2 26t AR S0 7 LR “ 4 FCHRLS O BSORL I EIR (3 T 1R 67 3t
A7/ —AKBEIBS . 2988, SULE A VR EnIE T 33 20 08 80 48 - HE R B Wk A 1R AT LABR & B i%
U XL R B —— 3 DO R CRE, RaTRES A, FATMARDUE, iR S T3
WindowsHAT A BRI RER AT NIRA BB XL iR 30, M HFER b T 48t 2 F X3 f i .,

Blan, FANtdILANF B R 5 KT LIEPR T #831, Windows b F 2 Bt T R4iDLLiR {1t
KA RS, LA T A 7 RO RE ORI T4 . SV 308 5 3P 17 14 2 45 9 4 M
S B SRS o S SR SZ 1 ) Windows BB, {H3E B AT LN B #0% 47 il it Windows APLREE 4 ok (i5
ZFKwww.sysinternals.com £/ “Inside the Native API” —17)

Mk, K& T Windows P REDLL (thinKernel32.dllg{Advapi32.dll) E AR, b
BEATTIA T Nudl R (00 2 oFy 3 th 12 36 3 A RS .

T AR E 7 A KR SOk R Nitoskrnl.exe—— U4 Py 8 30 14 % IR 2h Rl e 4
IV 2 Gt oR B /e Windows DDKH L&A T 30RY T, (BB IBSR T4 24 2 19 56 50 o i Sr R4 4k
IReTRE KM, & HNtoskml FTHALM F A E B A+ S ZBM: %A FE R4 T Neoskml
M THALH R e 8, LAR RIS K HAL A A T Ntoskenl (M54 6

WA BF Windows BB ER 5, E4i%



> H2E REhewW

R2IHNW T HATEHAMGHEBRS R L E. XL TERRIT R4S, 808
AT B A——ar S — NP A MR — AN (CEinternal Bl AERRY) , slF
AT G MR — N p (K KprivatelIFAB BY) KArid WA AR, #ln, KfCFRANAZEE, m

Pspa W i 3EFE S Fr BB B
£2.7 HHALME
LIE:: He ?
Cc LA EEE (Cache manager) -
Cm A &2 H (Configuration manager) | o
Ex TR Al [Execﬂt—hfe'support routines)
FsRtl XM F AL Eh 42 AiE47 & (File system driver run-time library)
Hal #4344 % B (Hardware abstraction layer)
Io I/O¥®E (1/O manager)
Ke A4 (Kernel) -
Lpc ~ AMbitf2A (Local procedure call)
Lsa Al ( Local Security Authority )
Mm W 4% 2% (Memory manager)
Nt Windows £ MR 4 (8 K $ #4k 5 ;&Wmdows&éfc ) (Windows system services )
Ob #%%Eﬁ ( Object manager)
Po B EEE (Power manager )
Pp PnP# 32 & (PnP manager)
Ps 42 £ 4 ( Process support) - -
Rl 47 % (Run-time library)
Se 4 ( Security )
Wmi Windows# ##LiE. (Windows Management Instrumentation ) )
VANUFF 5k 6 R R IR A 0 S8, ERBAGIFBNIZE A ANEER, AFRT
Zw BT BT, RANURAGIRS RA SRR 095 FAEX A M P XS A T A

sArE

WK AREERE T Windows REEFIFE R i 44 M0VE, BETT LUIR 2 5 Mhos X 2 3 () B 0 1) 42 BRARAT

Mk, —AEHE

<BiGi><E><if %>

X, “RI” RS HIZPIRAA A, “EE” B0 TN Rl E
PR EM T AT AT AE: “WE” MakRiE TR 4 LT .

#ian, ExAllocatePool WithTag &A™ $1 5t M3 9T i) sl 4 36 51 i B 30517 P4 77 43 B 134T
3L FFBIFE . KelnitializeThread W /& 43 B0 H- 58 37 B S FE 0T 2 00 IFE .

FABHr WindowsFRIEE %, E4kk
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%3 N it A f1Systemilt i —

A SR e R R, USSR DA TEIE T NP BRI AT AT 30D
B o (Idle) EFY (REANCPU ~AMEERE, W HIASIRICPURTTED

m SystemifF ({07 KL ENHELURGATD

SR 3% (Smss.exe) ;
Windows |~ 54t (Csrss.exe) :
ok (Winlogon.exe)

ik FiSvchost.exe) :
m A il RS 2% (Lsass.exe) -

R4 3 )5 FE 92 (Services.exe) FI @il £ (1) 1 Ik 4 E RS Chefm A3 il H AR %5 1

% T RO R L R, B — FREMUER “ 87 RIRAT N . RaULd, L
WS4 e B BTN HERE G ER T SLARME AN HERE, W57 B T BT A AR A LK TR
)2 600 S AR P s T A bR e, LT R D UL REUERAT AN IR (comment) -
(ﬁmm£WMHEWWhﬁ¢mﬁMk-%ﬁﬁ-ﬁﬁﬂﬂﬁmﬁﬂﬂmmﬁ%t‘WMﬁ

P —41. )

S gpbra pie Booene Feg e

M 1 B o ik

Frocess PID Comment
T Systam ldis Process 0 ldie process
~interrupts nia Interrupt activity {not a process)
T DFLCs nia Deferred Procedure Call activity (not a process)
- 7 System i System process (default home for system threads)
Tlsmas exe 972 Session Manager
Tesrss ene 1064 Windows envirenmeant subsystem
B winlogon exe 1082 Logon process
- Slasrvices. e 1140 Service Controller
“IavchosLexs 1340 Generic Sarvice Host

Tlevchostexe 1404 Generic Service Host
=svchostexs 1608 Generic Service Host
Sevchostexe 1636 Generic Service Host

TP e 45 53%  Cowat Charges 17, 42% Pronesses: B

E2.6 #¥ARARGIHIER

R 0L A VE R 2.6 S o ) DGR RAERERE . TS AFIX S gy 1] B BLI T HERR I
ENRIBUT, (A, S55E00 2140 iR (- Windows S | 3R 2 il f i R () 208K

DIRHIE

P2 60} 5 L A — AN HERE A RGO R . E IR (e h A A IR, PR

AN BAR S 2K bR

WA B Windows#RER 5, F4M
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SR, XANBERE (BLA A A System P BERE) AT — N SLbray H P ARG S (t
AV, E\Windows HFE F&H &N “System Idle Process.exe” I3CHF) . 1MiH, ZEAF
(T Hep, 2t SR AHEANFR (hTSCBMmW RN o 2.8 T F RN
PR GEFIDA0) . PeEP MM 7 S Wi,

F+2.8 HEIDAHOEZFMIABZN

LTAHATR HIZIDAHORZ R
FHENE System Idle Process
Process Viewer (Pviewer.exe) Idle

Process Status (Pstat.exe)

Process Explode (Pview.exe)

Idle Process

System Process

Task List (Tlist.exe)

System Process

QuickSlice (Qslice.exe)

Systemprocess

MARNKE B RELE, ULT N HIEETRE RGN,

PETFRIDPC

trich “Interrupts (W) " I “DPCs” RUIXPITICE T T-ob A 2E 3R 1o 2 08 H ot
(). BIERSMAZXMFHLG. FEE, B %Process Explorerd, Ci1# BnfeifEs &
, HEMHAZHERR. SN RREXE, RENEIIFNEACPUREIFFRE iHE
EAEA — RS (B, F—PMNHREE KBRS, e BrRm MR
CPUIR [B] () FE) - R, (F&EBBRE P W ADPCH A& RE WA A b, Eit, g
ERESEHEENE, BAGXRHAAKETHELZNNHREELRUELETHE.

System#HIEH RA LI

Systemi#t 2 (7EWindows 2000,

FHFEID 8; fEWindows XPHIWindows Server 2003 I

RMHID 4) & g R BEE, XIS BREE R B TFiZT, RARKERER

Gk (kernel-mode system thread)

- RASEREZWEMA M BEENTABEREDE (1L

mEEfT IS, AR, FF) , BEARMHMAET, ©NRERAERER TIETRES R D
A, XL R ENtoskrnl.exe P, i S 7E AR {a] 2 fth bn 4% 3 S f9 18 & AR F .,
MH, RELERE MRS E, B, ER0sHAFESRE, 0080541 MIE/E
RYHIAFFHED G, Eedn A — N T A0 e R4 01 G it FR 4 A

ARG LFE R 1 PsCreateSystemThread i 3 (DDK ™45 SCRY TR ) SKANEEA, %% R e
MAEZRCT R A . Windows A B &0 % & IREH FIFE R AVIEGILIT BL OB B4 4R 72, LI
T RFPERERINB (AE, iR HA B Vo HfbRy %, si& B2 (poll) — % . i
o, A E AR R AR RSB W R R T I S B 0T 0 S AR R o <t

BRIENFPRIERE " 2288 ThEE.

KA BT WindowsBBIEFRF, F4M
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WSO — Y FRIEEIESR (balance set manager) W RHLAE, THHHHGRAE
K WA RTAER H &R S AFE BN FEG. mEEfFEES AN RREEkK
IR “ Tk (read-ahead) ” M1 “ i 5 (write-behind) " 1/O. SCHFHR 4588 % & WK 8h FE 5 (Srv.sys)
FIH R G R AL 5 R 28 JE =2 (BB 7 X R S B M % L0 SO 3 ) A K M4
VOER. EEMBARNRFUE P RRLERERRA RS (ERXMWERT, ®BEENG
B R SEh BT s MR SIS R P B KRN RE TR . XS E RALR N —
FEE, BEEHRMHMEHMLERTE Y.

ERAEIL T, ARG ERE T Sysemy# 20y, B, —MRKIRSIELF af LALLM KL
FOIRRFELIE. B, Windows ¥ RE R & WNIRF (Win32k.sys) 7F Windows T 7 45 74
(Csrss.exe) P EIE RGEFT, F)IXLELEFE AT LUR A 5 vy (] 253052 F P il 4 ] o () s

MARES W E R A — D RA B IAR, %ﬁﬁ&ﬁﬁﬁﬂE@ﬁﬁgﬁﬁﬁ{]#{ﬁﬂﬂﬂﬁfﬂgﬁﬁﬁﬁ
o, SR B &K Feifed, --24eEa . fi A 1 AR = A S0 IR
Fax b, SystemiBEFRIRAT ] GE &V FESE A 25 0] W KICPUK [a) {E%: {REEHL “ 2 Systemitt B2
EBITHINR D RELR EEET . B LI E B S W R e #E R 4
AMFIETEIZITH .

BrLL, UnSSystemBtF2 R fFL IEAEIZITONE, W0 Ef e whees F2IE /04T (B, @it
PERETH) o —LDRERB|T M5 EEBITH— M RE B NRFE, MTUEE  FiXRELE N
ANKEIFR T IFIRATI (B DAl LS RRTTRE RBEAN IRSIAEF O T IXA ) , RENE
— FRTS RELFERT AL (call stack) , BT I8 ER AT LA 1224085 2 00 1F 76988 SR 3047

T EEPE A SRR T IX P I T

K5 . FRRHSystemBH BT HRZ LR

AT LLE B, SystemBHFE I LRHE — 2 R BN R4 8 R, B W BRI B
BEER KT F 4025 6] B TR s ht CERA MOXB0000000FF 44, FRIEH 45| 8 it #EBoot.init F 1
/3GBFXK) . MH, WMRREFE—FXELEFCPURTE, M¥SET, XUfREREEN
CPURY 8] # /2 2 N B 1 FIE4TH) .

A TR R EAFRIF O T A RALE, Wi & — F iR 608 st (RaT LUH
Pviewer.exek BRI {F B ) o #RJ5 2 FR 005N IR R (10 AL HhE 8532 28 5 (10 2 s bl B 53 (0
AL TZMEERIATIED o Pstatsc A TR (CHEIHIARRE) PN IEIR SR 4 Idrivers 77T UL
HREAS BN E ) 13 % SR Eh P A S s ak

A T ARSI B — N RFR A G ATt A A BRI 38 P AF ] Istacks 06Y 4. R M—
ASLFRE R G S IR (A T LiveKd)

FA B WindowsE1ER &, 244
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®2Em RgsEn

kd> !stacks O
Proc.Thread Thread

.000004
8.00000c
. 000010
.000014
. 000018
.00001c
.000020
.000024
.000028
.00002c
.000030
.000034
LD00038
.00003c
. 000040
.000044
000048
.00004c¢
. 000050
000054
. 000058
.00005¢c
. 000060
. 000070
000074
. 00006¢C
. 000080
000084
00008
L00015c
. 000160
000178
. 0002d0
.0002d4
000404
.000430
. 00069

oa

0 02 00 03 00 00 00 00 09 00 00 00 00 O 00 00 02 00 00 00 09 00 00 00 00 09 00 00 08 00 00 09 g 09 O

8146edb(
8146e730
8146e4b0
8146d030
8146ddb0
8146db30
8146d8b0
8146d630
8146d3b0
8146c030
8146cdbl
8146b470
8146b1f0
B8146a030
81l46adb0
8146a5b0
8146a330
81461030
8143a770
81439730
81436c90
813d9170
81348030
8139c850
8139c5d0
81384030
81333330
813330b0
81321db0
81205570
81204570
811fcdb0
811694F0
81168030
£11002b0
8104990
80993030

Threadstate Blocker

BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
ELOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
READY

READY

[System]
ntoskrnl!MmZeroPageThread+0x5f
?? Kernel stack not resident 77
ntoskrnl!ExpworkerThread+0x73
?? Kernel stack not resident 77
ntoskrnl |ExpworkerThread+0x73
ntoskrn] !ExpworkerThread+0x73
ntoskrnl !ExpworkerThread+0x73
ntoskrnl!eExpworkerThread+0x73
ntoskrnl ! ExpworkerThread+0x73
ntoskrnl ! ExpworkerThread+0x73

ntoskrn] lExpworkerThreadBalanceManager+0x55

ntoskrnl !MiDereferencesegmentThread+0x44
ntoskrnl 'MiModiFiedPagewriterworker+0x31
ntoskrnl!kKeBalanceSetManager+0x7e
ntoskrnl!KeSwapProcessorstack+0x24
ntoskrnl!FsRtlworkerThread+0x33

ntoskrnl [FsRtiworkerThread+0x33
ACPI!ACPIWorker+0x46

ntoskrnl !MiMappedPagewriter+0x4d
dmio!voliod_loop+0x399
NDIS!ndisworkerThread+0x22
Itmdmntt!wakeupTimerThread+0x27
Ttmdmntt!writeRegistryThread+0Oxlc
raspptp'MainPassivelevelThread+0x78
raspptp!PacketworkingThread+0xc0
rasacd!AcdNotificationRequestThread+0xd8
rdbss!RxpworkerThreadDispatcher+0x6f
rdbss ! RxSpinUpRequestsDispatcher+0x58

7?7 Kernel stack not resident 77
INO_FLTR+0x68hd

INO_FLTR+0x80e9

irda!RxThread+0Oxfa

?7 Kernel stack not resident 77

7?7 Kernel stack not resident 77

rdbss | RxpworkerThreadoispatcher+0x6f
parallel!prarallelThread+0x3e

rdbss | RxpworkerThreadDispatcher+0x6f

B BLRMEIDRARID (EEH Y “WRIDARID” B0 « 28— SR K4 il
fit. AR T IZEFERA THME (wai) RE. MEE (ready) KA, LRIEFT (running)
R (FBRBEEXTABREN IR . BF— IR %R R P T M8, e
—FN BT EARIVAE ST, B R ABA R TSR, 3T
Ntoskrnl' (L0 R, 631024 388 — 5 4] T VR (EAE A2

R, WRELEFHLELE A FERYBE (ExpWorkerThread) , H4MTIAR
SRR 4, B0 AT — iR 6 DA R BT B T AR RS A RSB AL, P
U, BB FEAT M ME— TR, 7EExQueueWorkltem ™ 5 58— M 55 .

FA B Windows B EEH, F4M
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BUREE LM AR %, $1A\!dso work_queue_item esp+4. a2 K2k — N
2, 'UiRMExQueueWorkltem (—A LIERAFIGH) , H & T 70 BYLREER5T b 4 ]
R By PR Rl . BEAh, RTEABRIKBPRA K 4 (ZH4ERNAEAR) Ll
HEFRAMNE. SaiAAEEESERE, REAKEHETH A O TEREANSIG, H83T
S BN ER AR RN T MHBY R PO MBI E) .

XE: BRFLERNI —ITREENREF L

XL, BAIEEE], WA Systemidt F2 & FICPU i sl 5 307 A8 %55 50 (19 48 5% (1
A& L (UERERENENTER) . XIBEE, FEHYSystemBiR FEEITHRHE, Hd
IRELERRRLIE EoA RERCIEFMR AT IEE R AE R EN . ZEX 230, B S ErRIpLEe kit
XAFR S 200G, VKRR R KRGS . GRS BISFET, Srvsys, G
LARAREF X HE IR X X HroMiFR. B ZAMMESELR, H2EB13%) .
1. =40,

2. I AP ER UG R R CTR SN 8, TR BN CIR BN BT A H . Bltm, g
PR YL FRECOMPUTERL, WA “dir \\computerl\c$ /s” (/s XFIHITH
MFH=R) .

3. i&{TProcess Explorer, ] br7ESystemi 2 X,

4, 37 Threadsbris.

5. #&H “CSwitch Delta (context switch delta, 45 U] 2= 8) ” 51|55 . WV % E 3, {ESrv.sys
P A E BAEFRIEEELT, W FE R

9 543 srv sys arihread

HA BT WindowsiBIEE#, Fak
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WRIRE B A BT EEET, BRSO EWA, A, HHET
Module% 4, iX¥ 28 3 BHtHEHE, fu FEAERE, MSrv.systh R BBk b A4 F
Modulef%#ll, BRSSPI FHA EREEH.

Deionohon.  Server daver

=h e

ZWEEHE (\Windows\System32\Smss.exe) J& &% HE— MM R HE.
R TEFEMPAT R A AT TAEM A B R A S B G BL IR T 2R SmssHE .

A Windows it fEh, S EHBA TS EEWLE, adT 54 5 0l i k.
AT HEIE B SCAF 0 FOMBR R4, U RS A B, T T A 40HFE GEE H 5 Csrss.exe)
MWinlogon#t#2 /82U K, WinlogoniF F kiR &8I @ H i B4R .

{EVEMF R MHKLM\SYSTEM\ CurrentControlSet\Control\Session Manager F i, #j#]
DRHFZ ARG R, E019E3) T SmssHIF ik P 8. I #8845 e B S E A/ ASmss i rt i
et — B (GRXSTMERAENIEHMA, 153 % Windows 20007 8 T 28
M T H #1Bh U Regentry.chm) .

Smss ™ [ ELFEEHIT T XEYAL P BLLS, - B 7ECsrssH Winlogonf P24 4% |4
P WRXWAER S FIER — AN EIERF LT, WSmssil REEH M i 4L E R
STATUS_SYSTEM_PROCESS_TERMINATED#0xC000021A) , B A WindowsE HeH T iX Py
PNHERMAFES GEIEITH T &,

FABE Windows R EE#, 4%
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FIRT, SmssHAFIME T REMENK . B FE, LUKGIER B 128 i Al 55 28 216 (terminal
server sessions) (iR (S F GRS HINH, ESNLFIEM “LiERERZIEE” D .

2% 4515 (Terminal Services session) [J8)& /& HSmssEE T . USmssHEE]— M)
HAUENERE, 5 ANtSetSystemInformation, iR 8 37 R 2 15 SR A5 .
IX AR GRS R N FE HE 28 B 2IMmSessionCreate, 1% bR 038 70 £ 10 HE fUl bl =7 (4],
ik S A A F SR R T A A, DL mWIn32 FRAEMAKEAE S (Win32k.sys)
HIH AR 218 %75 (0] 1 & SXEDFE R B b e Y. R TSR EUE LSS (B2 MM iEs %87
H) o #RJ5, Smss HiZL i) EWinlogonFICsrss i) SL ] .

Winlogon, LSASS#JUserinit

Windows &3t F2 (\Windows\System32\Winlogon.exe) 4bH 28 i s 7 i & FAER .
SEPTERRFS (SAS, Secure Attention Sequence) £-& 81 FAIEHI%, Winlogonsi £ 5]—A
R 8RR fEWindows FERIAFISAS AL A BCH]1+Alt+Del. {HISASHIE LK T {R47H
BRI G RO R 2SI, RO PR R S e AT e B — 851

T3ad R R SRR RGE &7 482 HGINA (Graphical Identification and Authentication,
FERBIRIAIE) #IAT B #AIDLLA SEHL . A3HERWindows GINA, BiMsgina.dll, $2TL T %K
IHIWindows B SR FHHl. 2RI, FFR A G AT EUEHEAG AT A S AIGINA DLL K S H: At () £ 4 1151
AVGELH—— i T EELAL (voice print) 75— LU M WindowskrdE 1 )2 4/ 014 75
% 1y H., Winlogon ™| LLUANECHR L83 BT —ZAE FIB In R LR R HE X DLL., iXFhfe B 2
A PR SR ] LUFE TE 5 H 8 S B2 o — MCR AR BB AT 0 B R 5 A AIE .S L.

—BHRPEZRMOSCEMER T, Moy LUB e I71E B A 1% 400 uF IR & 20t/

(AWindows\System32\Lsass.exe, SH8ETFYA) HEATIANIE. LSASSIEHIE A (5
M ADLLAVE ) AT SEFR I IR, ik &% 04 2 B R & 2Ei5 ) B # ol #SAM
(R TFEMERER—# 2, HPEEFTXTHPRANE O PRHO4ER.

ERIIZERL T MIELLS, LSASSHA €405 F A 38 ) — AR 34 (Btn, NtCreateToken) |
LLAE ple— 1~y 1] 4 R0 B¢ (access token object) , %3 S AE T 2451 F* 9243 B 5, Winlogon
AV ] @ MR GTRIZ A P 26 P IRIG R . X (EX) Wik fest i ke
HKLM\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon F H] i+ it % {4
Userinitt (BRIAEUseinit.exe, {H4g, 7EIZEMRETATLY|HS M EE) .

Userinit$h AT 1 4 77 BB h () — 2R 0 TE (s T B4, NAEA S , RS
TEEMR P E K Shel (A (LERTH 2 203 49 R4 I Winlogon 8 11 F i) , 3¢ H 81&— /N3 kiz
1T R XA 5EfF (3R Explorer.exe) .

FA B Windows 2 fEFE &, B4
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P E2E RBEW

IG5, UseinitiB . X IF 2 #{t4Explorer.exet 2 i o i A PR R —E AL
HERECERIR M, T HIF S A B R Y, tlisti BT SO C AR BT IR B B Al OF
FFIX—R T 53— 7 Explorer /2 Winlogonff) #h-1-iFE) .

Winlogon MU H 7 R AFEH A EHELFEZ G, mAXiefsf, JEai a8 ErSAS
B REENE . B, SEERERE, FET 7 Cl+Alt+Del, NWindows % XN EHERE &
B, 1878 “HEH” . “BRAMESEEE . B LES" . “XHRL” TR, Winlogon
A& T ST FIX LT TR FE

KEPEFEHDPEN TR TERR, ESHEFSEM “Smss. CsrssHWinlogon” — 7.
HRESNEREZMNT, §SE R8I, X TTERLSASSA i ol 8 A ef ¥ (LLLsa kAR
O W4, 152 % Platform SDK ) 3044,

RBIZHIEEE

(1R A< S5 IE 2 09, WindowsH ) “BlR4s (services) ” BERTLAFE—P RS- 285452, 1
W LR MR EWERE . X RS 2R PR . RS RS UNIXM “ i
Fi (daemon process) ” E{FVMSH] “7riRiEFE (detached process) ” , iX4bi#8 ol LU AT B
RRBEE ARG S F I X B3 Eahie sk, MEZ LT WS REHE. SO0 e A S W F T8
Ctetm, #idizdTServices® H T H, o4 1 Hl Windows[# StartService A %) . TEMEH N F.,
XIS HA S E XA AT, RS S & 0 T 2T e (BHRAF) .

M mlE A2 ME RN RZERE, EIETHBUER C E \Windows\System32\
Services.exe, ERITEHN. #FILRFIHTE, hATT SRR EHRRTEE. FiEREFEE,
sEhp b R T e Pk Windows B 1 (I WindowsBR 15 . 6 113 o i3 e Bk Y Windows B 24,
SRS EGIE [T TH, DEHRITERIIEREE: FM DRSS FKRINEE). 05
PRSI, LS SIS — RS . MR MHKLMASYSTEM\ CurrentControlSet
\Services F& X T M RAEKIMS . B T A MRegistry Entries#HBI L (Regentry.chm) i2
BT EH O RGUR S B TR A

Wi, REA TG RERGHEINNEFSITIERL . MRPEAILHE, L
BtEServicesBH TRPGEHMERY OFAEIAWRETA 2rs—mBE— MRS
BaRAWE, WRRASAF) o RELATLA — A (description field) , LLiE—#1¥
AR RS HIThiE.

BN RS AR BN TS RS, LR thist 5 4. EES, R
FHBENTIBITRRS ZRHA LR — X RE, KAE RS S AR LA .
wiEft Ry, — M RSHERAMIEE TiZRE LB EH MR, B2 5 -BEh
fib AR S5 FL AR .

HVFZ WindowsZH 1452 LUR % 19 30k SEBLY ., HblnSpooler (RIEHL) . HHE, £%
WA, B AR 41

FAEFWindowsIRIER G, F4kk
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KB A EEIRENRS

Jp UV G R e IR S i Ml b R A T L ( Administrative
Tools) 7, BRJEGIEFF “IR% (Services) " o RI%S:H F AT

hSevices
Achon  Yew e W mENE = [
Tree | e | Dascegn [ Sios | Stawhap Type | LogOnds | =]
e p— Sy NT LM Secuty Sun F.'-u.xue: ety b se Starbed Marnial Lovatiysben
':EF""" Mmarce Lagh & Corlggas ) pedoimsn Bl arwsal Lo af5ihaan
'%Flu-; anvd Play Manage: dewe mqral Gaitedd Auftomatic Loxcaliyshem
‘EF:M Servai loi Macr . Enable: Macmitouh e Shatied Aulpinalic Lo afsystem
Piira i Loads hes o memony | fiecd AL calhy
i Probected S o ags Frowdss piatached thor . Staled  Aubomatc LS e
iy s ASVE Pravades retesil. pgna Manuy Locatvslens
B Flewde Locess ut Cresles a connschion b M anizsl Lo ot pslem
‘&IGHI.H avcez Con . Cresle: anebenrk Ccon Sharted M arussd Locafpilem
R Fevcte Fincedus | Provedss the srdeant Chated Brighommaly: L Al e
g Flemote Frocediua T Manage: e RFT nam Marusal Lacafipsiem
i Femoe Flageip e Sl meche sy tate Lol oot L ol o
Wi Femrvabie Thasge  Manage: remenable Shitad e Localismen
‘EF:-;-J:r g e Framgle (e spudugg oenvces 1 Samited A onale Lo S By
‘%Hln-'-' Ternee Erupbla tiamesg pinces Samtted Auornat LicalS yebem
s Secundy dccounts M Siies ecuty inlomat . Shaitsd Aufinmate LiscalS yitam
L Prosades APT suppon Srated  Awhomatic Locals ystem
By gl Mo Tirnpae Trantpons stechione m Sharted Syt Lol pzhem
B vt L anage: and coniol [AETERE ] Locafvsiem
T Snat [ Helper Frovades supoeet 1o beg Manss Localyeten
Iﬁ,»’,-]l_'_-.d- i M amaal Local pslem :I

WA BTG MRS VA e, XA RS EAT fidr, RIGHES “adk
(Properties) " o /1, RFEESTEIEAEHL (Print Spooler) JR% (FF b AN O g e i
) [P E

Pint Spooler Propesties [Local Computer]

Geneal ILﬂl:lrlI Hlm\-my,ll Duq:lunch'ml

Service name.  Spocier

Displey pame: | AECRTERE

Pescnphon IL-.'dd:, fibes: bo rmemary hor lates preemng

Pt to executable

CWINN T vapshem 3P spockv sxe

Startup hpg: | Buitomane :_J
Sernce stabus Stared

| s | | |

Yioni cate specily the stait parssmeters that apply when vou dard the service
frcim hiere.

1].4 I

Cocsl_| |

ERL “nTRAT PR 1T (Path To Executable) ” MR {0 & XA & 00FU. dtk, {4
IR % 13 SEAR IR IR 55 S ] R —— DA 55 SE R [ (A 06 R AN SR

A BRI Windows#E1EFE 4, B4k
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L. RERSHBEABHNFXRSHAD

Process Explorer ] AMIZE i s AREE 40 7 T — Nl £ IR 95 1R C {75 /£ Options 3
W1 F¢ “Configure Highlighting” #} (300 [ s o] ARG E& IEFE) - W — A E TR
HER ool BlUbE. IS B PI4 —Servicesti 8, AU T iR N EBIIRS: X T i
MR 46 (K e B 44 B 5 B8 0] LG 9 K SR 4, DABCHIR MR 45 1R SUAE B (IR AT (1
iT) . i, {EWindows XP I, —ANZ{T7ESystemll 5 [fISvchost.exed F B4 5 i) Ik 5%
ik

Image Performance  Peiformance Graph | Serice:  Theeads TCPAP  Secudly Erm * 7

%} Servces registered in this process:

Service Display Name A
AudioSmv Windows Audio
BITS Background Intelligent Transier Service
CryptSvec Cryptographic Services
Dhcp DHCP Client
dmserver Logical Disk Manager
ERSve Error Reporting Service
EventSystem COM+ Event System
helonswr Heln and Sunnnrt .2
< »

Manages auda devices for 'Windows-based programz. | this service i stopped,
audio devices and effacts will not function properly. f thiz serace iz dizabled
ary services that expheitly depend o it will {ail to start

1 KRS AT, WS W4T,

25 XKERZE
fEA T, TRATBERT LG T 47 Windows (¥ 1A R4 #0. BATRLAE T Windowsf) X BEALT,

F5] TSN el A GR35, AT E Ve MR — B XA A F BT LR T
KL RG], S 2% (object manager) FH[AEHLE] (synchronization) .

RA B Windows#B1ER &, #F4lk
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Microsoft Windows$e it T —SEREAR G HLHIHE A BN 411 CEBInghaT i, PR v 25 3K
BFEIF) KRR . ARSI RENE, B4 1 e ff X gl
® Pk, BN EEAGEFEEA (DPC) . RAEUREA (APC) . FH Sk, Y
ES AT
AT V3 S A%
A, WS, A RAENS, LURERR LI,
RYHIB & 1,
HALMHLE, thiWindows S 5 ¥R &
A F2 A HT
N B ER
Wowb4 .,

Bea B > %

HH W R T BUAL TR B ) B R i 2 SRS P R R R G A - B Ol A
AT B PR . RIE “BARY (trap) 7 FBHIE, “URFoiFPEALsr, A
B - PMRATERE, R IRIERGPE BaEiiat & MblEl. 7F Windows
B, GEERERM SRR — N PAMH AL IR ER (trap handler) . FTiBMEMFALHE S, EiRS5EMEH
() DT Bl B M SRR ) — A R . I3 R T SR ARSI FA B AL B 28 Y 4 -

PAZX A P RN S RS S0, RELAELL T —2£8 05, e A3 (AT LIFE(T
fIE R L) » HFESGES I EARMTREFELCR. P EERHVOW&. AR
Bfer, aF RN AER, HAh, WAL AV TP sl AR OCHD . MR,
FEE—PDEDFRME, CR_R—MFHRIESIATIOL K. TEEF &M T HFEFENHHES iz
T MREFATLERECRI AR . BENOG A NFEGEES ., FFefilitgns, UER
FHR. WEREERGRSAHBEESE Chal, AR EE, eMERFKKH) .

FABH Windows EEER 7, E4ik
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> HIE RGEAIE

Uelisrigs o
R BT 1| PEAR%HIE
A 3 AR 558 A :n R iR %

BWUHRE _ (Exception _
BHEE frame)
FEM

REORS '11 FRLEE

ERATF
EHlent S . EIa
A D1 28

E3.1 BaEPHSR

T ve A BB A 2 TR A AR 8 7 A SR AR W 0, SR B RO A TR R S Y,
MERERE MR RIS R [FF, VOWRFZR AL ™ E9 R, sENEES WA LUK H &
i (LLWAPCEREDPC, AF5H MG & UFBIXLHLHED .

A S TP A T R, A SR P RN AT ER T EBER
PLERIRAG R, B e rr LA S i 2 s e gk e 44T, siir Rt At m Al —F. o
R A FEEH P EAUTIAT, A Windows L V1 BZ L IR AW Uk . RS, WindowsTE
B R N AR R R — AR (trap frame) , 3 BARERRRAIPAT IR B LRAE B fa bk
Wi, AR - EEN SR HREN T8, FEAZRRSEPE Ad
nt!_ktrap_frame3f o] LU BB B wia 2 3 CBeR IR 7RIS . WEIEA B K,
B R R R T L (e o B b B ) — BB, B L AR TR R T 5 R P BT G A ) R R B LU R
15 7 AT AR

ERZHENT, WERET ilimbaF e R 5, 76N BB BB 4 5% FaBHE N
HAh G Fz Arali& 2 )5, X BT i I B AL 22 oR B AT — S SR P PE AL BR A 55 ldm, 1t
SRR SR R — AN & T, T A R o B B B A R SR R R AT R — D i R & IR R
PRt iz b Wi & (M P ERBR S BIFE (ISR, interrupt service routine) . HISBESHE 1 2K A
MR F MG RE), A, BRI RYR S P B SR PR B A A AT P e i)

FABFH WindowsBIEFEF, B4k
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RGRF A WiZ SRR EE T S0 AR A L BB BE 2 B b B 88 . X2 BB
Kb B 2% — AR M0 2 BRAT 3R 48 IR $KeBugCheckEx, 24 P R A5 I 210 7] {5 SOHCHE A (1 47 1) A
TAREARERHIT AN, ZRBEEEIHE (EXERRENEZELR, E2FE145) .
THEEFENHEMIFARIEARE . 7EFRGMS 5.

i 7 &

BEfFF AR R T 2 VOB A WUR IS, BIXLEREFERSWEAR, EMLihlim s
B E S, TSR R AR RN R T LA AT P O RVOREE, MR
PREEM R ERMEET . H—PERIERH T — P 5REZ IMEHMBENES UG, EfEIZY
FoO R RS FERE T, ATUARHTHAR A A T AE . ER & EltE e s LUs, ©hikt
HAR, WK%, Eald. TEHNL. . BANRISSHN F—ROR L P BEshN .

R B ATREP AR 0. B, 19T R 2R — A B P I R AR SR AE 5 Rt R, )
Bt LA 25 7 RATH T — MEFRBOMAT . PR AT LRI, BRI SR R e, (B
R ARTE R F AT L P —— R 70 B0 (R A T LSR8, L4 kb 5 98 (F 7 4058
A, SR IEAE S B AN S B .

PURE 2 T+ T AL T B R R 45 ) o T o G A b H 8 R 4 AL 2
RS LRSI (ISR) , B f5ih% — TR % I P R RIS . 2 0K
FEUTHR0E TISRACALID 25 1 0T, T 1l 42000 4y B A A0 1 o TS0 6 7 o i AL 2 12

ETHEEVN R, (R TWE: B Q] (i 40 BB 4858 501 BT (0« RO S o 2K A
BWEBEFEF RS RBETRZ LN (EADEEEE—Ha) , LN E IR B 4
BT (LA TS UL i R D B,

g San i

EWindows T SLIFRIBEAFF & L, SMHIOT T AT h Wi SIS A3 IR b, %#Em
ARARSEAE—RE LR BTAE R3S . — BRI T T E ) 48 LLIR A i R B K (IRQ,
interrupt request) . "PEFFEGISERZIRQEFER — A=, FIHZSBELEDRESEE
Cinterrupt dispatch table) “FHIETF], H HEEGFIRUEBLE 4RI EFIE. ERE5Y
R %, WindowsSIHFRIDT, H A el T4 M A% A B RS h i AT % R F5 5

FA BT WindowsBIER L, Ekk
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5

-

e K. BHEIDT

P Yide B U8R 88 dn %, (R T LU FIDTRIAZE, o 85 7 4 X Windows 4 4 1~ Hir (£
HREMIRQ) Ao i MIPab b2 M5 B, lidtan S HE AW EMiRE, W B E4 b
R AT 2 5k T Nroskrnl.exe 2 &5 %) HoAth 45 e cb gy A1 0 M k-

T e F o T lidee A B RE T

kd> !idt
Dumping

30:
31:
34;
35:

38:
39:
3b:

3c:
3e:
3f:

IDT:

806b14c0
8a39dcic
Bad3iedd4
Badded74

B06abe80
8adaBabc
RBad8d8&c4

8a3g9d3ec
Bad7264c
8ad489bic

hal!HalpClockInterrupt
18042prt!18042keyboardInterruptService (KINTERRUPT 8a39dc00)
serialiserialCIsrsw (KINTERRUPT 8ad436d98)

NDIS!ndisMIsr (KINTERRUPT 8ad4dediB)
portcls!CInterruptSync: :Release+0x10 (KINTERRUPT 899c44a0)
hal!HalppProfilelInterrupt

ACPI!ACPIINnterruptServiceRoutine (KINTERRUPT Bad4aBaB0)
pcmcial!PemciaInterrupt (KINTERRUPT Ba48d888)
ohcil39410hciIsr (KINTERRUPT 8a4ldal8)

VIDEOPRT !|pvideoPortInterrupt (KINTERRUPT Balbc2c()
USBPORT!USBPORT_InterruptService (KINTERRUPT 8a2302b8)
USBPORT!USBPORT_InterruptService (KINTERRUPT BaOb8008)
USBPORT!USEPORT_InterruptService (KINTERRUPT 8al70008)
USBPORT!USBPORT_InterruptService (KINTERRUPT 8a258380)
NDIS!ndisMIsr (KINTERRUPT Ba0e0430)

i8042prt! 18042MouseInterruptService (KINTERRUPT 8a39d3b0)
atapi!IdePortInterrupt (KINTERRUPT Ba472610)
atapi!IdePortInterrupt (KINTERRUPT Ba489b00)

i LA LSS RSER R, A RARNILT (18042prisys) MBS ISRAL Tt i £
0x31.1, FHoh, AL EE (AFEWALERLSS. PCMCIAK 2, USBFIEEE 13943810, LI
Mg iEaL ey ) LA P Eox3B.

Windows#f il f+IRQER S EIDTH b I 5 £, [RIE e th A1 F DTS 4 53 B 58 15 B b 58
%o B, x86MIx64FH X TUMH IR K575 5 CH—ANMER AU BN b B — AN ok i X
A AR I N 32 R AR R W) ROxe. B, TEIDTH0xelX—I45 A 5 S 71 6 i%
SeFEd% . B Windows BT SCHFINBEIE (A R L5 0 0 VF I £ 034256 N IDTIR, B2, — &4 E ks
PITAE SCRY TR QU Ui W) A2 ei1 iz WL 2% 7 FH Iy o bl o i 1 LR 3 e B 1)

BB Windows#B1EE S, #4Mk
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A EBTE RMMIDT, P, WMREERGE, AEE LR AT LLEAT AFIAYISR .
fltn, fE—NEAFMBERLET, BANCEBEFEA B E, (B, R ERESSE R X
e T B I i S BT R GER B BRI, BT AL ER SR AL AL ORI B2 A FIFT PR (quantum)
RO, SRR RN, PRk RS R . R, R RGR
B, ATHE TR B R — M 2 1 AL BE 880 A B 5E 11 1 4 e

x 86 P IZ B3

“  Z Hx86 R Gl & {KH Ti8259A T 4 H Wi dE i85 (PIC) , B#H ik # 1-182489 = £ ]
it T RIS (APIC) B —NER, KEZHFHVEENAELE DAPIC. PICHHERIE T
B4 IBM PC. PICHAEfES A I A8 R4 F LE, ‘B 15% P4k, APICHISAPIC (RS 1i8)
ALAMEZ BB RG LTI, ENH256% T W, Intelf1H b AT CEE LT LA EM T
(MP Specification ) , X A& —FEH31 K A T APICHE Jy O f i 1Ix 86 £ b 7 2% R 45 1 v i dr k.
AT RFESPLOCHBJBRIERAMFENE, LLMES PAETALMEERA FEE 208
RAL, APICH I M IUR A IS RITHPICHAIER, I HAS Xt PR 24 LA ER 38,
E3.28 05 T IXFRAPICE #. APICSE bR bty JLN S MR . — A1 13 g & R Eivo
APIC, LLA 48R HIAPIC, F—/~5i8259A M 22 Wi #5185 . AHAPICTE — 4 FA4 HIAPIC
BE _EERBCR BIV/O APICH) YR, THi8259A M7 19 7 W42 il 2% W] 51 TTKF APIC H A #: 1, 5 PIC
FMHIES. VO APICH BTsE MR Wi #6165 Cinterrupt routing algorithm ) ———iX $e &0 | af
PLE B SRIEFE M (ZEWindows b, AR ZREHALKA &) ——BE AT LU &4
AEHE 8% 2 (8] e BT Dk, o TT LAYV A B AR KR & P W AT e WM AR R T R — A
FIFER A R G [R] - Ab PR ES .

CPUO CPU1
#ih it
AFIC APIC
|
— /O iB258A
G —] o By
1 PIC

E3.2 x86 APIC{kE L4

RA BT Windows BRIER S, F4kk
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> EIFE EGIE

x64PHTIBHI2E

B Sk x 644k T 25 ) 5 x 868 E R A 3 E, FTLAx64 R 45 L AR (1 5 x 86 [FFE (1) W 3% . A
i, —AEEMHKYE, WindowsHIx64RA# LiEEI T TAARFTAPICHI A% F, T HEMME
FAPICHEAT He W2 6.

IA64 P KT T3

TAG641A FR &5 FI A 81T S50k ) e 48 7T 4 Pt P BT F2 30 2% (SAPIC) |, X RAPICH] — Mk
APIC 5SAPICH R £ 2 A — M EEX H L, APICRZ EMI/O APICH A —&FAH I APIC
REK P W E A S A HAPIC, M7ESAPICRZ S, XLLpWllid VOM R Y S ke T Einfh
EMEBE . B NXHE, FEAPICRS bk, Pl E M AES%E HAPIC AL KA EN, B
¥ TSAPICEA %, BT 'SR AMEMAPIC L, Ky 23K X PR 1 1 3 FF 4 % A 2 A 1
(firmware) F. BI{EEMPHE T P EM A B8 HEFIIIEE, WindowstBIHFEHEAN],
&, EXRFRE A AR A B B e AH N R AL BE R

K% . EEPICHAPIC

Pra] AR B A % R A8 & IpicEllapic, REEH M HRABEERY AT RPICHECEN 4,
HHEANEBUHEBRELE L EXRAPICHRESE N (EXNELRP, RAGEMHLiveKd, KA
LiveKd A BEVA M BEMF) « Tl —MHRABEBRE Eipictr SHEHER GEES, AR
R T IEE R B2 —1APIC HAL, MW!/picin & LizIE & TAF) .

Tkd> !pic

————— IRQ Number ----- 00 01 02 03 04 05 06 07 08 09 0A OB OC OD OE OF
Physically in service: s e e e e e e e e e,
Physically masked: A A S S S
Physically requested: C e e e e e e e

Level Triggered: . A S A

LLF &—N [EAIZ{7MPS HALM R4 _F M lapictr & 005 . B R PRI “0.” #
RIX A AIET0S A F A L, FrLUXR0'S 4 810 APIC:

lkd> lapic
Apic @ fffe0000 1ID:0 (40010) LogDesc:01000000 opestFmt:fFffffff TPR 20
TimeCnt: Obebc200clk Spurvec:3f Faultvec:e3d error:0

Ipi Cmd: 0004001f vec:1lF Fixedpel Dest=Self edg high

Timer..: 000300fd wvec:FD FixedDel pest=Self edg high masked
Linti0.: 0001003f vec:3F FixedDel Dest=Self edg high masked
Lintil.: 000184ff wvec:FF NMI Dest=Self vl high masked
TMR: 61, 82, 91-92, Bl

IRR:

ISR:

FABIT WindowsBBIERZ, F4k
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fabrir . 4

91

I fioapictr A4 H . EPIER TI/O APIC (ENERE 53 2 1) P Wi Bl a8 1) -

0: kd> !doapic
IoApic @ ffd02000

ID:B (11) Arb:0

Inti00.: 000100ff wvec:FF FixedDel PhysDest:00 edg masked
Inti0l.: 00000962 vec:62 LowestD]1 Lg:03000000 edg
Inti02.: 000100FF wec:FF Fixedoel PhysDest:00 edg masked
Inti03.: 00000971 wvec:71 LowestD] Lg:03000000 edg
Inti04.: 000100ff wvec:FF FixedDel PhysDest:00 edg masked
Inti05.: 00000961 vec:61 LowestD]l Lg:03000000 edg
Inti06.: 00010982 vec:82 LowestDl Lg:02000000 edg masked
Inti07.: 000100ff wvec:FF Fixedpel PhysDest:00 edg masked
Inti08.: 000008d1 vec:D1 Fixedbel Lg:01000000 edqg
Inti09.: 000100ff wvec:FF Fixedpel PhysDest:00 edg masked
IntiOA.: 000100ff vec:FF FixedDel PhysDest:00 edg masked
Inti0OB.: 000100ff wvec:FF Fixedbel PhysDest:00 edg masked
Inti0C.: 00000972 vwvec:72 LowestD] Lg:03000000 edg
Inti0D.: 000100ff wvec:FF FixedDel PhysDest:00 edg masked
Inti0E.: 00000992 vec:92 LowestD] Lg:03000000 edg
Inti0F.: 000100Ff wvec:FF Fixedpel physDest:00 edg masked
Intil0.: 000100ff wvec:FF FixedDel pPhysDest:00 edg masked
Intill.: 000100ff wvec:FF FixedDel PhysDest:00 edg masked
Intil2.: 000100ff vec:FF FixedDel PhysDest:00 edg masked
Intil3.: 000100ff wvec:FF Fixedpel PhysDest:00 edg masked
Intild.: 0000a9%a3 wvec:A3 LowestDl Lg:03000000 1v1
Intil5.: 0000a993 wvec:93 LowestDl Lg:03000000 1vI
Intil6.: 000100ff wvec:FF FixedDel PhysDest:00 edg masked
Intil/.: 000100ff wvec:FF FixedDel PhysDest:00 edg masked

R+ PRREKR RS (IRQL)

BAPHEGESCLLIMT —E PR, E-, Windows{HRIRE#H S [ iyl
e %, ¥R RETERRS (IRQL. interrupt request level) . TEx86 AL, PIHTEN &
i O3 M HE R ALRIRQL: TIEx64FIAGA R G b, K MOE IS S (g ki %
IRQL. XHFAMA, CRPUHIMNEHEAE . WEABRIEFoE LT —HER4HEMIRQL, 1
HALRAG B 7 5 B HIRQL. 3355 H! T &1 T x861F R4 MIIRQLE X, B4R T
¥t x64 FITA64 12 7 25 H) ITRQLSE X .

it SYNCH_LEVEL, Z4AbERZEREAAIAEH %S S SkRIPE 35 44010 28 a0 4h 18 38 45 40
(PRCB) , EHZLUSAE BTZEH, R2EIEMHESRBEWIndowsEA B RE A FF
IE. BREEXTFSYNCH_LEVELR HaTsEEM N 4E.

FA BT Windows£E1ER &%, #4/%



g2 p E3IE RHHLHE

31 & W a
30 L i 5 0
29 41 88 (6] A o B
28 GO
27 PEREBIH | e
26 gE& n
3 W& 1 |
2 DPC/dispatch N
. . — R R
0 W W AR R —RIAT
E3.3 x86FKiEk%EA (IRQL)
x64 1A64
15 i/ TERE AR Ein/ e S/ B
14 LhTE 3 (8] 8 h B/ BB 4038 28 8] BY o B
13 Bt b Bt
12 B4 (Server 2003k5A) ElEF(IXIRT & LR B REAE)
11 g% n & n
- : wE 1
3 & 1 A EMHBEE
2 Dispatch/DPC Dispatch/DPC&[E] 45 (1RPR F # 4L 58 38 MG &)
1 APC APC
0 W ah/(Eis N/ (R4

E3.4 x64FIA64FETIFRA A (IRQL)

G S AR S AR B, 6 P R0 b T A R AR SR P I BT R e i
S B b BT A (1, DT R DT 2 RS TR AR R, O VR P g i T DG IBR AT e B
g5 88 %GBT R B THIRQL, FEIMHZ RS AR . RS BIRE AT SE L) EH 7 45
o 3 1 B b P 3% (FITRQL, 7 BL[H] 5] o b7 4 AL 2 AT 5, SRR REABARAHE AR HL AR -
o T 0 2 5 MBS 2 1 b A7 G ST AT . S AR T IRQLAINAR, MO (R I e 2
AT T REAF LU L. A B RE S, S T T R A R

e B A g CBestp bR )tk ok, IRQLIRAZN A A e BA & . WAL
g SRR /R, TIRQLINE i (oAt b — A, mH, R

A B WindowsHBIEFR %, F4MK
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B DB R AE RS AT Z L AIRQLIE &

R PRAS HIRQL Y B UUE T 1% A0 B35 0T AT L8 b 7 . IRQLAI A FH 2k LIRS — Ly
AR BRI AFZ U N (EAEGERTESENEZARFAENER) « 9— PR
BIERFRIZATAY, & a0 i 4 B KeRaiselrgI M KeLowerIrql H b 42 F+ sk P2 40 P2 8S UTRQL, 5%
o ST, E i AR SR A K ) 20 SR ef 2] M 4 A S PR (R AR FE AR I IRQL.  IE
WES.SH R, AR P WEFIRQLAE T AL BE 38 MATAY LR, AN 25 &b & A= 1 v I 24T I
AbPEAR: A0SR WA IRQLSE T ol A T 2 ur g nl, NP2 RE (mask) , B
B — AT AR PR IRQLAR 5 4 1

IRQLE B
i
ShTEFE A HiE AW
IRQL=FT8h |eew — Ah TR 55 (8] Y P R
Bt
T4 BE #il 4
g& n
SLEEAL
5 R R
ATEEH B
& 1 d :
DPC/dispatch . IRQL = DPC/dispatch
BEB L
st 41 1 i ) o e
L =
FE3.5 EEPE

(R 2437 [ PIC A& — N A0S B B2 484, PTLA, ARSS{EH] 7 PICIIHAL, &4 1SEH 7 —Fb
tEREfLiL, FROBHERIRQL, LUEERPICY) ). M4IRQLAIZ AT, HALZE W #id 3 FH HIRQL,
1 A 2 2402 o 5 A SR — A SE AR A 2 1 P T B S A %, I AL e B 2 1
R3S F 5 AN TR R RO, EB AR A R 1 i R FIRQL IS F ke k. A
BE, WK S IRQLAE P FF i i1 B SE 2 (P & 42, WIHAL I+ A B & 2LPIC.

— PR 2 B RS C AR 4 904, SR AR T 5k AR 84T B A (b FE 38 Y TROQL
Fltn, AR MR, FAHFARIT S (ER¥E, tTAER AT IRA ) K% 4 B 52 (YIRQL
RIZHWIENIRQL. JX— 3@ T2 BF M (E L8 & T %IRQLEL# LS M B 4 b i (L L LE )
—ACFERE L), RO B o I A PR AN 2 R — 4 5 R AR (P T .
TR PB4 A AL PSS R AL B, BB MR EAS, L BIIRQLIE F k.

FA B Windows #E1EE 7, 4k
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B

P EIE REZNE

Fit, REMFHEN, SREAIEANRERNER, BABILIRQLARFAEHRAEH (H
HHR AR AR o EAIZ BT ELZFEM, 20, i i 2 88 TR QL A7 B A< i 18] 3 O
FFEANLER S A _EAAE, & IKENFE e 5 v LA n Az ief st o S i =0 i

i “RARQLSMEAER—EASEB{REIPE" X—MAUE—MFSHRAPC_LEVELF BT E
X. MB—THIBIRQUIEFAZEAPC_LEVEL, MAEXEEFAEMIE, WRKEATHEE—
MAPC_LEVELMY P BB Z4AF#IBE ALET2. Bk, APC_LEVELRILIEM R &I/
[RQL. mFE4EEEEAAIRQL.

k5. EFIRQAL

WIRAREWindows Server 2003 Li2 /T LUK 22, wEAT LRI lirglfr & 85 F — N R B 28 (1)
IRQL:

kd> !'irgl
Debugger saved IRQL for processor 0x0 -- 0 (LOW_LEVEL)

FE, E—DIRARERFIRFIX (PCR, processor control region) (¥ ¥4 45 ¥ UL R e 4™
RESTHIPRCB (pracessor control block, RCIBRFITHIR) BH AFCHIRQLIYEL. X/ HiE
GHEE T RETSMEEBMRESR, LA AIHIRQL. & @A IDTHIISH . LaTiExE
IBITHERTE, R T RBEEFIZITRERR. AERHALFR AX S5 BoRIIT & 5k R g
IR EE S XM B1E. 7EWindows DDK (Device Driver Kit) 3k 3 #£Ntddk.h 2 F &
X CPCRHIPRCBI & &G, Aril, WRIRAEE THRIXEEHMTEE XL, LR %L
1.

75 AR A 88 R 418 Iper iy 4 R T LA B PCRIV 4 28

kd> !pcr

PCR Processor 0 @Fffdffo00
NtTib.ExceptionList: fReffcea
NtTib.StackBase: fReffdfO
NtTib.StackLimit: fRefd000
NtTib.SubSystemTib: 00000000
NtTib.version: 00000000
NtTib.UserPointer: 00000000
NtTib.5el1fTib: 7ffde00

FA B WindowsREFR &, Haik
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pip oy 2

95

selfpPcr:

Prcb:

Irql:

IRR:

IDR:
InterruptMode:
IDT:

GDT:

TS5:

CurrentThread:
NextThread:
IdlaThread:

ffdff000
ffdff120
00000000
00000000
ffff28e8
00000000
80036400
80036000
802b5000

81638020
00000000
8046bdf0

MR, FEIECRAE FERIRQLAI RS L, WindowsH ¥ A 4EPIRQLE, ATLL, fEK
LHEAES g 0.

Pk O AN Ab 38 AR BIRQLAY + R LR AF A b E RIS, Frid, XA e R BEREN
AR P T —H P AR R R B R AIIRQL. XK, %A ER EAERAT
HI PR A A i, B ATRQLEVR TR L5 . A S4B 88 IE 7 PUT A AR U URS 1
Bf{x, & HIRQLAH Al fE 5 & .

AT N SMAREM B M. Fin, AR EH AR E R B (IPL, interprocessor
interrupt) , VAR 73— BB HAT AME, i — e R AT, SEE
e PR B 28 s (X (translation look-aside buffer) fUFRIEZETTF. F4oud B B
[6) B = A P T, AR BP0 7T AR, R R AR PO R IR A MATR A . W R
& SCRFRAN B, AN 55— R e R g n Sk Y B P B . HALSR O T 1F 25 o0 Wi LA
FII T P W BRE B B 6 s 1 MR R 5 RO U1 L B AL B R R AR B RO A I TO A TN e fi
R h i (RREICREIE) REALFRER, LU ST TR — T ERNIRAT.

15 R HTBRGT BIIRQL  IRQLZE 5 5 o Wi 3% i) 45 & LA h T i K (IRQ) JFAS#H I
Windows T £ (1] 74 3 5849 - 8 A7 708 1 L SR INIRQLAME & . B2, WindowsHil {a H5E A —
7 4> BRI IRQLIE ? B AE FHALYS o fEWindows™, —FhFRJy 2% B SR Zh 2 1 1) 15 2% DR 50
EIFE T S8 (PCl. USBHS%) HHWEE %, LLEMEPEa]lafiladE—1iEsE.
B R IR AN FE PP X L RIC R B AR ED A B ER 4, BGRB8 e IR T AT HoAth il & Y
AEZH R R ARNE, BEABIMRESEED TN, AR5, ©IRMHHALR
HalpGetSystemlInterruptVector, 1% eR¥URE = Wi 5 216 R I IRQL .

A B Windows#RERK&E, Fakk
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P HEIE RGHLE

%f FWindows P (L% B 5 FPHAL, H ol 2 HE B E AR, ERAFEES86 RS L,
HALMAT R HZAE T A TP e enyh Wm &, FH276E P #m B4E, #5028 E/IRQL.
K, R—A & 7 a S, WERISRTEIRQL 22 T, 7 /x86% 4 FE 48
REt L, MG RRVOX AT . APICSCRF AN IE200 i) &, Frbh, B M4 £ HIRQLF]
PL——Xfhi. ATEL, ZACMSSHALZRIEH 7, Ei&IRQL (DIRQL) HI7E[H A & FiH,
FIRQLIMACER H il . S5 A R, £ - Tx86F B RS L, IR MR T4 15 1 77 ik F g
ol F1IEWindows# Ml IRQL 73 BL &5 S NAPIC IRQ. )5, fEx64FIIAG4 R4 |, T — 8
SE MIIRQ, HALFFIZIRQXS i) o 8 (h] & Fi LA16, 1 € AIIRQL.

MEXMIRQL # FRBATE S — P F—FHw LARQLII{E 155 .. ME3. 5 B
B, e,
® HA N KeBugCheckEx P {7 11T REIFFE# T v D TR EHIE, AEA SHE SR

7 FITRQL.

W R 2 A i AT H I 7 Microsoft Windows NTH R4 0P, % R4S E T 2% H
IR KA 94T A, (B2 IRQLAM 847 9 B F FA 33 .

m EREMPEHANER TS AN EEBIFERNT AE, L — 4
DISPATCH_LEVEL " Wk 2| BA 1) ob DA 4 e i E— A5 i IR BRI HAR % . EFat
AR b e A pP[X (TLB, translation look-aside buffer) f@idBF. &4 %=1
BNE RIHR

W RN E AT RGN, R B i b ) ok BREF AR I %, UL R S £ AR B
a5} BECPURY ] . '

& NIRRT AR I —REREIENLED WATTFRGNHE, RN STk R E
MERERIMT (profile) 5. NIRRT S REM BUE IS, PO BTk B M s B fb 78 5
L2 IR T R R A AT I ARES M bk BEAS R E] RS, — Sk HhbE RRE R T R,
B A R BT H ool B3 BUAH B B9 {5 B J0F 3647 20 8 . R T L M
http:/fwww.microsoft.com/whdc/system/sysperf/krview.mspx F 8 — 4~ ¥k 4 Kernrate ff) P #% £
BEFIAT TH, FHEREEMEEG CHETNNGITE. XTFEART AME s,
i W T i Kemrate 5255 .

B R EIRQLYIAIANS B & F W BT 5B X 4y (6 Tt fal 5 R 0 o Bk 44 FIIRQL L, i 2
W E—#a) .

W DPC/Dispatch2 i A APCE A v W & b P 820F0 ¥ 25 S B2 e = A I i eh B (R 3 S5 i
B2 AR FDPCHIAPC) .

B ERMIRQLABEI, &Ehr FRANE ~PrhWrg ) &R SRS RE,
LT B AT ) AR A R A .

FOBHF Windows BIER R, B4k
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K. EAARMEITREF ST

prur L A A e e T RORST FF R mItEaE ST e iy 28, 3F B 52 ol 3880 B 2 A
AT P CRDRAFUCAGEE K, R BIR— 1, B &S SRR ek B a0 e Al . o ]
FHORBRER AN HERE T FEICPU L 26, DLR Py F T TR A9 RS RIEFE (Bt o TR
FPiFe) . BB ERBRER BEFEN MRS, ARSI A HM.

fEKernrate g & B (1 0, BXTEA AR (LEWINtoskml. HEHFLTF455%) FriEmt(a)
HOML AT RFE . B, 7E23e T SRR B M Kview A LUG, REHRIT FIM SR,

1. TSR 1.

i Acd c:\program files\krview\kernrates.

fiAdir (fRa] LUE B 44 F & Kernrate A& 014

BAIEHRATFENREXH (AFEFGLTSHRFTFX) . #im,

Kernrate_i386_XP.exe J&§1 % Windows XPHIx86 F 4t AIme & 3 {4

5. HKernrate IE/IZTHIEE, RS LHIT AT R, B0, ZE47Windowsit A%
BESH B 2GR, BT MR EER MG K, ®ERITRRERE, g4
e S B

% FCurl+C{F IEKernrate. X4 T Kernrate 27~ HE 7 R BB HNSHHS B,

FELUF R B Kernrate 381 HH o, WindowsTE (4458 1 28 IF (HIE1T, ©7EIEH—CD Fig—
AR .

C:\Program Files\Krview\Kernrates>Kernrate_1i386_xP.exe

Sl

—_—_——saaTETmme —- 1 F i 4 ;-2 1

< KERNRATE LOG >
\=======—mmmmmm=aa- ==/

Date: 2004/05/13 Time: 9:48:28

Machine Name: BIGDAVID

Number of Processors: 1
PROCESSOR_ARCHITECTURE: xB6
PROCESSOR_LEVEL: &

Kernrate User-Specified Command Line:
Kernrate_ij386_xF,axe

#%%> Press ctrl-c to finish collecting profile data
===> Finished Collecting Data, Starting to Process Results

------------ Overall summary:-------—-—-----
PO K 0:00:03.234 (11.7%) v 0:00:08.352 (30.2%) I 0:00:16.093 (58.1%)
DPC 0:00:01.772 ( 6.4%) Interrupt 0:00:00.350 ( 1.3%)

FA B Windows2BrER &7, ZE4/%
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> 3T REW

Interrupts= 52899, Interrupt Rate= 1911/sec.Time 7315 hits, 19531 events per hit ---

mModule Hits msec %Total Events/Sec
gv3 47135 27679 64 % 3341135
smwdm 872 27679 11 % 615305
win3Zk 764 27679 10 % 539097
ntoskrnl 739 27679 10 % 521457
hal 124 27679 1% 87497

BREWARAT, REACAGBATET1L7%00 B, EH B FET 30.2% (18
(8], FTRU58.1% W], ZEDPC_LTE [ 6.4% M, 78 FIE T 1.3% M 0. RS2 E
H B R GV3.SYS, iX/ZPentium M Geyservillelf ff] 4h 5 28 8K ZhF2 % . ‘&= B THEAE(E B R4,
XIEZ2 AT AT IRE. MRS —msekESmwdm.sys, X2WRH2E S
FHESIREN R . X RTIHEA, B RS IEEST 0K % 5055 5 2 Windows i A5 i
AR VO RIXE B EIREh .

RN R LS (5 BT CE AT A998, AT CL7E R R bt — 3B Ok, 1R 8 R
AT LUE AR e B, WRERRE E PR EE — AN E O, AR R T
PERERIT RIS, ATLLSHULTEE G -

C:\Program Files\Krview\Kernrates>Kernrate_i386_xP.exe -z ntoskrn]l -z win32k
f=== == ===s===== \
< KERNRATE LOG >
A\ === T===== !
Date: 2004/05/13 Time: 10:26:55

Time 4087 hits, 19531 events per hit ---—-----

Module Hits msec %Total Events/Sec
wini2k 1649 10424 40 % 3089660
ati2dvag 1269 10424 31 % 2377670
ntoskrnl 794 10424 19 % 1487683
gvi 162 10424 1% 303532
----- Zoomed module win32k.sys (Bucket size = 16 bytes, Rounding Down) ------- Module
Hits msec %Total Events/Sec

EngPaint 328 10424 19 % 614559
EngLpkInstalled 302 10424 18 % 565844
————— Zoomed module ntoskrnl.exe (Bucket size = 16 bytes, Rounding Down) -----
Modulea Hits msec XTotal Events/Sec
KiDispatchInterrupt 243 10424 26 % 455298
ZwyieldExecution 50 10424 5 % 93682
InterlockedDecrement 39 10424 4 % 73072

Al 1% 2 S R R Win32k.sys, JX R O RSB, & Dbl S i
EMREN LY . RS g RGN, PNZELDT FEREHEERE 2R, BE, &
Win32k.sys KUBUK W #l o o, lE48 % B @ (1) R S0 EndPaint, %R $UETE R RE e Emeg £
FGDIG % .

A BT WindowsBfER &7, 246
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%1 F-3Z F7{FDPC/Dispatchf% 5k F 75 %5 FAARTS, — B A BB & R — A%
2, MR TXAMAE, KRR NRRCIT, TR — M EEREReE, E X
i FiF 487 DPC/Dispatch % 5] b FIE 09 008 45 M 25, R B8 S g R0 P SR AT S VR
f. 5—AWR#IR, ZEDPC/Dispacch sk H i BIMIIRQL b, FAk s IR T 9B 77
S S RO SE B b SRR, R, R R R A RS BT
R, YT R A KRR, WS FRERE — MESUO, RIS T E S I R AN
PR BEAE VRN T . X — 2 S SR R AT AN SR e (S P R
WEEATROE, W ATREERBIR R RD) . B R T 8 R SRR A BA A I (B e
A TSR R fInT i, IRQLABZAEDPC/Dispatchsi E & #I M L) . B XFEBEEERT,
RE i, LA N IRQL_NOT_LESS_OR_EQUAL (& W45 55 T R4 1 M0 56
S . AR ATEHIER Y, MR S R, ERTEN IR
87— E AR Windows SN AR [F R B8 47— MHET, FRH0E T ik L2 5 AT LU 7S B3k
I3 2 T B R

FETATR  ARZIROE T RS R B 1 & KB R A) LK E A TR & E ISR,
KR NRAPEN RN EEGS S TSRS T NS MR EMISRYS
AR SN P TOCBOR R A 2 AR R, EREZISRIGHNE . %R & T I BT R IRQL
ol CLERAR T SEISRKERFIDTIN. XA Wit K pas b aant i, S BOILSIES
eSO AR M — A 7 4k # BEIR Kilnterrupt Templaterh 38 T3 3k, (R ZE 1%
MET . P ERERRE, XA AT

K HBEETPHXNEZPHABER T LA RS, BERABY
KilnterruptDispatch 8% KiChainedDispatch % ¥, 3t H ¥ 48 ml 1% b Wi 0t S 0 4R 4H 468 48 & .
KilnterruptDispatch X MBI HEH T A ENEM T — At M himE, m
KiChainedDispatch il - AR ££7E 2 A o lfong S22 [A] 3L 52 () o i 1) Bt . o o7 3% %2 o P &0 145 LA
I A A A5 I FE HESS $R 20 H: IE 0 0 8 1R & KB FE I TR L ISR i b it
T 5z B XEKEIIRQL, A LAKiChained Dispatchal# KiChained Dispatch7E # FIISR Z B #IRQL
WIHBNEMMEH L, FISRIEM Y 5 FHRRIRQL. FS Bl 2 BN, HRWES KRR
HIBE (AR SE ARG, AT L, CERIER 5 B A 2 i AT Fp il i — MG ) P T 6T B 484 69 (a8 (T fa]
HRMEMBED . £ BLEBRE, ARAIENCPUMER —hBixt S, Ixtw T
Yidate, (E%CPU EIAAPICAESS HES2HF i (1) P . 3.6 7 T AR L5 vh X 8 S e 76—
i 1 2R ) o D AL

FA B Windows HB1ER 5, 244k
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4]
2
-_______-"f:,f-: a..h:"\:' _'-.____.. - / >
F.;:’i e . "-'-ff' h-‘}'
--lﬁ'j‘-‘._ & o %ﬁﬁd"_“"ﬁl
o P iR 4 28 CPU & if 1= %l 28
n
CPUR B 5 %
JE— M iR B i
SR #FIRAL /
el ataks ik 6
o R KH j——
BARER iHEDPC
AR E{EIRGQL —
KilnterruptDispatch EshiE Fa9ISR

E3.6 A hEHTEIR

N, U

U A RO 2%, FRaT A A — T e S an s, S EMIRQL. ISRMAE LR B X
fy bl oy R ARES . P58, BATlddr 4, IR B AT18042KeyboardInterrupt Service (1 — 4%,
IX 1118042 KeyboardInterruptService i £ 1 PS2 8 4t 15 2 ISR £«
31: 8a39dc3c 18042prt!18042KeyboardInterruptService (KINTERRUPT 8a39dc00)

Jy 7K A5 0% b T G HE 00 b T S N 7R, G 44T dt nt!_Kinterrupt iy &, JFER L
KINTERRUPT Ji5 il [t #u 4k«

kd> dt nt!_kinterrupt 8a39dc00
nt! _KINTERRUPT

+0x000 Type : 22

+0x002 5ize : 484

+0x004 InterruptListEntry : _LIST_ENTRY [ Ox8a39dc04 - OxB8a39dc04 ]
+0x00c ServiceRoutine : Oxba7e7dal 18042prt!18042KkeyboardInterruptService+0
+0x010 ServiceContext : OxBa0B7898

+0x014 spinLock : 0

+0x018 TickCount : OxfFFfFefff

+0x01c ActualLock : OxB8a067958 -> 0

+0x020 DispatchAddress : 0x80531140 nt!KiInterruptDispatch+0
+0x024 vector : 0x31

+0x028 Irgl : Oxla '’

+0x029 synchronizeirgl : Oxla '’

+0x02a FloatingSave 0

A BH Windows RIER SR, F4MK
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+0x02b Connected s Ox1 "7

+0x02c Number 0

+0x02d sharevector o "

+0x030 Mode : 1 ( Latched )
+0x034 serviceCount : 0

+0x038 DispatchCount : OxFFFFFFFF
+0x03c DispatchCode : [106] Ox56535554

(X AME £, WindowsZM R4S 1% 1 7 AYTRQL AEOx Ta (I FHERIMI26) o XD bl sk
W SRR £ MR FR SR RS FAEITAY, FTLAIRA T STIZIRQAL L, A {Ex86 AL R AT L,
IRQL - M 279k 22 IRQIf #54 f . BEALSGUFIX i, S 4] JTDevice Manager (B #35 Fidy,
bl AR 1) System /MY [ Hardware #0F4 [) , dRFIPS/ 28 #% . F e AU BEIR LS oL
w FE .

ALk

=]
H

3

QA% DDA dReEss
DTES
Sl 300 107 Ky or Biorianft Matural PSS Kevhaand
S8 AP S SOCEAY MECTRE v

. 3w Standard 101/107-Kary or Microseft Natural Ps/2 Key... 19 |1}
- LR Garesy  [rive
« M 3¢ guers
= o B 2 - Stansss 107 102 e
- b
. &5 das o
sy SOStET 0Eoges Brindasdns
* O Unomrssl Se0m Sug oo roies Farource by Sezn
,“ 5 Rarn e
WO Taee Rl
wa 0

E— 7 LA FE A x86 R b, IRQMAT FoR LI BENL M HERT s TFEX6480 FTA64 RAL I,
Bk F] LIRQAEHI T6RR Tl ) By (EIX /Mol fL0x3, BFiERl49) .

i v 0T B ISR (10 b hil {47 ( ServiceRoutine 3t CIE QI/E de (i b Bk as i) ™4
R A, AT R BT AR B A BT 1% W R SR R DispatchCode ALY - 1& A7 fifi
(g b AR B i ks TR R ORI, SRS 1R P {E Dispatch Address skt A5 fifi 1) #8 &X

CLEIXA] b KilnterruptDispatch)  JF FLEFAR ] &b W7 0 SRR S &L

A B WindowstBIEF &, F4ik
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Windows#0 LB 4N 13 §2

Xof Bef 1) A PR B 75 R VR LR B0 R IRAF BG, EOOREL T S BRI A% r . B ST R (B
N G R R GE ) AT — ST (7] P A AR 6 AT R A, AT 0] DA BE S i fn P AR
PR LRI R AL REGE (BIUSFE R AR 250D o, A e (a) B
KRB R AT LAE LI, (BRI YRR — M I, R REEF, HHHLE EE R
wHESE L R & — DI RAL R SO LAEE R, N DNEIA & W
M) s, B3R % B SRS S 7 A 95 72 T8 Hh 3 % ke e S b o DT RO B W) 5 2 18], 7E eSS T T ML s
BERE V. AT REGEATIE, LWAELERERKTINNIEER, UURNERFER
L2 SRS R PP BT S b f) A5

B2 Windows 338 H LU —Fa #4249 75 03 8 % IRQUEIT I 56 B 40 B8, 77 BB /= R P 4%
Fr R BETE 2b B 28 IIRQL A # 20 & S (U B % 4 T LARAT, FTLA, Windows A & & F1E 4
—PERBIERS. BERE “BEBVER” MERLEMRERR LW FETIEIE
Windows. 2B REM BRSNS LB R, XAt T Al B, b L
NG LE— N RANISRECEDPCER EWHE FHEELLKIE, BMERT TR, ®itad
ARECRIESE PR RAEERFHETE FASRREANTEEM RWIE. mH, R4MDPCHISRATAE
GIN BB AT REIE f) e AU £ a7 2o M 5 — AN () U R 4 110 2 20 R

BIRTFZRAARARSE (b, FTENMASEfeahit o) FEmtkm®Ek, B8,
Windows XP Embedded 3 #%H sE I 51 . ‘& B R Windows XPHI— MR A, 3+ A 3] T Microsoft
MVenturComfG B[VF o] M R LB IFHEA, MIMF 0] REF 4 HIXFE— MES TR ESRIS &
FZATHIWindows XP/MRAS, Bltn, —NEE B IhEER V& S B RE MG 5 ST X1
Windows XPA{F, RIEMEER TR, LINER SRS &HaNRE.

RUE N, 55 =4 i A Windows$R{t T30 la#. IXEe] BT IMER, #
EAH L R E I H 2 LHEHALY, 3 ¥ Windows 24 i SE i #2846 b () — AMTF4 K
IBAT . 1X—181TWindowsFIME 5% IE4F BT 4E 4 REERIH - Feifd, 0 EA%AE % 600 56 28 b oAt £ 55
TR RS B, X T Windows 3 =9I T RAIE] 7, %2 % VenturCom () Web

w5 S www.venturcom.com.

B PMISREFAFFE TP RTR A OCRALRK, X BEMER— PR, Tk —/MSR
SIDTHMTFFCHE, WFR N EIF— N PETRTR. X/ L im it 18 P 2 o8 $loConnect Interrupt

FA B Windows B IEFF, FIE
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HloDisconnectInterrupt e 5E ], TFRXFMEM, (FFR&WATEF T LA NEB ARG+
(% “4TH " —MISR, Mo ROKSNFE 4 8 RIi5, WL “SKH” ISR,

i F b B ki Mt —MISR, BT LAEE S v % SN R LB A VP T IE M (AEAN MR
ARGz PR A TARD , BT A S A X IXIDTH 4. X —A%E
AR TR BEN &I, BAEFERITREANGTAERLRE S REmiS, tEmn
7E 1 # SR AR R B B AR 3 8% 1) 2 7oK

PR SRt T oAl — 22k 4b . AR BTN R, WA LR ISRV T TR 5
7% SR AN FE b JoAth o] g SISRAICFHAR 88 7 [ 2Pk (7 2G50 48 IR A5 fn 4] mig B o BT 1) B8
ZEE, BELFEIFE) .

M H, PR SERAZIBES MR — DA £ NMSR. R £ MR & Wah e
FEE TP EER, HEBEMEEE FR—MDTH L, B4, EREHPls b &E P
%, W ke MEE— 0. X EE IR S 3T “RES R ilE, B
WHRILZERFE R P, HFE—PISREL AT R BRE—RE, kB ACHE R
B I i, X RREREBEITRE T P  —h Z MR & FMHER RS, T4, HieigE,
HFICISREAT N, —Brhlis R 48K TIRQL, S SE P AL, RA YA HE
18 R A — BT 182 %% SR SRR ) W ROR T AT e LS g ch e, XA R  H A 2 A,
AR EATARRE M A X R, WA SRS E AR eNsh il £, LI
TR E S R IR R A R IS, T 8418 F KiChainedDispatch,
ZR ORI RE—NMEM A R R S EIISR, BT AN 5 — A ob b 0 8L B4R A i
%, HEERISREC LB AT hIE. 7RI M dERlE b, mRox3bi e £ ) JL M
() e dr et & L

IRt PR

H R K2 Hrb W R A A2 1, {22, Windows N 4% th 4 % A 04 45 P2 A 3k i
XHREHTE:

B KRR E

Al Bsf 1) 5% S 1) o i Ak BE

b 5E I 38 3 A

TERF B L FE IR BE b S B AT — it #E
S EVOBE .
XL LE T /NS it —B ik,

FABH Windows RIER T, F4E
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SANEEIRTEZFA (DPC) hlf H—MREDRMLEITHNE, WRELERE
S22 L T & E EA ARSI E, NS SBERRM K88, AWMzl &8 — 4351
. Wi, FEHMER, ARENRECLEARTSZ NS T, ENMZRTERAE. £
PR T, WK REBIE, BB E#IER TR T 48T A LG 83T, FHDPCH A+
W7 e X R L IR By — P R 12

1 A A 0 I T 1 P A R A R R ) 2R T BB AR, B S K b AR 2R B IRQLAR T+
FIDPC/Dispatch2l 5| B S & - X A8 1L T A8 P W f 2ed2 o0 RahE . 29 Bk il 1 By %
T4y BRI, i K — DPC/Dispatch2 W (1 i (HE, P4 IRQL & 76 4% 5 el o 25 4%
s USSR B R iR bW, AR T BRI s, e A1HE BT IRQLER (K F
DPC/DispatchZ B LL . FFHBEE—TR2EH 4R PN EAESESLE. RAMIE, HIRQL
B ik 2/DPC/Dispatch 4% )| b, T &2IX 86 53 2 vp iy gk T LIS BIRREE T o 1) 804 o 7 Sk 8 e
TRy, X R R EHEE B R EEN A AT R . SR, Windows 2 {# HI # 4 o

B TRy & LASE, W {EIIRQL A #ER it Fi8 A (DPC) . DPCEEMHE —
TR RGAL M A PR E— 55 X — R GAT % BT 1R AR SE B A AR 45 B 530 L AKX Se pR 3 2>
BT UAFRDEEIRRY, 2R ENIT A4 Bl 4047 .

DPCIA FHAF RAIXFE—FEES): P — D PWiIF BN THIT 25w, W
BAIFIDPCoR AL HE 5 i 38 FUHA OFARBRAPLE [E7E 5 A e if 88 OLE7R) , LAY — A2 f et bR
BIRILUG BRI . WA WEhFE TR HDPCH T2 RO 5 . b T 48 80 b W 3 48 % it
HORR, Windows — fE & AW FEF AL A T —— B IRQLIR FH 76 1% T 18 B IRQLZE 51
o KB - HARH MR, L& BB FR FISRAAT I8 /b 5 0 A T4 S M R 4 1 i
# K 5N P WOR ARG R, IF ok 8 el & HoAt 35 S i) 236 i o b ik 34 7% Bh HEIR
#|— M T DPC/Dispatch IRQLZ il I [{IDPCH HHIT (HXDPCHIIOREHELEH, s
WEET)

DPCi il if—/"DPCIH &KL i) . DPCX G2 —FAZISHIRI &, Bt TH R Erk
T AR, AR T B4 TR AR e A Al B R G RAS 2 7T WL . DPCX %L 0,3 ) i T
Bf5 B, SR A BIZDPC i K 228 F ) A R G Bt . F 76 S 4540 4T 9 DPC B
BRI h RS ELE A S, A KBS 404 — DN IXBERUBA S, FRHDPCPARY. ALK
K—ADPC, FRHEAISIEH AR - PDPCH K, IEHEIMIE A DPCEAF| Y,

FA B Windows AR 1EFE 7, E4M6
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EERATE L T, AEIEDPCH %I /6 & HHiZDPCIA K i Ab ¥ 2% GE W ISREEZALFE 2% 14k,
17> IDPCBABI AR, SR, W& F A& fE —IDPCIESR (R%K. PHMSHL%R, 2
R 3 B ZDPCEfERF e M ALFRSS |, 3ol LA AR X FERAIAT N . BFRE £
FECPU L #DPCH A R EBBIDPC (targeted DPC) . W3R ADPCHR % SR ICKTH F
g, WANEAZDPCIEMFINR R : A DPCE S, WA KR ZDPCXH %46 7E B 51 /Y
GIE B

44k 71 3% I IRQL¥E Z MDPC/Dispatch B #7 5 & 2 TR QL F#{E 31 5 AR 4% () IRQL ( APCE},
AR B, AREAETEDPC. Windows#{# iZIRQLAI#A AEDPC/Dispatch#R # ., I B4
HATAEH R RIBAS P AIDPCR BB ik, —HEBIBAFIAE (Raiil, Wi “Wt” %)
[ H 88— ~DPCRR ¥l S AT GBA TN T BRI A LHIRQLF#E #/DPC/Dispatch 2%
MELF, RIER AR RAT L RS T . DPCHIAL B i 2 i 3. 7 iR B IR .

@ @ —rzrimam. AmERFIH IRQLEE %=
HA—1DPC, EDPCHESRE &
BEFRH E I ERT B asie. B e
o 5 PIHE IR K — S BT

@ EoPchFLLE, B3
i (R SR

@ .
4IRQLMHEBIDPC/Dispatch DPC/Dispatch| +—d— | #%8

G CITMER, DPCHEF
WE kS APC
#ih
DpC
3 soca (09

@ 43 2 B ITDPCIA 5| b 8955 — 4 DPCHis
8, #ERATENI. NRESEME,
HEBLSEFBE LS.

E3.7 3Z{t—1DPC

DPCARSG 2 v LA LL ) — Rl 77 2w B REEHIAT A . N % il i — - DPC/Dispatch 2% 1 (1)
FHCREADPCIASIH) “aT " shff. N4 — A DPCHEMAEISRATEM b F S |, I Hi%
DPCHME AR R B P RE, WA &P LIXPE— . R IZDPCHIE S8 2 1% 4%,
WEAH SEA i AL HAS T B AR AL B I DPCIA K i B R 1k 3 — s I M, sl & 78 — A (] i O
NiZAL PSS ERIDPCIER BB D a R, AZARIER PN . MR DPCH & E—1
AETHISRIZITI FI{EMICPUZ |, 3 HiZDPCHMRSC R ek, M4, W LA —4ME
THEMERCPU (HAUELE, SruRiE—2KIPD , LME “ShT” 'EHDPCIAF)., i BR4E
S A PHARERE, WEHIFAEREE FHEA FIDPCHY B O Zidant - R, XHENEAS
R —ADPC/Dispatchth i . R4 LR 4 EFHAERLIER, HTDPCBAF. RE&EDPC
) B bR S AL 2 ) 2 RS, (2 4 BN FE PR /D 35 B 3 LDPCHT % 9B AT H . #3.1
BEE T ILMECRDPCEAS “Hh T iR E.

FABETT Windows RIERH#, F4k
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3.1 DPCHER~ZEMM

DPC{E5ES DPCHEEMFEISRAOSMEEEE | DPCH# EE S —byEdE
DPCPLF| & A A2 11| K 6§ DPCIAF] & .
3 ; D F}& I
o L. 34 DPCt £ 1 F 1 #DPC DPCFA?]%K%&&J‘:&‘J PCIAF| K &
e i, RFEFZHRTIH
wRE S
~ DPCIA %] ¥ & AL it & X ¢)DPCFA ) ¥ A
el CAMA i, Sk 5T
& B B

R 2 R P B FEAE IR AUIRQL 30 AT . FTBARE T —ANDPCRBE, i — A M3l /i 2%
RERIPAT LA R IR A MUHL & - DPCOIREAEIRAT FIBHRAR A A LB 2 WA~ 2 72 1E A0 18 4T, thED
MUWE, H—ADPCHIFIZIT IR, €A E B A T 2574w BI04 58 ok 42 =
DPCHIFZRI LI A Z e 3, (B2 ENABEIMAH RE RS . P E R, RE RS9
KA G (RTS8 o Rl 0 LU E i R A bk, RH &
Gruhk (6] SRR I, AVE BT RN R

DPCE# 2 b vt & Wah 2 Frmide it i, (B RN HIDPC. MBS % 4 H —DPCk
AhEERT BREH R, ERANESRE RS B, SEEE —PEEPIRQLE S b T, A
PEMTALIEAS G217 ER FPIRQLAR S| L) X RYE BT HH, BITH MdF T 4k
CIafT &R v AR T 130 . % S a8 sk BIORY i 1k, 2B FE RIS IR BN, AT RE
TR A AR, R RS, WiZ?EDPC/Dispatch IRQLEE B I 52 5% .
of b o W7 Lb R 8§ K5 — N DPCHEA B BA ) b LU BOR L F2 40 i e SRS S5 TR0 11 T4 3 H 4%
ZATEASMIRQL. [KIADPCH B AL AL AR F ¥ & P 0T, FRLL, (Ll 7E i b b B 52 i 2 i 4
BT H AR BB % 0T, HHEDPCH T & 42 Wi abEE .

o Y WP UTAIDPCIEE)

VR AT LAGE P RERE o B8 SR M P T MIDPCHE By, R %, R A “Context Switch
Delta” 5, 3 B #InterruptsMIDPCsi#t 2. TAFA LK IEM#ERE, ARIFERELTEE
T s, HEEMDIASRBUsTIRBE U . VR 1 8% P ot AT X L O i A2 RO R B ) 4
R AR T A bR R, i a2 DPCI R A 8. Ik RE7E R F bt 5 50 B
P, BRI LR 2 b R b T RIDPC.

FA B Windows#RIEFR &, a4k
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BE Process Fxplorer - Sysinternals: woww. sysinternals. com E|M|g|
Fie Jptors Lew Process Fnd Beln
g 3 BHBa@sae
] PiD wazh Daes  Casoplion ary faare
= 77 Bupem e Process ¥ EE
. FRETpES a8 1766 Haradoy MR
. Ol ] 2t Dplened Prosesse Le
oaba .
- ELEE - lmacas HT S Wariager 1 oot
=CER55ENE D ] == pch amrgten
Py gage: £77%  Comenit Charge: 1200% omsses: 33 Poused

Fl I Windows XP SP2FIWindows Server 2003 SP1 A H LS AR A P A R S R )
ae (ARSI A, s T LA B S (4 I R 45 ) R R E SR 1€ ek A TR T i
1. N R a4, ekl LA s HeE T D fig-

tracelog -start -f kernel.et] -b 64 -UseperfCounter -
eflag 8 0x307 Ox4084 000000

2. BEEAEE R, HATRA
tracelog -stop to stop logging.

RS SUEESUN S cll & -SSRV AN
tracerpt kernel.etl -df -o -report

4. XA A4S L workload.ixtHidumpfile.csv.

5. $TFF “workload.txt” » VREE2 7 5 44 AN SRS R 23 ISR MIDPC L T 4E IR [R] () 48 22 5
G ATTES 3 b R S0 “dumpfile.csv” 5 A7 AR “DPCT ik “ISR™
GAT. (. AR A s dumpfile.csy SCHF T, R EAT @ T - AMER AFDPC,
~—/~DPCHI—"ISR:

rerfinfo, TimerDPC, OxXFFFFFFFF, 127383953645422825, 0, 0, 1273
83953645421500, O0xFB03a385, 0, O

perfinfo, pPC, OxFFFFFFFF, 127383953645424040, 0, 0, 1273
83953645421394, 0x804pC87D, 0, O

perfinfo, ISR, OxXFFFFFFFF, 127383953645470903, 0, 0, 1273

2395345468696, OxFB4B8DSEQ, O, O, O
R R g, B EEAN TR b T dh i BT — AT B S8 MDD AT A In”
A, e ot U T I DPCELISR 1) ef £ 1) 44 7

Tkd> 1n OxFBO3A385

(fb03a385) rdbss!RxTimerbispatch | (fb03adle) rdbss ! RxpworkerThreadDispatcher
Tkd> 1n 0x804DCB7D
(804dcB7d) nt!KiTimerExpiration | (804dc93b) nt!KeSetTimerEx

Tkd> Tn OxFB48DSEQD
(fb48d5e0)  atapi!IdePortInterrupt |  (fb48d622) atapi!IdecheckEmptyChannel

AN R G T ) B IR A B A A BA ST AN E B B EIWIDPC; B A
S FH () 52 16 B8 FI(IDPC: 45 = AN Muhk it ATAPLEG 11 3Kl B ISR M AL £ G207
it 2 Whttp:/fwww.microsoft.com/whdc/driver/perform/mmdro.mspx.

RN B Windows R EF L, F4K
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BHi312EA (APC) F¥ REIFiERE (APC) 24t T -Fhieds & H A EEHE (M
it 2 TR 8 BEFE Atk 22 18] AP BT B P R F R R UL 212, IR APC R Z S HER Y,
PL{EFERF i SRR 84T, I Hi2 477 T DPC/DispatchZE HIHIIRQL -, FrLl, &1
WA GDPCHFEMI P . APCEIFE AT LA ] B5iR (X% | SRS, sl ZmmeEiiR, LA
PR #%Rk%.

APCEH-— W EF R SR AR, FAHAPCH R . IF/EEHHMITHIAPCH 87—~
W% EERIAPCEAF . DPCEAFZ RAGFHT, SHAFKZE, APCRAFR S54F & LM %
#), BNERIEAE A CHIAPCEAY. A BERE K, T DAPCHBA N, ‘&K iZAPCHE
A B HAAT LAPCHI R AR LR FEFIBA S . SRIG, WRIF R — AN APCZL S 3 b i, 24
IZERE R LI RIBIT IR, EMSHITIIAPC,

AFFAPCRAY . WHBEHA] PR ARBEAPCH AN E R M H bR FEI “ vl ”
B Al UZ AT R M B o, i PR M APCO I e K15 VF AT A AT LU WA S APCE
AR T A FE, 3T AP WnZ &R T — ANt W APCH & FiFhL
2. WEMBMFRG. 4D H&E XK HIRQL {2 7 $l APC_LEVEL & # i Al
KeEnterGuardedRegion (YEWindows Server 2003 5| AR ¥ , #hnl LA (XA AA R
A AR XAPC. KeEnterGuardedRegionit i<t ¥ B ifi i : FL UK THREADS: #) (ZE 6t hidt—5
Prif) 9 SpecialApcDisabled®, HAEIFAPCHEATfF. — MR EARSE | 356@ KM W APC,
— W9 /5 ik 2 8 H] KeEnterCriticalRegion , '& & % B % £ 2 #) KTHREAD 4 # & (1
KernclApcDisablel .

AT AL FH A R APC R 52 BR800 201 B2 0 52 48 P2 A 3t 1k 28 () (BRATERBE ) A fie
SER IR IE RGEAT 55 . e ] LA FH A 2R 00 P B R APC IR 15 A SRR 5 1H AT — AN AT P T G
REMRS, ten, K— DR P VOMEM 45 Rl RAE LR Mtk 23 el vh . BRI 2R 4R S Rk
() B LAPC, ib— DR B 1F [ 5, sR# PN R i B e 8 P B3T3R4 . POSIX
T RG] H W L APCRIE POSIXAS S ¥ s AT L5 POSIX 2 (ot 2.,

B ANt 0 CAGE A AR ZCAPC. Biltn, S —AVOMREBIRR T, SFEEA
FHRE, A, BT A RERSHEIARREITRE . SRR T EIEAR
TAERY, VORLE L & LAREFR A 2 [0] 8 B2 56 R VOB AME 2 B UBR S v, BT LU o] LUK O#:
4R R ZE R ARt 2 E g m X . VORSFH— AN A s L
APCRSEIKIX —AE 5 (FOFEH S EMEMMIHEVORE HAPCHIXF ) .

FA ST Windows#ErER L, E4ik
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17 )L/ ~Windows API, HfiReadFileEx. WriteFileExf1QueueUserAPC, tHE E T H P H
APC. B0, ReadFileEx#M WriteFileExifi % fuiF i H & — A e iBife, HVOBAE M rIm
%1% e MBI FE a2 i A . VOSE BFLE]REIE it 76 R R VORI 612 B A — 1N APCRSEHL . AR
1, 5e B REIR S A — i RAEEAPCHHE ARSI, BH AL ANERELTA
FESREFRE (alertable wait state) B, WP EAPCA A UUZE 45128 . —ME&EATLL
WL F AR EH AR FFRE: FHE-IMHRUWRFREENFFEVESN (EH
Windows i) WaitForMultipleObjectsExER %) , o AN FERGHRLEEMAPC (EH
SleepEx) . fEXPIFERT, WMEH AP EXWAPCIEESRLE, WAZHKS TTZ
ZRFE, RHEHPERSAPCHITEE, MAPCHIFETERI AR AR MIETT. WEEAMAPCIZTT
TwAPCE 5| b, SAFIRZ, HPEAMAPCIEITER NS T L.

APCIACAT AT RES: SECFEA SR EH Y, X B, SRS EIEMLL i FEh T4
MERs, BARCENTSSHRIMF (AEEEMmA “MRIRQLA AL N5 h ik TEM8ITER) .
MR = APCHAIFTEY, LR E4L T RRRAE, NTEAPCHIR SRS, e /AR E
BAGREAE EFHAT . RZG R AR RENT, WERE MBSk, HIE, &E
P fFRxt Boh, EALTEHRAFIRNAR. G, FAAPCHEEHTH 4 & MHITREH
e, BTl RZAR EESHEMN R, Ba, EHS/HERZLREEFHITINFA S
R, ZREZERGLT A RESRHRFEN ROLRIRNKE.

FEIK

PRl DUEEAEA R A, T SR R AR, e R B 2 BT IE RS T IR e AT
WRFFER ST . Windows3I AT —FFR N EHIL B RE IR R, 1655 BRET LTS
W RE NN RG] REN TR AT LB EU &1, HBREBIFHEEEZ L, BEREF A
Mg R ZFENTERNHRITERESE) ; 8E, WRELRS, ZREARTEY, HifRE%
PZB IR R N TR R R M, AN EEROLBE T Windows 454
o7 W R FYLE T R SRR S —— W R A BB N iE, W79 aEfE R LUaT, ViZik
— % Platform SDK '} Windows APIZ # X #4h ) B4k A 44 58 43, BY 3 Jeffrey Richter 3 [
Programming Applications for Microsoft Windows (YRR, Microsoft Press, 2000) “h{]523%
255, HICEE, REELIES MY R (BlW, Microsoft Visual C++H1 [1__tryiBid: g5 #)) #RoT L
Vil S WAL EEML &L, (AR b B P RG], KT H AR S g S MM . Windows
FEAEN G A, B TCH+FE LS TG JavaR i .

FA B Windows BBIERF, Eaki



110 P SE3E REHH

Ex86° & L, Fré i #A HUE XS, X4erdhifio B0 N TIDTH )R,
BARIIER TR MEEREREHHEE . R3287R Mx86E XA, UIAENTE
RS . FOAIDTRETE MRS R T 7E 0, Brel, BEeFREsET RimkET, R
AT AT R R ACHE .

3.2 xB6REHTMTEHS

e L=

Foik 4R
K RS M
NMI/NPX4#i%
B 5.
i
BOUND/4TéP B3
TRt
NPX T A

R EF ¥ (Double E_xgeptioﬁ
NPX 2 i
FHAESKAR (TSS)
BARGE

— AR
illiakiints
Intelf& &
5
i E

BT B RH, BR T AL ) 8 )@ L B B A FE 88 Bt ol LURR R LUSH, R B — MR A RE S
L% (exception dispatcher) FIWHEEHCRRE M. BHESRBOEFERT) 168 47"
ST H R AEFEAS . AR E XU S 1A R G5 M TE B0 7 0 HE ATV B . MO R, B
Bomth FRRE, DRERASE A, X T 5@ REWTX0 WIS, ¥ Windows
APIZ % 3R,

PR LLE T AP R T 5 U AR A F8 LA B2 ks et 78 LI AT — A
F I R E) — AT RS A — A PR, A R T A B R A TR R . AR b R LA
LR MR E,  FUR A St ) 8 A R B AR AR TR A Y

LR ARV R B R 2 H PR, B, WD )8R E 8RR A R
W RERADCI AT, R UE TEEFNNRENIEE (frame-based
exception handler) KB ERH.

w‘u = O

|

|

|
|

m|u1 4:-‘

1_

WO~

—- —_— —_— —

nimlolole!»
l
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o]

[
o
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AR “HETFi” RigH N RELCHESS My BEdEsfExBEX. 5T
WA R, ARG EBIENEN—A “HRWI (stack frame) ” BRFIfEH . —ERbiaT
PR — AN E 24 R AL B A, 4R A B S R IR AR e b — P S AR . R AE
FER, AERERS YITRMOCHTT -2 N R RS . R KRE, N Zas Ak
5 EARRMUORERAE R RS, PUHRE, HRRE AR S0 s,
R ELGL RN HRE REARES, WAZIEHEACRAR R,

HREHRENRE, AMEEROa4RURER, R OEMFREUEH, £FAKPER
£ —RIF . CPUBEPERAFZRIBUL B4 UL PP AL EE 3%, P9 R e Bk A B 28 DL B & — 1 B B i
CRUGN [A) B A A B RO ASHE ) « B R i T i%PaRl, e WLl RET LN e
1R TR R IEAT . PRSI R R AR, B OE T SR E 2R R R
LA R HA I 245 6 .

WRTEABFEATRET W, WIS 7 28 HOR 16 et 8 A — AR sk 4 21— N3 Tt
M ALER AR, Mokt e A iz eht . ROh A AR I ) N R R R B B U R R RS
i, FTLMReTLAMEGE, RBEESRE R ES.

mMARFEREFHPERXT, WRHEak8al SLEmnEmn TF. EBeEPREL
&3], Windows " REA — NI R — M0, #d erskER Windows# 8 H
PREXAFFEIIEAN. ABREECRIANZE LRSS Tixsmn, mE38Hx.

B 2%
WL (88— xHl$)
— | BEBFALIEIE
|
Ba0E I B i 40 1 58
} |
SEARE WA aiedl
RERO IR A
- mﬁﬁm -‘hh‘""ni ﬂﬁmﬁu&
—— LPC S

E3.8 #HE—IRE

FABIWindowsRIEFR L, Bk
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A o R R W R R ORIE. Rk, AR RKBEXENBE—TERE, FFIIKZX
AR AT — MR S . R e s S R AR, T HERA L
Windows 2000, B2, 7 4 A48T LPCa) 5| A 1% 555 H0EFE T SC IR (1 28 i L1 AE 3 —
KHLEHERE B . ELPCH R RILA SIH SRR, S mEtiEE O Es RS
EHRA SR . 7EWindows XPFIWindows Server 20031, 5% 4 K 2815 5% FE R BN
WIKAR (EREANTEHRI— M) R NS RER.

AR ZAR R A AR AR, SFREABHREALHEEZRE, 4, RESRED
WEH P BT, K FB WL CONTEXTHIR 456 (YEPlatform SDKHH JCRAM41) MG
#ILEIH PR, FFBEA — PRI E A T R e, mRRAHE, SF5R
RIELEN T EHEALIZ R HEE, WS RSBUEREBIBNEENT, FAFEXEREREL
fELEA P 2 MR T OXEEFCASE LS i@a) .

AR S ATEIEAT, HFHBEERBIET OGRS, A4, W S5 %8 T AR B
TE— R 5 8 0 O ROE — NI B 1% 587 i DV SR AR (03E, ) — 5 2 i R FR O B B 7
RAFME . ZRFnOEEREFRE (EHEAENW D) Fad R EEiEs-—
P EIHE A CHME S E# 5% . CSRSS (Client/Server Real-Time Subsystem, % J7/fR 4 281547
1RG0 RS 3 A RHEO AN P R T 4R, R, 4POSIX MW IR
BE—MHE FHER—NEEET RN RENER, POSIXTRL T K% % Kk
FEPNPOSIXIEAME S . SR, WRNBELIEZS KRS DM EARE T, i
HFRGHEAEBEZRE, Ba, WERITPDRIAN R %, ©HREEEmES %1%
T MR ER AR b

RULEBNFE

BT B Windows 5 AT — A s 5 AL 23S, EA0THRTL, 7157030 a4 o b 79 00 e .
1257 A A B 35 AL E Windows N f5 () 332 /3 B R Bk H A2 B A R Hoh A BB . MR RS B R B
=TI - MEBEFRPATREHETE, CEABER EAN R, SR B RMEE
[—ARI QIR IR R K AHEA FFRIZETT I, E R R T CreateThread '35 & i i i /2 32
R R 5 plFe.

FA B Windows£BIEF L&, E4i%
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L. EFEWindowsEZIEE F I H P B shitbht

7/ Windows£ FE L 2 A — A~ th RER LI R BOT I PATIH), XEBIFBH 17 o4 RE+
> WindowsZEF2 (105 2R FE ¥ 5 sh b HE AR R AR A ) (LB A A A SLAb R FE ) /3 Bh bk t2 2 4
1) o WindowsihFE 5 045 26 72 1) /3 sl Mk & Windows (1 EFE B B B 3: (T E AR m i
shibak W Windows B 28 72 B Bl el B . EALA A ch FH ) SR AL sR B s BE, o7 LALfd Bl Windows
SR THRBEPRTIsGER TR, A “tist <#IER>" IE “disti#igid” , 5ol LA EH
AR S Q4. Hh O R hl. i, W T7Pstat (fFPlatform SDK)

TlistiX 4~ 1 B HWindows Exploreri#E#2 ({125 72 5 sh b 1t

C:\» pstat

§

pid:3f8 pri: 8 Hnd: 329 pf:
tid pri Ctx Swtch StrtAddr

B0O043 ws: 4620K explorer.exe
User Time Kernel Time State

fc 9 16442 77e878C1 0:00:01.241 0:00:01,251 wait:UserRequest
42c 11 157888 77e92C50 0:00:07.110 0:00:34.309 wait:UserrRequest
44c 8 6357 77E92C50 0:00:00.070 0:00:00.140 wait:UserRequest
lcc 8 3318 77e92c50 0:00:00.030 0:00:00.070 wait:pelayExecution
§

C:%> tlist explorer
1016 explorer.exe
CwD: [
CmdLine: Explorer.exe
virtualsize: 25348 KB
workingSetSize: 1804 KB
NumberofThreads: 4
149 win32StartAddr:0x01009dbd LastErr:0x0000007e State:waiting
86 win32startAddr:0x77c5d4a5 Lasterr:0x00000000 State:waiting
62 win32startAddr:0x00000977 LastErr:0x00000000 State:waiting
179 win32startAddr:0x0100d8d4 LastErr:0x00000002 State:waiting

Program Manager

Peakvirtualsize:
Peakworkingsetsize:

31052 KB
3276 KB

Pstatift 75 F10-5 2 10 15 h ik 2 Windows P9 #5032 75 15 50 BR 3

1 235 LM 1A 3 ht

N2 Windows I LR B S BhER B, 55— 5T, Tlistf x5 M) i FH P42 2L Windows i3 Zh i

HE CRI daWindows P4 #5114 J5 5 o6 B0 T 0 P R D

FABEHFWindowsB1EEH, F4M%



114 » #E3FE FESHHE

B3 ZEWindowsHEFE 1, 2 BB P H it A SE A h R4 () (6 o BOT 4R AT (10, T
DL, R AR B8 1 R SRR R R R Sh e kA, bR AA R L, RIS b ke o
$f bk, TR R T A AN, @, T E R Notepad.exe EFE A AR i A HLAIE -

P notepad.exe:3272 Properties

image  Pedwmance Pedomance Graph  Theeads - TCPAP . Secuty  Emoniment

CPU ©  CSwitch Delta Start Address
riotepad exalWinMainCRT Startup

Thisad I 2608 Base Prody -
Start Time 42002PM 9712004 Dynamic Priodty: 10
Shate wiak WillseiRequest CE
Kemel Tme: (100} 00 030 —
Uzes Time: 0:00:00 010 Module
Cortest Swatches 135 |_ Sach

| QK | Carcel |

HEFR AT TR 227 o R g, SR T e Bl 20 Y siidiSackdi Ny, o LA
i WS EGE

M Stack for thread 2608

niogkml il KIS ApCordexts (e le
1 ntoskml exe! KiSuspendThread+0x1 8
2 ntoskml exel KiSwapThread+(e63
win 32k syshooSleepThread+0x1 89
4 win32k syshenRealinternalGetMessage+ (ndOf
5 win3Zk sysiNtUserGetMessage+0x27
6 ntoskrnl exe! KiSystemSerace+0xcd
& SharedUserDatal SystemCallStub+4
9 USER32 ditNtUserGetMessage+Uxc
10 notepad exel'winMain+0xe3
11 notepad exe'winMainCRTStarup+0x1 74
12 kemel32 diBaseFrocessStart+ (i3

Cooy | (Tox_

B, G 120047 AR s b, DR Ak R B S s ikl . S AN (1
1) J&ENotepad.exell) F AT 5.

FABITWindowsEBIER F, F4K
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I A g 50 5 B e B — RS R

void win32startOfProcess(
LPTHREAD_START_ROUTINE Tpstartaddr,
LPVOID lpvThreadrarm){

_try {

DWORD dwThreadexitCode = lpStartaddr(lpvThreadParm);
ExitThread(dwThreadexitCode);

} __except(uUnhandledExceptionFilter(
GetExceptionInformation())) {

: ExitProcess(GetExceptionCode()});

PE A, RN ER R SR AT R AR, W Windows (1) A Ab R e L g aRs 2 i ]
XA H L, AR TR, ol ISR R RS G AT AR ik, JE LR
iZHGR TTHKEMASOFTWAREWMicrosofttWindows NT\Current Version\AeDebugi 12 1 ¢ § (1) 14

ZEAT A TN AutoFIDebugger. Autoffl VAL FE S 1L 0B 2%, A (1 8his i
ﬂt JI;-ETﬁJJDJJ"HJ ZEAM EEOATOLT, N1, EWRAE RS N shEah il . 2,
— %% T8 Visual StudiodX 1AL L, %2 800%0. Debuggerfii i M E R, 451
VA28 nT T SCPRBR AR, — DA R AR B S28, i%IIR88 TR AT SO I AT

BRI AR I \Windows\System32\Drwisn32.exe (i ADr. Watson) , &5 bn b A il
s, ML Pt AL, Sk FI R i e nREs, O B &SR
A (Drwisn32dog) FI AR R A6 SCPF (Userdmp) 1, 7EBKIATEE R, IX@ 4
ST IE\Documents And Settings\All Users\Documents\DrWatson 3§ . SR (ol &%
0 Dr. WatsonfRCE . v LUE LA H 7 TS RF——E & Ur e 0, K&
MEEE, wE3.907x.

= D Walson boa Windows M

Lo Fie Pty I:ﬂ.lLrsnL\D:n:mms'\-Dn.»wﬂ.m Browize, I
Crads Diumegr Il: Whicirrerts and Setmg il | Bigees
]

Mumies of |ratsuciions: -
[umbe of Evrors T Save: iTEI

Optons - s

™ Dum Symiol T kil

R Doung 48 Thomad Contets

¥ Append To Evistesg Log Fie

™ Visyal Motifcabon

™ Sound Hotifcamn

= Creaps Coash Dume Fis

Bophe aton Eere _I""_i ...p"......"l

e

0 ] caws | e |
3.9 Windows 20004 Dr. WatsonZtii\ig &

RN EHFWindows B EFE &5, B4
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F&SCr s 7 REAMA R, Rl SeE 0., R MBUR SO A FR . M DLLAY )
%, VIR SFZRENLBMOHRMIESEE. FXCHEX PN EAFES L, Fig1Dr.
Watson, J gi 7 #3981 7 (f) Helpf% Hl .

RS e A SO A 5 T ik e i A AR IR R AT B0 ULl G R AL MEXES# DLL
SO R A CES L) . %0 T LU WinDbg K 4T, WinDbg it 1 18 T ELAE H B i (1
Windows i il 8%, 1wl th nf Ll it Visual Studio 2003 K 3L LS O REARAT T . AR RS —4
HEFS I ) ok User.dmp SCPF AR 23 085, BTRL, BRAE Y REDCGIF it 2 5 UR T8 i 42 ol 8
Vgt AR REg b BT % UL

{EWindows 2000 Professional REEH, {EENINBEE T o7 #LE A2 4T JF . Dr. Watson{E /™
T Al SO IR PSSO il s T HIN G B UG, 2 Was 310875 (1 B HE .

' accvin.exe has generated emors and will be closed by ‘Windows.
4 You will need to restart the program.

A emor bog i3 bewg created,

E3.10 Windows 2000%Dr. Watsontginid &

Dr. Watsonif - [ {R4F B0 BHERT 0 b b, 13X F & 1T 4 76 Windows 2000 Server 2 45

b ] R RN A D 1) X PR BR A T 2T R, Rk fun S A IR 5 2% I FE R I I T 10

MRS HIUAZAARRE, JECREEHE. SeMb, RSS2 B YR 2 a5 i
s F|Windows H4F H . L.

{:Windows 200077, 1R Auto{f# B H 90N iE, W1 PE3. 11RO SUHEAS 2 s ok

accvio. EXE - Application Brroe 0 R x|

e The mstruction at "Ox00401032" referenced memory at “t00000000".
The memory could notba “written”.

Click on OK to Brmnate the program
Click on CANCEL o tdebug the program

E3.11 Windows 20009 g9k IBREHE

WYH P s TOKSEEL, MR R 2B it . 8 4 T Canceld& ., W &4 5 X iR
AR UEFE  CHU LR 195 1 22 M Debugger (i BT 36 & RN 88 B8 1) W ahi k.

FAEBH Windows#BEF %, F4k
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XK. ROEHRE

B8 E—Dr. Watson H & CHFRIB T, R0 LLT & 3 18 1T Acevio.exe FE /F . M
www.sysinternals.com/windowsinternals.shtmI{R o] LA F 8 2NZFEF . 1288 PR BT b0 B A
B, AMr=E— WA Ew SR, BAEWindowsHERS, Hinbom 2 — N TRt (20
FIFHEIERTG) .

L Gz AT VE M R A8, 4K 3 HKLM\SOFTWARE\ MicrosofttWindows NT\CurrentVersion\
AeDebug.

2. R Debugger{f £“ drwtsn32 -p %Id -e %Id —g”, MR 2 45 24245 it & %32 47 Dr. Watson.
EAHBRGA RS, HEFIITE.

3. WA DebuggerfI{ ¥ # B & HIZ T Drwisn32.exe, ﬂﬁ’ﬁs AT 3R o] LA Dr. Watson.
BRAT AR TR 8, R B AHRE 2048 b, SRJE FEOK &2 LUAT 1018 2% 1% S Bp 7T .

a. RFMETHMERIF AR N (I, RAEE—NNotepad 3CHEd, BRE 76 254 87 (0 87

R
b. MALFFHIStar 3 . ik HRun, AT Adrwisn32 —i (X8 £¥114 1k Debuggeris,
LL{Eiz 47 Dr. Watson) .

4. BfTHIAFEFAcevio.exe.

5. VRALIZBESSF B AT VR o (0 F A BHE G TRIZ AT I Windows IR A )

6. ARIFHEIARIDr. Watsoni® &, A4, WIAENIZAT LM SR R B R &6
FIFEHE AT« EAHAAD. Watsonf RASE, oLz Tdrwisn32, NEEMSH (M
Start3 IR FERun, #5455 Adrwtsn32) .

7. B R FLA, 7EDr. Watson /R[] Application Errors#) 1, Sth@is—4%&, RE
S ViewtEHl——Dr. Watson H &S0 45 56 Acevio.exe i ia] S (£ 4015 Bk 2 B i
K OLT HESHEE MM 58, 3547 TFDr. Wason(M# B 6 11, #5164 Dr. Watson
Log File Overview) .

8. R Debugger/F K W A BRIANYDr. Watson &, Tk 8 45 B3 b (RAE 101 .

R AL, IRATLURE ¥ Debugger ME M K S — 2%, HfliNotepad.exe (id $ 4
JREEEE) HEF Solexe (HEMEHERE) . FEPIZ4TAcevio.exe, #t ] L $| Debugger (B F 45 5E 11 72
FITUIET T« AR, X BH ALKl Debuggerd & 5E X2 FR T AR — A iditae.
1 UK ORI M RS (E Wb BR3beh ik 91/, T A Debuggerft % 5 31| & 458k 1A
()Dr. Watsoni® B, 15 H T 7ERun XS 15 HE 1 88 % 6y 4 1748 75 4F F i Adrwisn32 —illl 7] ) .

FA BT Windows ER1E F &7, #4i
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Windows$8iRRE

Windows XPHIWindows Server 200347 — #4011, S 82 Z% B B 405 HLAI, FR Oy
Windows#4i5%4H 45 (Windows Error Reporting) ‘& n] LA F1 sh 48 28 FH P 8 Ui b i 1581 #4
WA R G CEAL RS X R e S R RONTE, WE 145 .

¥y T L E Windows HE gt 25 BLE, 154 #)“ My Computer”, i+ Properties” . “ Advanced ™,
YR 5 EHE “Error Reporting”  CXHF2a i i 3020 s R 6 HE) » Bi47 il 1S System. Error
Reporting I Y A< # 58 8K (¢ 41 50w % ¥ 0k 47 AC W . IX 0B B E 9 IR A7 7R O &k B
HKLM\Software\Microsoft\PCHealth\ErrorReporting .

Error Reporting

! g You can choose fo have software emors
reparted to Microsoft 1o help improve future

[¥] Yindows operating system

[¥] Programs | Choose Programs .. |

(o) (o)

H3.12 HiRBSEEIIEE

M ANRACFR M R R R LIRS (il i) fiEFEm ek, woahAT -
AL R Y, 0 2 2 Windows BRI HLE] . 0 S HKLM\SOFTWARE\Microsoft\
Windows NT\CurrentVersion\AeDebug\Autoi ¥ i 2 {8 # 15 ¥ 40, o+ Debugger 7 349 7% T
A “Drwtsn32” M4 55 1L E 85K \Windows\System32\Faultrep.d 111 4 3 2 W52,
F HLUE HIE M ReportFault R 0. %X K7, ReportFaultef 50K fTHKLM\Software\Microsoft\PCHealth\
ErrorReporting T {47 FH GRS AL, LU @ (2R i U 15 Az Al o . DL B REHRES 11)
i, iz adr. 6 Aol ReportFault @I - HEFRIZTT\Windows\System32\Dwwin.exe.,
‘g R AN E RS SRR A, T BB — ANk I n] LR R R T #2205 Microsoft,
W3 1307 .

FABITWindows#ERF, E45
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acecvio. EXE has encountered a problem and needs to
close. We ae sony for the inconvenience.

IF yau were i the middle of something, the nformation pou were working on
rraghit be host

Please tell Microsoft about thiz problem.

e have created an emor ieport that you can send to us. We vl et
thes repoit &% conhdential amd anonymous,

To see what data this emor report contans, chck here

Send Eor Report | || Don't Se

E3.13 Windows$&iRiR & xHEHE

Gt “Send Error Report” {4 H1# fnibiitn®, WIETRASRY O DROUFAS CFFLA R —4- L
A, AL TR P A DLLAR A 5 B B 236 42 Microsoft (1 /1 2k i it 43
BT % 4%: Watson.Microsoft.com (A [i] TR B REcmiit, AR O T, BT IMA
AR R e A ARSI o e, RGP R LESS A AR, BE Ty
FA0E LML EE GBS EDrwisn32.exe) , iZ IS EOAHE 2 01 e B S RIFAG SCIERIT
Bk, AN T Windows 200015 T, iR Gl SCPF UL I RO Gl A IS SE R A il
FTLL, - PG SR R e N e i A B R B W H RS PR isE, - ] LA 228 Drr. Watson
PIRCE, MERARM A, g E b Y e aneE, A (F ] 2 8002 17 Dr. Watson.

AR R AT internet,  wl0 7 7 FE O ALEEPEHIRLERT BAR 5 A 0] LLIEACZ5 Microsoft, 11
IAPERAA S, HHER A H AL e IAC B — 5 W LR IR %45 . Microsoft[a) —EE AT 0 1% (1)
T T RO RIS (Corporate Error Reporting ) 1) 1L HAE, & M #Windows 5
AU BN H okt RIS R PR T — AN, AT el U EER /i AL
“5Microsoft (17X H £, 172 Whttp:/fwww.microsoft.com/resources/satech/cer) .

ARGRS &

LGN PEI3 TS, AR GRS 0 P U 70 R0 IR VA . R Vi,
R CE AT B T b RS R AT A < i /N1, (i 2 T AT REEIR %5 R %5
R SAT % T PR R IR DA NIE A, REHS S R INREH 2 WA . Windows
I T RS0 % 50 R AR SR T TR E A5 28

2IRGRFZ DA

{EPentium L2 B 1Ux86 41 3% [, Windows{l Hlint Ox2ed5 4 C |-iEHJE46) , Eo93 -

FABT Windows#RIEFR %, F4k
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T EEME. WindowsHHFEIDTH46 5 #IH, HHIGR REMSE 7 K (ZRFE3D) . EZFEPFFE
PATE R B AT, JFHEANRKIRE 2 R EOHERNFASEAX &% M HE
SHIEW TINERN REIRSG S . EBXTERIFNIAHEFELLZAFERENZETIE.

fEx86 Pentium HALFRERLL N @m0 28 ., Windows{li % 1 MIsysenterfg 4, X2
Intel 55 5l Ay PRI R RSS2 R LR 2. 0 T HIX—454, WindowsTE 5] S0 Z1¥s 4 #%
F R IENR 95 4y R I M bk PR A7 72 551535 S M KRR A 8. iZdh AT, e 88
BHBNERAT, FFHPITRERS FRE . RENES i A B 8 M EAX F 17 88 R AL %
1), MEDX#FFR{NIERFHEESHENIIER. ATERIIA A, RIEMES SR BEFE T
sysexitffi @ (FEHLAFI T, Fluq a8 FE PR EWIT A eHE, REMRS 4 K 8o fE
Firetdti4) .

{EK6 A E & HI320L AMDAL HE 8§ |, Windows{# Bl % [ 1#syscall§ 4, & 1) Th e 1L Tx86
[MIsysenterfii %, WindowsFIHFACE — 1 Hsyscal IKELM AL FRAE H 7728, HPEE THBMES
RR%F or AAs it . REFEAS L RTEEAXFFEPEELH, WiRH SN FEAERD.
ESE T RZIG, WHERATsysretii % .

51 F0, Windowsfrill 4Bz T BrERO AL EESS AU RY, M i £ <7 2 LA JS A FH 138 24 1 %
SEiHIARAD . H P8 F INtReadFile 3 45 IR 05 F D B 2 S 185 ¥ «

ntd11!NtReadFile:

77f5bfad8 bBb7000000 mov eax,0xb7
77f5bfad ba0003fe7f mov edx,0x7ffe0300
77f5bfb2 ffd2 call edx

77f5bfb4 22400 ret 0x24

RYGRS 5 R0xb? (THEHI183) , callE A AT A% TR BRSS9 B0, 7
XA A T Mk Ox 7ffe03004k . 5] 243X /& M Pentium M E i ety , B {# F T sysenter:

ShareduserData!SystemCallstub:

7ffe0300 Bbd4 mov edx,esp
7ffe0302 034 sysenter
7ffel304 c3 ret

B4 RGRBOA

TEx6446 R 4514 L, Windows{# Hisyscallfit 4 4T RGMRS 9 K, %454 Th LT AMD
K6lsyscallifi %, RAMH SHILEAXF R REE, WA SEMEFHFES, Btz sMY
AT H AL Z BB AR D

FAEH WindowsEBIER &, S/
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ntd11!NtReadFile:

00000000 77f9fce0 4cBbdl mov rl0, rcx
00000000 77f9fc63 bRBFOO0000 mowv eax,0xbf
00000000 77f9fce8 0OF05 syscall

00000000 77f9fc6a c3 ret

TEIA644E 454 |, Windows # Hepc (Enter Privileged Code, #EAFFHLEL) 54, HIS
MREFHSEE T FTFEREE, HASHORLHRIER.
RIZERETBIRARFZ DA

IEWnE3.0408T BoRi, ARFIAEEHRSE, REREBESFERTIELERSER.
REMRS 5 RBRUT AL EIRA TR, AATEXESNEMHLET M@
FEARGIRS R, AR [ A P b 3865,

i EZEFBREFSARHESHEFFMNESE (service pack) MBHFFRE Microsofti@ /R<18
MEEFLERRLERERS, MERGRESEEIANEREN—BSMAGTEY.

| At
MR
P
55 RS
5%
NS 0

1
Hu %
S~ 2 ——— 22 RGRE

F3.14 REREEE

ARG % 7y K 8% KiSystemService:F i i % 82 5 L8 A2 1 1 P2 4 20 b 42 D1 380 py % 4 0
Beb (TRl AT ES 8, HPARREREEND , REWITZELERS . QiEEinss
—MRERFHBEEEE TP R PR, HA, MR TIEE 35X o
MR, B AR M X o T U LUAT, D02 2 B AT B X U 4 ph X S T L )

IEARAE RO PR EF B, BMRERNE MEHIEE M RSIRS E . Windows
AT AENRGERE R, ERETULIHIRERSE . RERE Y EEHEB RS
THTERKIRS, ER2MLRGERS SRR Mol @B g A RRS . E4BE SN
RI12M7 A THEERE I e R P HITERS] . XSS mE3150 5.

FA BT Windows R IER T, FE4kk
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FESI
|
FAESI RERFES
31 13 11 0
0 0
BEAPI [EE API
1f 1 i
e ? Win32k.sys APl
2[ 2
1S SpudiE 5 FF IS SpudiB 12 ¥
3 3
KeServiceDescriptorTable KeServiceDescriptorTableShadow
E3.15 MERFERFSERFRFSAIIFIE

AR SRR

— AT EAEIARA F (KeServiceDescriptorTable) 5 3 T Ntosrknl.exe ™ SCH ) 00 HAT
WRGRS . FH—ERINEA R (KeServiceDescriptorTable) & T £ Windows T R4 KN #
H5 2 3 4> Win32k sys 5 52 H) () Windows USERFIGDIR %5 . 29 WindowsZE F2 85— Uil H — 4
Windows USERMIGDIAR 55, 22 15 () 8 G Ak 55 2% (09 H 1k 42 250728 B8 1) — 95 Windows
USERFAIGDIfR % (117 #% . KeAddSystemServiceTable i £ {#13 Win32k.sys F1H Ath 1 % & WK 5 #2 /-
ATLARIN R R % &R W RAR7EWindows 2000_E %42 T Internet {5 B it % (Internet Information
Services, 11S) , A EHWNFEFT (Spud.sys) 7EINE P ST — N Ini AR 4% 2,
MM HE =—F R B F - ARMBFE. BT Wind2ksys IR % 3% L4, Hfhil i
KeAddSystemServiceTable #% 1l #) ik 55 2 #i [F i} # D1 B KeServiceDescriptorTable ¥ 41 F
KeServiceDescriptorTableShadow$Z# H . Bf T # ORI Win32FR LUk, Windows H 32 75 #§ 4 bff
i R RF

FABITWindowsEETER G, FIK
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¥  Windows Server 2003 SP1#E SABEE S F2#F TiBIIWIn3 2k sysIIAB R &
BEERLUMIHMARS T, FTLL BidFMRERERAOARY REZINGENEGEE
XL RS FRITAEN.

B4 Windows AT 7 iR 557 B R G R 55 70 RIE S T RS ENdILAIF . REDLLAH
NtdILdlI"F AR KL E T S UMb E . HE— #1512 Windows USERFIGDIsk ¥, 7F
RLER T, RIS 7 RIES B HEA User32 dNAIGAi32.dlIFP ST A, ¥ 43 ¥ A Nedlldil.
E3.16 27~ T XHFMEE .

Windows USER#A

Windows R #ZAPI GDI API
Windows | I VWAUSERS
mmgy | WHWiteFile(...) SBEF | comgs(.)
Kernel32.dil | EHNtWriteFile/ | Windows
hEWriteFile | EE¥EMAE HEN
Ntdll$ i Int 2E/ WEA Gdi32.dilag Int 2E/ Windows
NiwriteFile | BEEEAE | zzagEm User32dil| BEEIHEAE | 538
I I, A Pt
m
PN
Egs o) Y ch i
= =,
Nioskml.exes | 8B NtWriteFile/ Ntoskrnl.exe & | {8 HwWindows i/
KiSystemService| SREEGER KiSystemService P2 B o
Ntoskml.exe & &9 FERLIRE/ Win32k.sysH i TR IRIE/
NtWriteFile EENEEE BREADS EEEEBAE

E3.16 RBRMFH &R

EWE3. 165 B @R #], £ T Kemel32.dll P () Windows WriteFile i #1 i8 Fi Ntdll.dll 4 (1)
NtWriteFilepfi #{, /5 NtWriteFilerf 3 AT “i e S LUES | R — RS R & MM, A
AENtWriteFilef) RIS ST & . REMF /K2 (Ntoskml.exe  [IKiSystemService
R AR5V H L IE Nt WriteFile e 4 B8 iZ1/0i% K . %} T Windows USERHIGDIFR ¥, Z% ik
% oy KA Windows-F RZE Al B B4 (Win32k.sys) iR % .

FABH Windows BRIER L, Bk
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o KB BEREMSNTH

L MEE “System” XFF P F) “System Calls/Sec” MAETHELAS, kAl LU LR G %5 14T
Ao BITHRETR, REEEAXRMES, SirAddEATUEERPIMA—DIHEEE; &
“System” Xf%, L “System Calls/Sec” 1H##%, )5 i AddiZH AT LUK izt # a8 n
AF|EFH.

32 XNREHESE

EWAES 25 b B2 2 A, WindowsSEBL 7 — AT SR, LI A IAT ¢ Ll &

AP AR SRR A — S L Z A iU 0] g 22 . AT R A 2 Windows (15 % E 7 2% (object manager),

RISAT RN B DGR . MBR . ORI FERERXS S, X %8 PRES R AN AR A ] Rl A 72

' N RE RS Bt H R E b e — R N S EHEBMETEEEEN T LA EREY)
H 0 — R 5 H bz,

oo R ERWREES

EX—, RREED], 7 LLLRER T I BH 8T 8 5E . XL H |

TREE TR, WERIRRNXLE T HE AN, NiZ5elen 2% — T Ak .

B Winobj (Muwww.sysinternals.com ETF#) RoRTHMMNRERRMETAME. F
Platform SDK ' {2 7 Winobj i) — 4~ Mt & ( {iZ + \Program Files\Microsoft Platform
SDK\Bin\Winnt\Winobj.exe) , {H, & Hwww.sysinternals.comfJWinobj 7~ T & 4 K
W REE (s CHTFOmmEE .. <ofE%, B9 .

B K Bwww.sysinternals.com ¥ P55 # 3 fHandle T R (FEF1FHFNEiL) BRT i
B SAT JF R AR

B  Ohexe (i TWindowsB# i TR T) BrRT —REDCTANOR, HeERiEE
A4 FbRGE A GEIETT .

W Openfiles /queryin 4 (fEWindows XPFHIWindows Server 200341) R T —iffeh ©3T 7T
Ma)H, EEERKRE —PT2RIRELFEETT.

W AREIES 09 handledy 4 BoR T — AU AT PR

FA B WindowsBIER L, F4ik
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W Gt A AR BEAIE TRl iAok i I ) G ERL AR BT U 1) 44 5 ) CLE A B G JRAT R 2 A 2
(1), JEARFT AR EAT 27 o Wl 4FIE1T— F Mwww.sysinternals.com 2 [FJWinObj X %
R LH, JFHA S - FHATRETH, o FE BT

"2 Winllbj - Systems Internals: hitp://vwww. sysintemals com

[le Vew Hep
ETERE & &
=+ NED D3 Car
1 Auchlgme || Archame 2B 0hat shpiFen
] NLS || BaseMamed0 bicts S DbgUikpiPost
—| Dweer || Callback B0k
~ Wi |_] Deace -_;._&m:gﬁﬁr
* o Device | DesDevice: B 0tSrlpePort
+ ] "Windows D ﬂ’fl ) ,
¢ _ ] Session: —' Tt . L ool
1 AP Coniral ] FleSyatem o I
% ) BaseN smedObincls e oDl ML armans ervesannouncek ven
™ JHLS gﬂLfafh.thenhn:a;;rP.;.n
| FilsSatenn ] ObjectTypez %)HEanGuu_sznx:ets_sw
-.u.l ﬁhp{t:'\lpcs | BPC Cortecd b ML achebdut anl
1 Secusty | Sewusity ag Mg
| Calback ] Sessons @ REGISTRY
—J Enownily | Windows Wrsam_SERVICE_STASTED
| Wi (P Selsalommand®on
<] J ¢
Cunmently selected: Y N ' G Ve _

(ERTAT AT WY, OH L AL M1Openfiles /query iy 4 SR i ¥ — Nk 4 “maintain objects
list™ [FIWindows i biads X A i b 8 (0 3 240 15 RL, 1 2 WA SIS IR “ Windows 4> i
Prds™ 0 o OHM Yk, WS AR B Y A5 . W 5% A Openfiles /Local.
‘el fizb S S T O MR . 1 Openfiles /Local ON#34, Rl L& %k L. Eig#
FIWER T3, ORI R SCH L 20 F 51, DL W A2 2. oK Hwww.sysinternals.com (1) i3
FLAT P MHandle T 5L ARANZER AT TF 3 SURES D AE, PRS0 TR — AN B % 9 sh v Kk 194
KIOfE

APGATRIES I BT HbR A 2 B IR R) K

PO Fp 2y JUM . B[RRI AC Al Y 2R 45 e il

Fr X SO 2 PRAT R M - [KBErh, Wi ] LA S C2 4 4 45 4

P — R LR I R A S (RO, AT R LT 28 48 W U 4 4 - PR i)

AN AR R S TR, T R e S BT S, He . SO, o R
) H o, ol T Al 7 AT R 8 £

A BT Windows 2B 1E R &%, E4i
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W RS R R RS R, el — AR RS N e Y SCHERE AR AR BEUE . (Windows Al

POSIX # i BXREMAE S« BUE NS BUR I CIF 4 MfE ) (POSIX i ZIXFHETT) »
BTG RHE SfE (R, B R AN SO TR, LR

R 56 TR IR .

Windows [ A A PR R0 B TR SRR RAZITR . FTiEarEa s, 240 i
TR AR ALE  (LhmBEFRAr PR S, NTEETERS. VO R4, F5%) Prdalixg. Wi
% 1 45 i Windows N B2 S 40 50 R RE A (1)) % 3K on GO -1 A XA i &k A
A RLEEL, AT B AT AR N S ) AR A . N BRSBTS ARG 1), R P A,
PATHN B R R e 2 B Btk FEHATEN RAT (W T M EE N
g, mE37 .

17 0 RO G S5 R A0 15 B, AR el ) R RO BOKR SR I O TR AR T L, A
G M. fEIX WA TAAES, IRATESE D g0 U B s el T4, LRI
A0 | A R b e ) B 5 R o X L, FRATTUK T S R A X %O T 2 15 B[ Windows
(1) 4 Uy o) K LWL P i, fESR8RE R AT TR & A i e IX 15 .

MNaome
HandieCount
ReferenceCount

Type

& T3 S e

R F M M R

RENGSE | Rkee

M3.17 88T ABMRERITENR
AT R

A WindowsFi b 1 RG0S IRAE RGEM AN [F i S0 2 INET & 1N HTRY o AT 4R g
A G AL BRI 1 R G0 TR B 1 CURRUAS (R0 SR Al 8 1) S i «

FA B Windows#REF &7, B4k
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AT A B i — N ER S T R AN SRR I G (4, B R i E
R SRR e ISR e —Eameldnr. s, AT a3+, Windows
1 F2 5 8 Fl Windows I CreateFile sR 3, %R $UZ 4 Windows T RZEDLL Kernel32.dIIH ST
(). 2E4 i T — s iF M5 1k THE LLJE . CreateFile 4 % 3L iR F IR A& () Windows ik 55
NiCreateFile 638 — PMHAT A LRI R .

L 1 R et {8 300 BIRE I (0 S 4 & o] e EL R AT PR32 O A0 0 G & B — 48, 3l /)
—# . Windows T AL M PUTHM S AFHE A ERES, HPIFSRHENN T
iRt g, flan, WindowsH B FHRIGESBRETEE TEBITEN 2 Ef, Mgk
W% MBI TEXM NN AR 2 . B, Windows R4t [ dp 4 E 18 (named pipe)
FUHEAH A5 Cmailslot) , EAT2 @S FEAT RO S 2 _ Loy SR 7787 240, LLnPOSIX,
B R A AR S5 M S FF . POSIXF RS AT AT SRR 5515 b 2Efl, ke KA
FEIFRIAPOSIX AFE b FE . 5 1 A A B8 IF .

T3V T HAT R R AR &, Ll R EMER T el RS L. ERBE0
TR AT R AR BT b, ARAT LUR BB S A7 0 AT X S g Y . BT &
i HLIE 5 H = Windows W B #2501, 77 8] LL{EWindows APIZ % R R B CHA T ER.

i¥ #EWindows 20009, HITHSHELMT 27 RAER, mMEWIndows XPFIWindows
Server 20034, SHILIMT20# (XLEFH—aEEAWindowsi8InT DebugObject #A
KeyedEvent®i®) . EEWNRPHAZHNNEAFHENARENRITEAS, &id
Windows APIZFBEEFIFRIEN. ZHEMNREIEWRNIEF (Driver) . 8% (Device)
FNEEH (EventPair) .

#3.3 RTBLEWindows APIRIHITHER T &

o2 N RSN

FE44E(Symboliclink ) (8] 3&46.5] A — A2 8.2 F &) hLd|

#42 (Process) EEARAEE ), AR T AT AR Rl F e e I3
#42 (Thread) i AE A B 4 — T HAT F AR,

# 3k (Job) FE—20itA2, AR LA, TOAREA SRAHAE A
M4 X (section) £ FAAG—AER (EWindows T &AkAh LHRMR)
XA+ (File) — A~ €47 7 o A KA 1/ Ok 444 5 )

ﬁiﬂé‘*ﬁ#{ﬁccessf“t;qk_é@) — AL A Ao R (221D, APFRRF)
—FHEHFHARE (HEFH, RELET0) ¢9xt &, THA TR FH
& il 4o

fZ5FRA it E, ERS|THERINERS, HTFiERESEFMRPFHE
BAAFEARAIE HERARFFEE

E F4& (Mutex) * A F A 8] — A i 8 — A B AL

#8E (Timer) XA AL B kit he, fde— AR HE

¥ (Event)

1€5¥ (Semaphore)

A B Windows#EEFR &, #E4kk
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A

X A E

Pl RBIZ X

I0% A& (IoCompletion)

& (Key)

1 EAT M AE “T/OMM T AT 40" L PATI 89 —H F ik (A Windows
APLY AAL/OTAHKT)

R R AR MM AP BAENE, BRI R ERENLFE
B, EENtaRETEZTATEY, KTEFAXMTFLMRAE
HEAETEFT RO F A, S R RABRAE—RGHTNIA ML
ff; —ABRaBE & B8 T A Kk hbad e ig

& o35 (WindowStation )

R EST A YW, —AeK/ET (atom) F— R M@ R

R -NROSETIEANRY R, REHNEH -~ EREFEAE,

@ i ESEWindows APIdR, LK (mutant) A ERE mutex) . MERS, LFEHE
FEZ THORE R AETE.
XRG4

IEIE3.18 5 Fn i), A REH — A ZLF— A3 Bk i S L) T 2 % 3k,
mHATRA RIS T e 8RB BB P Sk BN GG — R, %5
FHH AR T NS HEHSMTR LB DR BRI % (type object)
IFFERIT S, X S5 RS B T AN L #0220 3L

R ER
Eop J=E -3
EESi T2
ES | iRmER
SEFiot ohad
Spasinycsdiea) HEHR
Hpan SR
Lk g ﬁi:
BB ECMTE S
Rkl HRSHONE } B
A E R R
BETEE? (B/F)
Fix:
Open, close, delete,
parse, security,
query name

E3.18 MHRAIEH

FA B WindowsRIERZ, F4k
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XY FSLFONIRIE

X B E 8% A HH X Bk P (R AF B0 R B F X LE o gL, AU L ENIIRRL. K347
bR TN B MR
®3.4 HEMTRAEM

R IS
MREEH  RAMRMT LRGSR TLY, MRTAF
%8 & FART — A ERER AT B LA

BT MR A A R, B AT TR AT (2 o FRH S MR8k
W, FeimE ATl A E[null])

BL 3R 4 Pl T B —ANEARAT 40 ) E A Bod 4) Aaed . AT AR IR & F R AL T 3R
AT aMmeritd  RRT “HTF ARG EEAT R ekt
EE—AdARF R, b A EA AT T 186 ikad 645 48 ( %Iiﬁﬁ#}‘é"‘l

4 4

CATAREIR ot g iR
A H— A AR R ﬁﬁ&@%?ﬁﬁﬁ#%iﬁ#iﬁi!#ﬁ&%
31 73t 4k KT — A ABRA LA A R B 8K

FRT XESLLUSN, A SMAT A, I HHAR SR A A R AT IR R R A
Rl — KRB AN R F RN R AR — NPT EAEAT O SR, 3B K
EIROE LIRS, BT LRI AR A X SR R S R B B

AR EHE AR T D5 AR, X e IR 55 AT LLRE N Bk R A7 A B AT
fE, JF HAT UM AR BB )t % b (B, FEeil RS T H 24 i £ 4ma 530 .
R3S HIH T XL A AR %, Windows 1 R S P ) 3 — L6 iR 45 7T 1 45 # Windows/ W ]
PR,

HARILE O R RSGA LR T A A S AR, HE, BMNEFEEE A CKHEE. 4T
TFREHRS . Hln, VORSG N EHI SN REI T eI FRRS, M EfEermaen
AE KRR R T — GBI 55 o SUE IR — AN 1 61 e %00 IR 4% R T RE
0, {HAEXFMEEE SRR, B, HF6h 20 grEEBEmnS5E S 5%
H—THENSRTFENSHESSHRRMER. MH, B8RS MEEEH— N2 RES
K E — R ER SRR, AR TR AR 4 e, X SR FE 85 S F B A ) kb EE
. I TXEENEEREEd, S8, MRS &6 SR oo .

RN BT Windows BRIERF, B4k
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F#3.5 BAIMRAES

I B

% ] K —A 486 AR Bt )

M adeAH—A At ARCIRA—AREOTERAT AR
Biatk REATAxRedesAnsse
Bt  RR-AM RO ESRER o
wEeeM  RE—AARLORPRE -
Fa—ArE A AHRRRS—AKEORT -
§5 3 AR R R $ At B — A S AL AT

HRTR

RSk A A (O T AT (R0 B 20 S50, (LA R B S o] AR D A
i, AR A S, BT AR R, AR L )
R S TR AT R 58 D R B B 900 54 T FF— IR 150 R K (0% S0 O
T I — T 5 T 120 210 U7 A B o A7 T4 BT O P B 0 T 4 A
RS ViR AE, %M AROE T i, 5. ARMAIER (KILR UiRRIE. SR1%%
KUK IR YL 5 — B PR S, RIFHLNGl.

HTHRNAE, MG RO NIRRT, AERRIKS A | A T AT
GRTIMIRYE. SHAILACH AR ARRRR) Kid FIXHHR . WPE3.1957 7%,
A IR A (B WA “Windows 4 ki ™ 15 FRUHAND WikE T
i, R Bt SRR (R R (BT AT R R K AN A A o B T
98 T LLZE D B I R SR B MR R, FLAT e AT AT 887
T ——

G T
— wE
R

~'llII\—.ll-.-----lu—-.wul-’

o

Bt “\
R g i |
1802 [ w3 | R

E3.19 #HEMKMHAFLRE N R

R B WindowsBIER S, F4k
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FIlIH Mavwrw.sysinternals.com 4% JWinobj 1. 1L,

& BN HRAMERTR

i a] LA B IR L 7 X %45 BEAS A W

F I ()%, (FiEtr T Winobj.Z i, 47 7F\ObjectTypes H g, Wl FEFoR:

#, WinObj - Spstems Internals: hitp: / fwww. sysinternals.com

=] ES

Ele Yiew Help
S = EETR e
=R Adagtel g Picki=
| AreName h Calback & Secton
_J HLE b Corticien &} Semaphare
o Dhivves h Detkiop ﬂ SymbohicLnk
_J wienilGisid hDevice igh Thiead
¢ ] Dewce Dwectory h‘_ T et
v ":..“njl:-ws b Diiver igh Token
+ | SEThong Evart k-i. T;.Ipe

+ ) BaseHamedObect:

] RPC Contral

17

) FileSystar h|aCompietion
| ObyectTypes _ Sl

1 Secuily b Eey

| Callback B Bt

_] ErsoeerDils b Padt

ek Process

Kk '/ sitablePast
g windowStalion

et wniGud

Cunertly selected YOt Type:

(e R8s, fReT BLA

AR R

kd= !process 0 0

G HEFE A A B g, kR, TSR Iprocessiin 2

wakd NT ACTIVE PROCESS DUMP =##*

PROCESS Badce6b8

Image: System

sessionid:
DirBase: 00039000 objectTable: el0O01c88

cid: 0004 Ppeb: 00000000 ParentCid: 0000

HandleCount: 474.

none

el

W)

SR I, AT lobjectfin A, HILL FUERON Gk AE b 2 4L

kd> !'object Badceb68
Object: BadceBBE Type:

HandleCount: 2

L.

(Badcecal) Process
objectHeader: Badcef50
PointerCount: &9

S, 1SS A T A TR §i 0% 18 O 1-HERR24) P . B a2 el Bl

i % k.

kd> dt _object_header Badceb50

nt!_OBIECT_HEADER
+0x000 PointercCount
+0x004 HandleCount
+0x004 NextToFree
+0x008 Type
+0x00c NameInfoOffset
+0x00d HandleInfooffset
+0x00e QuotaInfooffset

79

1 2

: 0x00000002
: OxBadcecal
0"
0

D LI

FA BT Windows#R1EFE L, F4M
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+0x00f Flags : Ox22 "M
+0x010 objectCreateInfo : Ox80545620
+0x010 quotaslockCharged : OxB0545620
+0x014 SecuritybDescriptor : Oxel0001dc
+0x018 Body : _QUAD

HAE, WX SCKEARE M Typetdh, fRa] LI B RPN BER G Hthk, #—PHT
THT f) 6y 4 7T LA 0 SRR T ) B 45 4 -

kd> dtr _object_type Badcecal
ntd11!_OBIECT_TYPE

+0x000 Mutex : _ERESOURCE

+0x038 TypeList i _LIST_ENTRY [ Ox8ad4cecd8 - Ox8adcecd8 ]
+0x040 Name i _UNICODE_STRING “Process”

+0x048 pefaultobject : (null)

+0x04c Index : 5

+0x050 TotalNumberofobjects : Ox30
+0x054 TotalnumberofHandles : Oxlb4
+0x058 HighwaterNumberofobjects : Ox3f
+0x05¢c HighwaterNumberofHandles : Ox1b8

+0x060 TypeInfo ! _OBIECT_TYPE_INITIALIZER
+0x0ac Key 1 Ox636fF7250
+0x0b0 ObjectLocks : [4] _ERESOURCE

Lt g SR ARG E TR R LR, 0 T IXARRES R E S
¥, LURSXR KA BRI SRR H . TypelnfolsifRA7 T —ANREE, 43541 Fiis a3
PR AT T 3 T %0 S KRBT A W R 82 SRR, LU 4138 i S 3670 B 5 3 (K 4%
£t

kd> dt _object_type_initializer 8adcecal+60
ntdl1! _OBJECT_TYPE_INITIALIZER
+0x000 Length i Ox4c
+0x002 usepefaultobject : 0 '
+0x003 caseInsensitive : Q0 '’
+0x004 InvalidAttributes : Oxb0
+0x008 GenericMapping ! _GENERIC_MAPPING
+0x018 validAccessMask : Ox1fOfff
+0x01lc SecurityReguired : Ox1 '’
+0x01d maintainHandleCount : 0 '
+0x0le MaintainTypeList : 0 "'
+0x020 PoolType : 0 ( NonPagedPool )
+0x024 pefaultPagedproolcharge : 0x1000
+0x028 pefaultNonPagedPoolCharge : 0x288

+0x02¢ DumpProcedure : (null)

+0x030 openProcedure : (null)

+0x034 CloseProcedure v (pull)

+0%x038 DeleteProcedure : Ox805abeGe nt!PspProcessDelete+0
+0x03c ParseProcedure : (null) _

+0x040 SecurityProcedure : Ox805cf682 nt!SepefaultobjectMethod+0

+0x044 QueryNameProcedure : (null)
+0x048 OkayToCloseProcedure : (null)

FEA BT Windows BB IEF &7, E4Mk



32 XWHREEHFE <« 133

AP R FARERARE NG, KA S H AR IF B IR IMEM A RN R AR .
SR, BT SR L g M s 9 B A A 95 B3 i Windows APTIFE 2 i ML . 3.6
ik TR R PRI ATRTE.
+#3.6 XETRHENE

R A &

EEEL HAP KA 83T o9 L4k ( “process” . “event” . “port” ¥¥)
ek T T XA KA 692 R A MR T 6915 £ 4F 48 T 49 A -+ 5 AL

BEIA ) B 3R BOAMEAR BB T Jo R ) T A A iAol A A fl

ﬁl‘ﬁl%i‘ H—AHATFEN N E ARG TRl KRl £R ( “g” |

“HT O, sekgb” | c“HR” FF)
AOFrid A A ERFR (iE, B, A7) PR T ZLAENFER

i A i (9] AR PR 6 B B K £ o ] 4R 5 £ 2

B WAT A EHATTAUAFHEIFXL YR

ik BNt geyiaeRE s b, TR asAAN—A 84 %40
A2

Rl A — A2 T Windows W IR Rl Wi bE, E4RM2, —MERE T SH LA ZM
— RS —FARES, ATTTIE R D HAAT i FR M ) . — AN ERFE T LARHRAT A () e
BERE . BGFE. XMF. FHF. RS R, HRERENSNRETRE. R R SR
[l . —AMBREBEFRICHFND, MRTENSEERCE T PMNBRASREN SR, X2
—FrNEXR, AR “YRIRQLAIFL” A pig S HIb R AR AR % .

NRITE

RIOHRE—AN A, BIrik, Rd—d N MEIREM RN, &P U T Cr+ Rt E
FORIYT 4 oR B ——1 — /X BB G B B SRR B Zh i M A I VRS . XS A HE 28 B T IX A I8
A, e AT LR HA K ST IRA - DRI A E, B AFT I — 8 1 5
PN, REGALEARZE IR LR RN . A5 SR e TiXee ik,
MR EX SRR AL, K ERR T — N R AR A .

A APATHRHA QR T MR RRT QAR B el LA R E T M A E A
. Bk, MRERRLEMMERAXLEEGMERTS, FLe XS LRAxesys
5, BFRE TR MERERE LKAy 2 6 D i (0% 1 F X 2y ik . R S 5 38
SR AR TR

A B WindowsBrERZ, #4/%
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#:3.7 MRAE

7 IR A A IEA

Open & —Axf 8] AR AT e et R
Close | G — A3t R A K A B AR
Delete 2R R E T EMIER — A2 F 20T

b — A ALK R E— AL F AT B3R (Hdo—MLHHR) 8
Query name 2 #hng

Parse 53t RF B L —NBLF Tk —rt R |
| 4 —AEFRREA AL AR Ok X £ ) ARNES T ZH TR
Security e

AREFRBCE MR RN, 52 Hopen ik M BB R aE T
FIRf %, ksl A, R, KA MW %FEA (Windowstation (B M¥5) ) LT
Open/7iZ. Windowstation¥f % B A FRE 4 Open ik, iXFf, Wind2ksysfeis 5 “ ol 4
SEATRIE” WL ER RN

Close &1 HERI T RIEVO R St . VO FE3E b S0 S AR M — M Close 7 i,
R GE B Y KA — A R AR st 2 IR Close Jy i . Close i i se i &, &H—
FIETER M Z SO AR R FE B B T T H TS0 3¢ B v R e a8, tn 447 K 58 K
B, W EERIZEEET. KB SRS N SR I BB BT A SE B V% S )

MNREHBENNLFFPREE— RS R LET, 2~ Delete ik, W% kLt
M rrE. B, NEEESR N AF N LA — MDelete /riE, B BIMIL A TEX FiE
R EETE . "EEEMBR — DN R LUAT, tSKHE—F 7 B 38 % N A X BT 4 BE I
AT A S ER L5 B8 L BBk 1. [RIFE, XTSRRI ik H CEUXTR LI, FAER TH
FPEBER N LAE BT X HAb 2R 3T B I Delete 7 i AR 52 FR IS AR T e

Parse /7% (CRIULTFQuery name 7ik) FLVFR ST H AHE B R — N R M9 FEHIBAS 45— A
MIRRI SE R, MRERA DN RFETHREERL FEAZIME. Y588
BRI RATRA R, DREENERS RPN KB T Parse AN %, MLEH
HRERELE . S H R A Parse 7%, K 24 11 7E 2 100 X 5 42 BRI T 430 4015 138 45
Ee B TNREHEBOZ T ML, EWindowsPEF AN G FA0: FEME L F 6L
FRG A TAME . TMELFEEACEE BTN, XM RS 72 @0 R YO% 14 58
XA RGP FEA (RTREEHBHELELR, HBAESSE, X Tro%
BEGSFISCHF RGLWENRESF, S WBIR) .

FA BT WindowsBIEEL, E4k
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itm, 25— T 4 A\Device\FloppyOidocs\resume.doc (¥ SO B AW IS, R84
H 2% E AT, HEBIFA T 4 AFloppy0f) it &M% .. EHBZM B4 — KB Parse
JiZ, TREEBERE, SS9 EERENNE AR &80 (FEEE 1P, BF
FF #i\docs\resume.doc) &I T . B &I B Parse frik & —PMVOBIFE, HAVOFHEBE LT
WRIMGER, FHAEFEMT — A Parse k. VOEH M ParsePIFRZEZ LT/ E, HH
MEEREEB LR HRE, ZXHRESRIBE He 0, HBITH .

Security AL RVORFMF K 7775, ©RUL FParse ik, — BN - MREAEHE AR A
EMLER TR X 2 aE i, ZTNEMSBRA X225 B0 1 30
MBREAFN, FAZEERBRAMEHENRBN, MARENES. Fik, LAERAHVO
REAREHRBIZ2ELE, FERENEH kalF T E .

X RORFHIZDAR

A HEREREAFCREVR AT g, SRR MU, LU ik
Uil iz B B AR ) — R, EHEHBEEH SR RN SRS, FANREH
a A ARG A RRE O R, M EERE) B brxd S SRRt mT CAZE SLY BN 2, ol ek g R R I
JACKIRB AN,  (BEKGIEH fECreateProcessiff F P {5 & T A& AN bR &, 3FH— MO
CHBARIC N AT AR, BERT DURAE %) b B8R B B EEA TRR S, AT LA #E /5 38 i Windows
ffiSetHandlelnformation K B . ) B#E M 57— N AW (2 1 Windows
() DuplicateHandle R %0 .

A MR P R AR A — M RLLHT,  BAUEIE — AN R0 %A 21 .
(AR YES R TWHF AR — AL, Bltn, CHiPascal (AR HABKIES) BITHE
SACCATFHF IO B RO WEIR [F1 45 N FTREFF o ) 4 BT () 2R 4 8 AR g 4 . X — 2 (ml et
EHNARFAHERES REBIREHITRHET .

E AITRAHMEEFERDRFATLUEEGEHR, BAENETERZERAT, By

RERTROMNREN. 7AW, ENEARRBERECEFEAR—IRT, Bz

MEZFHREGIATE, IHEENERE, ENEERZNSNTRIERSERKE (55
ROMTS, ABRLARHEN “HREHEL" - .

HEAFERM 7B i B, BT NN ERRLSL, A, 3
TF MR SR BT DR o IXARUPE B AT RUH — AN — DR T BN &, RSO
ENIRR. B2, MEFRBEM L AR RN, UERB— /RIS, iX
R, X B B N TG0 A — A AT R B S P BB, BB E
RERERE RVFE R FHITHTIRHR{E.

TN BT Windows£R1ER %, E4i%
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Tk . BELITFOER

AT A, R TR RS AT I H A E s AT TR (i View,
Lower Pane View, #8Ji S iiHandles) . SREHTTT AP, &f — F#ErICmd.exe
R AR . PRI IZ ] LR B AN TR AR TR T a0 H i, M ETH R EC,

BEig SR ESLIE IVAEA TRTN I
% Process Explorer - Sysinternals: v.r\-.rw.sysinternﬁi_.[ﬁ.I F.f'rgl-[i.
Ede Optons Yew Process Find Hardle telp
@ 9 9@y F R Hd

Process FID CPU  Private By,  User Na ~
= ati2 o axa 1568 364K MNTAUTH
—CemExac exe 200 15076 K NT AUTH

il cmd exe 2232 2,336 £ BIGDAVID
csrss axe 1292 1B E NT AUTH
— DPCs nja oK

f explorer exe 4016 7.56 168.024 K BIGDAVIL +

{ »>

|

Type ~ MHame

Deskiop Detault

Direclory \Windows

Directony \BaseNamedObjects
Directory \EnownDils

Evant \BaseNamedObjects\userenv. User Profile setup event

File \Dts

T >

<
CPU Usage: 13.21% Commit Charge: 27.61% Processes: 55

A F R ARICD A A0 T H s, I ARERR T BB LA, 5K
8 H R AR T TN AR AT T, SR ET AT H SR ORI IR T
25 R AT (e, T O AR N S R R . NS S () B () R T DG B S
Options, ¥ #4ifiDifference Highlight Duration A HEFT U $£.

SRS T 92 4 AR R (0 D08 SRR b, A6 P R B B Bl iR R 3. B, R
AR IEAER AR, T4, L R A PR SR A ) Ak T AR PR LA R A
SR TIT T, AR AT M e A IR ST LA B AL B ) )l (1 o

FAEHFWindows R IEFR T, TR
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M www.sysinternals.com¥} a4 {THandle T &, {RLA] LB /RnaIWi&. Flin, R0 CLHER
#l, Bl FHandlens 4 93840 3 8o 7 7R 23R R0 H SR Z AT 2 5 Cmd.exei#E 72 f AR F A 0L

C:\>handle -p cmd.exe
Handle v2.2
Copyright (C) 1997-2004 mark Russinovich
Sysinternals - www.sysinternals.com
cmd.exe pid: 3184 BIGDAVID\dsoloman
b0: File C:h,
C:\>cd windows
C:\WINDOWS>handle -p cmd.exe

cmd. exe pid: 3184 BIGDAVIDA\dsolomon
b4: File C\WINDOWS

MBEAFR ARG, R SEEAXNEEER (andle table) %R, HAT AR
(EPROCESS) #t (HEBFTHN#) b —MUSRARNOHWE. B MOMHET R4,
B, UK. — MR AWRLE T T CBOZE R Bt B a5, )
WRBIVLITT AR — D245, 20T x86 P9 779 BE 8 7T ST L0 M A2 F00 it ik 0400 B0 M o1k (5
B AR RS A EIT 16 000 000N (X Fr86RAED S HNESHY, E5 N
HBIE)

fEWindows 2000, 4—MEBBEIEKIN %, HRSHEENE T OMENRSESH,
Hpad Tiem bR EZ&Migt: At ai THHE, RFEa8 THE M FamEng
HEA: BT ERE, HPEETH A FOME. E3.208 7% T Windows 2000521
KMIE5H . EWindows 2000, 3 G B B 284 — M08 AR (RHE24 00 B B = D8I, 43 5l
FINFMEBE=EEWNE—ZP. £ Windows XPHMWindows Server 20031, N BEK/EH
AR A R QU R GRS ACAT, T BB 2 40 AR 75 T 4 B RUER I . 75 Windows 2000
. TR 512557 o] R B R IAHI ALY ; 1 ZEWindows XPHRIWindows Server 20031, 4]
WEPEEHRMA L E F T RIUE— MRS 0, R0 —10 T s i,
B, X Fx86RGL, —TR4096FY, BRU—MNRKRIAN A (8FT) , B3512, FR
1, Pk, BEZEOWHEPRILES1IARTA. £ Windows XPHWindows Server 2003, o
AR EE T — IR KA 10 TR, Ll FAMENSERE T 45 E%E TS
b ST AN BB AR E B K

FA B WindowsBIERE, FaM
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g 0

—

=

255
mEEEEH

255

FRWE

255
HE EiEE

E3.20 Windows 20002 R &R B4

ﬁggiﬁ:ﬂ%ﬁgﬁﬁmﬁﬁ

'E www.sysinternals.com/windowsinternals.shtml AT 7 Testimitfy —/NZhEEEIH, ATLAA

Wit 4T FF — X R, BEAREFRIIITE B AR A 1. f7a] LA 2R Rk e IR R

b, ARSI AN BRI RE NS A A b oA, BrARTER

IE— AR P BE G2 A d B BUR RN LART, IRES B MU TR AT THEERT

o LTG0, IR T I R IR

1. MR %A s AL F e Tesdimitzip 3CfF, H B EMESE—NHF .

2. ZiTIHMEEL, midiView, #RJ5 mitiSystem Information. HE & ¥ 71 P A7 ith i 28T K
IR (E O T Bori R o) o/, SZiEx g fEE BT EHAE, DIERT
LA 1) P9 B MR {8 S0 fF Ntoskmlexe IFF 5 ) o ibiIX-—R4ifs B BoR o DR FEFHZIT, LIEY
PRIZ AT TestlimitFe )7 15 7] LLE B A 77 it i AF FR A5 . -

3. fIFF—AdpL e,

4. iziTTestlimitf2 /7, 37T “-h” FX (RAE SR, HFTEHA “testlimit —h” BI7]) o STestlimit
AEEFIT I FaIme, Ellas B i eEaei el 258, wRizEH/ 1 T16
KA, Mo, PREMFIRAERE OO IRFERECH, ATRECERe T B A fFi.

5. KHMARRE D, XS R Testimit R, MM XEHFTHE CITFHIE.

A BT WindowsHIEFR L5, F4ik
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WE3 21w, Ex86RS L, SRR — N2 32005 R 4 —MEr R
feEr (LLR—UEskrE) , DURHEVFRI 0 RS, fre4(y RE L, MR EwK: —
Modfigstigm At %k, CLR—P320005 BHEIE (CHSER 43 v FERS) .

fEWindows 2000k, #E— 326 REE T — e FELFRERI MR . BAXR
SRR TR A, B LK AN A f (I3 o] AR T Bt A fhr i 6 . ZRI0K AT LAAE
—H8. X RERBEE MU IR — DRI B, SRR R R D S8 R T
EUA BT R SRR R AL A R 3 AR AR, B SRR &AL 224 B R (ATEA
{RIE it it 82 BF0x80000000, BMEZESTHF [RGB ISR RE L) o Et, A
RINB MR T i, X REEB T LR ZEAA00PRE, MESEF —ARMpLES, 4%
BRSO E ZAL, ANifR BNZN &M IEEHE. RE SRR — N R el E
KA—ANCHMGMN, NREERBAGTEAH 58N EEACENOWRE, izt
FIEEA L) REBF . £ Windows XPHIWindows Server 2003+, W &iREFMEA A BB, Bk
fEWindows 20007 AT TR bR, IAEMAFIOE U I FE RS oh — AR AE I A .

% B A T
BE-2 55
I— 2t |_F R EHRTERI R P

18 ) 3 @ Sk 4R §T Al L|P

e S

2ot
E3.21 RWEIRAILEN
BAMRERA T A E RS AT RHZON. B oA R RS AL, hEt R, T
I T iR A ) F R R T oI LI eI AR A i A0 U1, 1F AT & 2242 3
T, AR Gk A BE AT LATE AR 4 O 2 i AR s, R 9T LU JS il it Set HandleInformation iR 4
KAE GX—hpE e aT LU WindowsH) Set Handlelnformation R BORIE ) - BEAHERWHT
KPZAT B R RAZ = — B U B OX 458 36 B 4 R 88 25 Windows—— R 5 45 7 38
NAENBERZARE) -
RO R R W B FE P H 5 B T — S AN N i1k A P R 3 B A2 1 1] A 3 2 404
XA LU E R AZ R R (7 A BBFR A ObpKernelHandleTable) HEIEGK I, %& D H
AR BEE AT A o] Ui, B L RFEER —PDHENFET. XEwRE, — A
B U R BORT CAFEARAo] — AN R AR b 5 | FX S a) 8, MIASBEUT MR W .

FA BT WindowstEfEE &7, E4kk
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f!;?
g

MR IEE BN SR R E R, e e ER RN AR R, el
#, FEm A &AW RS ARRE T E A F0x80000000. fEWindows 20004, WIGRERE—
gk SE AT BRI, (BR{EWindows XPHIWindows Server 20039, WA % &) 44 % th ik A i

SystemiEFE FI BJ A K

K. MARZAABEREFUHE

W% A28 1 handledn 5 1 — 2 31
Thandle <a1dg& 3]s <dffs> <it4Eid>

B, AEEIIEH T OMRRR ORI (EERESSHENAN) . B MR EE
514, | ANKHS, WKIbEHE. Fli, %A “thandle 4” B B SRR S — N

{RAT LA — AR AR E R &, A0k R @R Omm b E R, MR ERS
WIEAN (AN CERKN) , F28EBR 52O A KNG R. THMa
2 57 TFRIDA0x408 T HERE M AR R I A 1 (5 B .

kd> !'handle O 7 408

processor number 0

searching for Process with Cid == 408

PROCESS 865f0790 sessionId: 0 Cid: 0408 peb: 7ffdf000 parentcid: 0ldc
DirBase: 04fd3000 oObjectTable: 856ca888 TableSize: 21.
Image: 1386kd.exe

Handle Table at e2125000 with 21 Entries in use
0000: free handle
0004: oObject: e20da2e0 GrantedAccess: 000f001f
Object: e20da2e0 Type: (81491b80) Section
ObjectHeader: e20daZcB
HandleCount: 1 PointerCount: 1

0008: object: 80b13330 GrantedAccess: 00100003 object: 80b13330 Type: (81495100) Event
ObjectHeader: B80b13318
HandleCount: 1 PointerCount: 1

WREZEMH

ARFTIT— ORI R, A2 B 45 2RI B R IREUE S . R IR T Schrt s &
TigviE, EGAERITERE, BARRKRESB/E MR, R, ERITEAS, 59—
HFRERE — X B ECE T H—ME R O X R A RIHERT, 120500 20 45 5 — 2 AR 8 RO 8] 4T
BR (desired access rights) , Wi, EIFEMEREZNS. SEETLIK —4i&EH TR
AR S AERMET BB (et SRAT) . AT LU a4 B A o B 2K B T 15 BT AN IR 4

FABHT WindowstBIERE &, FE4ik
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BT AR . @ilhn, — AR al BUE RO — A SO ST MR EE B N v ) . AU, et
Al DABE K e H R B A 2 L — PR 2L

M—AMERTH— SR, HSERR ARSI AEMNEE (security reference
monitor) , XRZAREMAREAT S, T H, SREEIE ZHFHER AU MR
I E .. B4 RS RIIXN R L SMATT R & 2zt gk 1y 2881, g
FEVFRE, I SRR [ —HAEF B 19 4UBR (granted access rights) , fLIT %M FEFE)X
SRR, RIS, A5 P 3SR X R RAF AR E BT RN R RO . £ TR ERGE W5
EHERT LAV R LEXT B 1), 165 LS8 E.

ZJa, KR 2R3 R ) SRR S0 F it A T, X S IR AR T DURI Z L2 18 FH T &
R4S BB 3 AL, RIS H RS 20X — 4 fA 68 T A o O EVF U i) SRR . B, SR EH &
FAEVIE—PNAFEXNR, BZEHEHE MRS e S8, WZRE S KM

XRREH (Object Retention)

MBEAMFRAY: FRHAKAR. KEHTLEENY, R, eENRgadmid
BYAREE, AAAFENERSERMIE. AAXNRS -HEME, DRSS
BNk, BN KBBERENE, AN FRMAMA— PRI 0TI
SARTFN (object retention) (), BN HA BRI AR PINHE, ASEHTN], TEH
ML E RSB ENIMER. B ME P RAHEREE B — N LT e B F—MER
AR, BrEL, SRS LURA S IR £ O MR EEMET Mg, HEF
WRLEHERZ IEAE VT ). BRERIX et RO SEE X SR h A — 84 XS R Bl AR R
KEMMBRIF S B PIBFRABHRRFD (name retention) , ERZ— ML COH W
HIE B SISO~ NHRRITH — D RO, W REREMSH 262G RS
M AT R N1 . MIXLEH AT 5E it g, I XA T IR aEramnt, waegs
RN SATR R o AT AW 5088 . MiZ0H BBl a %, MREEBRMNTHLRETE
AR BR 2 B2 RR . IXPEMBRLUS, T DUE B EERE I 4T FT 48 1% 00 S A0 ) .

SCHIN SORFF IR B, LU EAAMNEE, SRR EAS (WRR,
BB . FOYERAE RGBS HE L T T A R AWk U IR R, BTLl, W ReFE a0
BILK MECKLRERZHRBENE T 20400 S 55 . MU EROE— A5 ML R 15
i, EMesEl N HTEN 205 BiHE (reference count) : AR AR T %
faEtiy, BT A SE B LUERZ RIS . YRGS AT RANE, T
KW ZSI VR, PR, AT EGR R R, EWAEET L TR
RSN BORBE, U RTINS XA RSN it — 5419, % JUDDK3CRY o
HJObReferenceObject ByPointer M1ObDereferenceObject i ¥ ) .

FABFWindowsBER &%, B4k
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EI3.22 875 T EEAH PR FEMN R . #RATHFT B A9, @EBHEIITIT T
XA M H, BRI NSRRGSR T . Bk, IRV ECNS.
PrEl, BREFEARIBARCH 74505 — PSRN, BT HENRREFE, B
HEMSIHTHEO . R, HEREBICH TS AN SRR, 1200 SOR R

i,
i Ttk 6]
Gk
] i kT L SLSoE
— s | HandleCount=2
| I Hiit
DuplicateHandle
¥R
L I
a1 R L 15555 1
HandleCount=1
ReferenceCount=1

E3.22 A5

ATCL, B — X SR 0 ESATTF RV B1A T0, 0 R o aT ae R 2 A
B3, RPTHRERGMAREMNZN S B2, 43R BI08 0 E, S msms
RSO NGRS ]

HTXRRF A TAET L, — NN HFEF A F W SRS — N CH TR, Higme
P&, AT LR ZA R TR FRANAEAE . REF RSN ARFAE THAD
B M UMERERE, WA EF ML AR IEEFEH — A RN 5 — PR AR L
MBS 7zt S B, — A HERERTRERIER T 58 bR, L ETEREEIIT S, REMTE
SEERSCH T FR ISR AR . RO R R E E Y A RIS TSR, FTLLT 4
TR ZHENRAGIH. AE 45 GEEER T RIS, X884 &
BRI H R, REHE M.

FAFEFT WindowsLEfER &, B4l
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HRICH

ZUHI0K C(resource accounting) , WIFEX B4R+ —H, S RUMAZERKXRIEFED.
— AN EM ST BERY TR HRIEEMR EHIR. cthRH, bERTERAET
EXT R AT A AR, 29— SR BN S R TS BIo BT R, AR A RN 2
(IR EFE I %A P f AR IR IX ey T HAE T .

VFEBIERSTH T ESIARS (quota system) FRPEFIMFREN RAETFIEA VA .. SR,
LEREAR EasinryBC @ se R A 2 A B 4R, F H, BERACHr B e B R R
ik, $lim, EALEERS S, VOHM T GEL 103 B i f Nt 2 By B 47 FF B0 U R S i
i AR A el e PR — N MR R AT Re oy BC Y A TR 8 IEFE T e S PRI N P R
AeGUE AT RE M M E A AN B O, s RS — MR A S SRERA S A
B KAH . BRAF R G050 R FE A [5) () by R B RN S I % 2 PR 71 8

S, Windows i SUEER RS T — M0 R SE B VIR C e . AN B Sk E A
T—MWABREATERR (quota charge) MIEHE, HAILRT H— M HBEHLEIT T — B M iz
SHVEIRNES, 0 SR TR 28 MAZE R TE 0 T R/ E AR T R A B B B RS iz E B b

WindowsH (RN HEFE BRFR (m] — MACEEHE S ), Ko 7% fEfrAE 8 vl $ iAot
SO B RO PR BHE R 20T (FEN AR 3% hii \dt nt!_EPROCESS_QUOTA_ENTRY ik
ATLLE BRSO ED o IXERHEA N0 (FRRTHBED , HEEidEduEmRETLLE
#rEE e (Z WHKLM\System\CurrentControlSet\Session Manager\Memory Management F [ 1
NonPagedPoolQuota . PagedPoolQuotafIPagingFileQuota) . iEER, — /B SiEPHH#
FEIL R R PR B (AR SO T EB—F ST IR — B A O R Eithm
BEFE) .

MR2FR

EOR RN, —NEEMEELE, HLERI RN RS KRB ICRIX e,
M RE AR ER LT S B LME B R B — .

W R LK A R 8 S 1 % S A ik
B MR ERIRE M S i

REARTAN SR GE, BT RAT UGB . XA ZHRERLFHRAERE I —
Fhi T —— RS X T POV LA PR, MR — SR TE) WA fr . MM, 34
TR PR EIARROE M RGN ZEOE AERK, PRAFHRE 0t

R, WATLUE N R ZAFRREL . RN S BIGERORTEE N R, AT ATHEHRAS R
A2 FRE AT LR B E .

RN BT WindowsRIER S, FIK



144 » FH3E RENF

R AT AL = AR, B AR Z A EN 8. TR R4 72 R 22
JAM, R F R R AT A AT LM, BRI - AXR, 3 HRENARINE 4L
R4 F AR, 8 AR FT TP SR R I ik B R e % B 1A FREE AT LA B - MR W)
Z RIS, R AR ATELLZF T FOE, WERQEE A D hERELK.

ATHRENE, NEREEBIFARERRHANMEA — M SRR EE RIS R AR,
R, TREMMER FAER -2 B—MERES - HEGE— xR,
MNREHBELEFHIARAMERNRRL FE P LA, BhBEREER, URIEERR[RE TS
R EFRIFAFE. BoFHRE, Y NERITH AW, B Maamxtgss, s
FERBERZAN, REZNE, REHRMEER MR, i, WAEERLY
WRGI HIZN S SR DERAN R, HREEZLFEAEEEONERRNRE, BE
TRE R NEARUBENIER . R0 T 3 FPOSIX B HoAt {8 F /NG U SO 4 3R

AR AT TR R e T S KB . K38 T 7EATH K Windows R 48 _HHIBEHR
BRI MR HENT S H &, DR R U TN SRR E X EH R T . eI EH R
#1, HA\BaseNamedObjectsHNGLOBAL?? (¥EWindows 2000 &\??) xFFF A #EF2 0 Y

(ZURATERME “iEHTFT0” BorTbRBELHNER) .

RAE N R, B, 5. TEFREREE, LURANFRIXEEAR N REE
A RFHER T NRERT, FrLL, X0 R R BB GEA R 2R, e
TIRAFRB AN R X —FREEMRE T R AR 55 L ERE, UEASSHARR
BRRRAERR (R, a] LE R A B R @0 2 FAE A8 .

F#3.8 HAMKRER

B F FRiFHE 3 B F R HEY

‘fﬁ?;"?? (#Windows 2000 s 0sit4-4 (\DosDevices— /i §st e % eoH $442 )
\BaseNamedObjects ERFH. B, 5 F, THFHHETIHSPAFE L
\Callback = A &

\Device - it &

\Driver L EaRAR |

\FileSystem KA RGBS R RPN BRETE
\KnownDlls e4DLL (£ BHFHR S AGHMNDLL) A AR S Ml iz
\NIs Euk gt B K38 T LR R A AR LR

\ObjectTypes - A ERAREH LA

\RPC Control i it 4% 3 f (-RPCJ Fir4# R ﬁﬁs,#, ot

FA B WindowsiEIE K &7, F4Amk
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e
B # FR{EHE T R B FHIEE
\Security o 5%%‘?‘@*&#59‘:@1*}%@*? - _
.\:ﬁ-i_hdows Windows T # #2693 0 fo &y 0 35

SR AFAA T SR (s, HI T i SRR F AR A AR RS K
B AEA RN, (RS IR AN AT WL . SR, S R AR 2 PR VA AT T e
Y ] JAR PSR A 4t g, @it ML T S0 SRS VO BEEE, H ) SUE 2R M L fiE
J.I‘#s}ﬂm:afﬂﬂ’i'-l- ERAT TS ue RSP S, PR PR A R (parse)
Jrid, EAFTHVOR PSS ATHL S EIBUIR K, JF HORp e sl ey — A s o [ 48, IX ML IS
SE 1) B8 0 o] P RR £ S ] SOPE SRR - ZEFE Windows REE_E RS 85 AU F & A &7
S5 A R BERSHIVOFT BEES,  LAEIR BIRT IR SCPEXT %, JF HARAS ML R 2 i 1] 2

KK EFERANGENR

F| FHwww.sysinternals.comif]Winobj T 1, 5 a] LA I A48 T2 EAR SN £, I8
fTWinobj.ext, Jf H i \BaseNamedObjects, 1 P& JiT7::

o winlbj - Syttemt Internaly: hitp: //www_ syzinternals. com

o DR 0ZEER

o DSheedriesn IERS

Dt dimeibop

Dol paded

EVENT_MSOTC_STaRTiNG

o [ rplored 2Shelid utes,

GOA ESEMT Peibemance Diats Schema Vermon 15
Goll ESENT Perlosmance D sla SchemaVerwan 15

Guemd5 emmimblobalPrg niol waid
HPhgE i vend

- 4

A o S W E AT . e i PR AR TR SRR
SRS EN AT RIS a P N TS S RS
WAEIX (Windows SCIFBU %) B G oas o 705 s
s QUSRI )

SRR B OB S
5 B A P b 75 ot Ak

RN Windows HBIER S, B4
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HEEFR AR HFN R GE I 8RR E R 4 S 0 F B O RS SR
b H FAREHLL, SaEE TN RN AR, BRI AR R R, MR ERX
LU T BB LG BUMER X LR R 2 HE R AR EIZEXN S4B R R EEERHE
X S FR A sk i o N AR AT, SRS DRI A X R AR B4 P R . R iR 2
WA (CRFESAT A MBS AR . BRI EAKE (hnF R85 ,
HET L EEN R B R, FHEHPAESR. Flw, VOFEECIRT 4 8\ DevicelIXT &
B3, HPEETEMURIOREHXBRMBR.

SR TEHLRENCHRE (Fli, FENTFSHIELUNIXRZ ) b, @ik 755
%, Mot — A XHasa —MHRSA, SERERMER, S50 EHERE RGHIE K
A IAFRSCFERE Hx G RS, &Mk P St s — A o trad { b
HIN AR ET 2, BAVER PR ZE R H a5 68— el AR B a8 SRz

MNREFRELINT — PN TFSEEN R (symbolic link object) HIRTH, &5 HAITh S
BT 2 B AR FRAE H AT B 44 2 (A] R BT M 4 F —#F . FF 5 8 T DL IR ZE N B 48 P17 8 RO
by . HEAESIHT IR SHEMNRH RN, MRERBRHEONRELT20HE,
ERFNZHFTHENR. CROEAFTSRE, HARI PR SBEANTHE. RE
CHEFFRERATEE.

PATE A S RN RE— DR AT, fERMS-DOS KU 11 & 2 B ¥ Windows I #f
W A4 BT . ZEWindowsH, Hi P {EHIEWA: . B:. C:IXHER) 2 PR35 | FE 440 Rl 7 R 5h 28,
LLRAEHICOML. COM2FEXFFIAFROR S H34T i H . Windows T R ZUHHX L7 S X &
BERREERBNLFLERS, M EITZERZ R M4 REHE: #EWindows 2000 EE 1]
AR E R, EWindows XPRIWindows Server 2003 {7 F\Global??H & F .

FERFTE

Windows NTH¥) %50t g, HMMER, BIRE— " HATLLEES ST RF R
gich, LAEM TN EEANHEF, R4ERETERN—1%H . Z£Windows 2000 Server
F 5N T WindowsZ ik %, LLEFEWindows XPHg| A THREE LG, XSy
£ TR, RS ERBN L LT AN G TRE Y RAETL, USTHENRP CeTEIF
e M iERPIEE, &1 .

FABEH WindowsBIER &, F4
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A EREEHESE LMHEF ALY 2 /A FE S (global namespace) , It 8E T4 8]
BN TEREY] . FHISTEEA LR %S TR - M RAUE, RIERE TS
6] Clocal namespace) . {E44 7230 J& T8 418 B R 4 FE\DosDevices. \Windows#H1
\BaseNamedObjects . #4577 [6] o [a] #f A8 - B RCMOL A48 I, IX#Oh 2 72 H) L FliE . sE
Bl tb\DosDevices 2 f&, 4~/ #77 °] B A AR 48 3R 20 88 £ 5,  BLAZAS[E 19 Windows
ME (FWHBITHO%) o /£ Windows 20001, 4 EM\DosDevices H F#i fir & 4\77, & &
\DosDevices ¥ ‘5 4% F7 45 4 1 Fl 3¢ i J= #\DosDevices H 7 I & % 4 i i % 38 2145 () 215
IDKARIRE . fEWindows XPRLAJS FIRRA b, 4 fi\DosDevices H R ¥ £ H\Global??, &
72\DosDevices 7 5 5 AT 1 H 3, 1 /M&\DosDevices H 3 W) & B B 215 DK A7 121 .

\Windows F FAEWin32k.sysBI B A B 2L & L ui\WinStaOfg#h 77 . — /22 IR & B aT Ll 3%
FEANZEAXM, HE, SAHPFE -PNRMAWIinStaOffiA, LUEMPIZE R Fibak it
IEZE V7 W] Windows P IR ML E ARG ¥, &G, MHABRFRNESEMNIEEXNL0T
\BaseNamedObjects*t, @WFd . B FEMNFEX . BB #EZT 0N EBRIFaR
T AHRE, Mo, AN SELMME SRR D REMA, LUE N EEEN
PR AN [A] S 50 78 U 1) st [R) — 3 i NS 4 F4R

X R B0 \Session\X (X X ELIEFFAG) TH— 1S5RS IEHABNERT, 0
BT A=A HFMREMA, WML T RSMNE TS0, i, QEiEaidgzphmn—4
Windows W AJ R /7 Gl 2 — M@ A S fFed, MR EHEBLUBHH T REH LML HMN
\BaseNamedObjects 5 i [7] F|\Sessions\2\BaseNamedObjects} .

BT 5 46 725 (R B G % S 1R 98 B0 SR A X s Sz 40 1 E 3%, 3F B 34t 7 35 Y
PESZFF, BIAEEEH G S1E AT LS HHI 6 &8 48 F AR 4 F 2. Windows 7 % 4 DLL %
Windows [ A 5 1 4% i 3L 2k 47 T \DosDevices 5 [ %1 % 8] F in £ — 4N\2780 8 (),
C:\WindowsZEp T\?NC:\Windows) . 45 G & M ASE B TIEBRANIIRTLIRT, & 07 STHLH) 5 1
AT Windows R4, BRNEEN, ©HLEKETHITHIEEN R (EPROCESS, &%
6E N HIE—T W) B4 K DeviceMap 138, CZBEFTHR A B 45 ¥ 2 %R 5 7] — 21%
PIAREREILER) . DeviceMap#h # i) DosDevices Directory s B 6 (14} % 5 I 58 H Ao %
Tz Fi\DosDevices. HRIEARIKI RS, HEHIRE FH48E L FRIAR.

W WRHETRSG A Windows 2000, I HEH RS, MZEF A9DeviceMap%s 44
DosDevicesDirectoryls{ig i\?? H %, BFHRFEFEE RHLF506.

FA B Windows BB IER %, F4k



-y

L .-_=_ﬁ'

148 P> H3E RLSGHE

E

e

B R CGET RS N Windows 2000, HH ERE T Eighkds. Ba, - DHASWEEREDNE
W, REW A RN H xS I MR EZ 20 0 R \Devices H & H, HF H
DeviceMap# #) 4 (¥] DosDevicesDirectoryd 4 [ it 5 0 H .

B {FWindows XPHIWindows Server 2003 L, R4t H ¥4 4 it %48 U1 8) 5 5 ¥ DosDevices
Haxrb. S0 SEHERR— M5 HE, Ei#idDeviceMapif) DosDevicesDirectoryti £
PR ) B \DosDevices H 3k . WM SFHBEIZH X PRAKIIHENR, B4,
B A% RN R M DeviceMap i, W R E 2 H MM, W 4 DeviceMap 45 #5 1)
GlobalDosDevicesDirectory 8 B 5 ] H 3% (& £\Global??) 13k B brxt %,

EFFE SO b, —Seae e 2o ik & AR, BMEENEirEnfiEsigh, hEHEE
Vi bl G SRR S . N2 BT LRI 2404, TR AR SiE T b E R aiE i sk
I AT, B SERE 2EA S FPHAT, FATX S, I %8 m SRt TH%RMS S
fF “\Global” , MRS AEAERXRARATHE N FIERTS, o LLihR 4 /R 4E 72808, #ln,
2 1E 20 B9 Y FE T T FF — 4~ 44 9 \Global\ApplicationInitialized ] ¥} 2, W) & ¥ 52 1) 3

~ \BasedNamedObjects\Applicationlnitialized, 7 /~J&:\Sessions\2\BaseNamedObjects\ Applicationknitialized.

fEWindows XPHIWindows Server 2003, 1 R W F 75 A8 214 ja) 4= E\DosDevices H 3 &
RIS R, WA, RELE R RH\DosDevices H R P A AIXFEHI S, B 3A 75 Z 48 H\Global
HISE . KRR, S M R WR AL R H R B R EE R 0E, ML asitESRE
KPERZMR ., R, WR-ANNHEEFETELE T 25K Windows 20001, H4
‘BN E T8 E \Global T 4R, LA{E i/ 5] 4 JA\DosDevices H 2 % .

XK. EFEFTENOLFML

AT LR - EEH 6 40, RAERBEESIETENHROONE, RTLIER S F
2[R X LEFAR LB . ZEWindows XPHJHome Editionk# 75— A& M H Windows XP
Professional R4 b, iE#IEEIG&1F, (HUILR, SadiSansty, B AdiLog Off, 3 Hik
FDisconnect and Switch User, 5{# H % FWindowsf+L. ) REEFB N EK o,
IR 45E Windows 2000 Server. Advanced Server{ # Datacenter Server &4, WiZ T4 AR% %
PR, HFHEERIRSE L, Bofidts,

FRABETWindows R EFR 7, F4ik
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1 S LU 2R 8 B 25 b, WIS AT Meoww.sysinternals.com R8I Winobj.exe, Jf H 51
dnSessions H okt . MO & B H A4 1 Hat, Wb st im s e s il i Ecr e W
RARITIFIXLEH ,MJ (A, 54 54 A\DosDevices. \Windows fil\BaseNamedObjects[f]
FHZ, BTSSR AN H et bR s T AN e

. Winllbj - Systems Internals: hitp: /fwww. spsinternaly, com

i 1 I SRRV 15 74 St OO - ORI R
wEEMR & &
e 2] | Mame | Lipe 1 Symih. -
~t Alchiame .1 Global SpmbckcLink  \BaseN amedObpects
—J LS _,,fILcu:al SymbohcLink Sesnons 1 BazeNamedObjects
j E;:Emd ] Fiestncted Craectony
+ 1 Device ! !9‘”["“ Spmbokclink  \Gessions\BNOLINES
+ ] Waerdows IEJAUTOEMRAL wses sefieshs Timer
- ) Session: JAUTOEMRL Trgoerllseirn - Event
_1 BHMOLINES ’ ActSavel SEE verd Evert
=1 | AgentE sistsE went Event
1 DosDieces AgentTowksrecEvent Event
-] Winidowes G O _Diocuments and Setings. . Sechon
= - BaseMamedDbects @ C_Documents and Setings . Secinn
) Resincied 2 U _Documents and Setings . Secton
~J AFC Conticd }CrShastE vt Event
+ ] BazeMamedObyect: DeathDetectorSync Ewvers
1 7? JE wertShutDiownCSRSS Everd
1 FikeBystem = | E splorer o5 heliutes R
_‘ Dbi&t-lT',-"l:'t? l'iHPlH'JEIEI;'EM E._ﬂ - _,:l
1 Secunty || | »

P FRiE TR S, JF R MY PRSP R (Ll WExplorerexe)  #AG
et E (Nidiview, Lower Pane View, #8J5 fidiHandles) . R iZn] LLE 21 ~5
f\Sessionv.Z. I [F\Windows\Windowstations\WinStaO[l') k4, X Hinit23i5ID. HAT ki i
() ) %2 1 1%t B 71 \Sessions\n\BaseNamedObijects[1) il

33 [EF

et R AR R, BERBES L R IR YER . e, RubEer g4
LR R T LAV ) BRI BRI SR VIR S U I O AL R R S 0N AT PR ()
Je B, TR A . i, &uﬂiﬂﬂ‘?‘&f (i B8 4 DA~ SR BT EpRLaR T L, W0 e A1) F
AT T RE MR AT e U, W AR N 5 BRI L R
i, WS — LR T RIS AT T G B . e, ]S I BRI B AT PR IR DL TS
ABEILIE M, A2 O RN T AR L . 32300 T S s T AN A EE AT T
(1) £ L (R B 1] — R B BA 51 "5 Rl ] o] A A R I

FA B Windows#EEF &7, FAl
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i
ShEREEA A1 2RB
BEERRA DR
EHAEEEANE
. RLAL IR
At 0 R i T

FEHFLE SRR (R
SR

|

E3.23 FEMMAFHRE

R ok 76 58— ANER TS 0 AR SE B A S )R 40 4T 2 AT, B AN ERRIMIRE T BARs 1, PrLlss
ARG HIR BB AR ERIRE A KA E B, WIS AL E EREEE, RN
FT AEMAFICE. BRICEBRIEE D ABEE RS Lol fERENER, BRI
BRI T BETE AL EE S R A RTE R N REEH ARG AT R REIAT T
B, HEHECRA TR MR, WRFNERRERE.

MR —BAREEEET AL THFERREE, WZFOREXFEAIRFRE Ccritical
section) o AT H{RIEFIARN, F—NZ R —MEEERAXARIT. [ 1TEEES
— AN EH AN EEE, SE MBS NIERERRR, SABALREAR SR VEUS )RR BE
F. B3.230 BRI R—MENK, EEZSEEFIELF, AEMBYRT - IE
ik CEEAT A

RAGH JFREN T A 0RERESBREE, HENT —MEWindowsiX H I EBS R,
MERB AR (SMP) BEREELH/INEE, EXRNRET, AENFRELERZET
AR b, eI T FEESRNFT R E SRS . fEWindowst, NI
HEZFRHLE], BERGEACED A Tt A AR R e SR A I Bt Gk . A BR BE A0 B IRGE AR
BE A CAPIT AR AR AR 43 7T LR A X L R [E 2 e 10 T 2 B AR S M U7 e .

[l % EDPC/Dispatch & HIMIRQL L, J/F 2% D24 JLMH b MM V7 s 47 7 W5, Ll
4 RQLZEDPC/Dispatchsl & H ¥ {1 5] (B biRMS MR BBIRQLAM) Lit, AWHAHAT
R s T DAL AT A & BT I 44 R H EH VIR E M R LB, KA & R BOR S RS T
. 28 FEBASS, REEEH, SIRQLEMINAR, P AIBAT it i B 11 LR (3
PR REIE LK T 4IRQLIK AR 8 (& FDPC/Dispatch 4 H1) , PIRFIHAAT P 3 E
TR R RS AL

FA BT WindowsBRIEFK F, FE4iK
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=IRQLAE

{ERRZIAT &N B, OB ZUEARAE, 7RI 50X AR — I 20 A — b B AR E R
iT. NEIRF X RIFEECEN 2 R8RS HAAEE, BN AR FESE BN
DPCRA%Y . BRAEA % fie triE By 4 PRl IR B e 0907 AT R IX e R &5 0, A N8R AE R4
ASETREIE ML T 4F .

EEXEMNE R E TN . Flin, HPlRERRER, WERREESEEH—A4REEE
gk, Mz P ErRIATE IR rl et 2 Ut 2R &5 0 . MR Ry A IR B E R A HE A —
Aof 1) 58 () p i ok Bt S R AR X IS T, BN IR 2 B 138 U in) 42 )R B B i i s 28 10 BT A i v
Wi, AL, WindowsBINEKH T —MBEAE TR, AEWH— 2R HELET, WK
B AR LT R W AL BRI AR P A B TR IR AR . ERMeE R, B EE S AIIRQLIE 7+ %
] 0] BE U n] 124 SR B0 09 o T BT 2 10 B S IRQLEE 7 . Bk, — /M T-DPC/Dispatch
R P T A o A ARIEAT, M KRBT 9 RBEEEAE . Hitk, AP T4
H A B AR #84 #RHF IRQLAE 7+ #DPC/Dispatch 4% il b, 7E{H Al 47 % 28 ¥ e 2 87 7 i
FDPC/Dispatch£l 5] i) - i .

XFhREE T RAAHEBRALIFE GEN, AENT A ELEENRLELEAEN. B
—AEEEEE ERVIRQLIEFHE R, HASMHIETES — M eE 8 B DN . Wb HERIEAE
F L AEHEE AR B B B S R U )

O8UR(E

[ S HLHI ) e MR A, S0 T HRARRE A b3 T % b FE 48 2 S PR P S HUA M S 8, L
B BE XF hOAT BE B iR AE B9 32 fF . IX 22 R 2P L I 8 §E & W InterlockedIncrement .
InterlockedDecrement . InterlockedExchange 1 InterlockedCompareExchange % i ¥ . 1 tn ,
InterlockedDecrement eR L 7E BRI #2150, FIRIxB86M)locki5 4 aT4% (Lituilock xadd ) K 4li{E %
AbEEAR Mgk, DL, iR 5 — AR EE ARt S UX — W P A7 T, SRR AS T RS IR B 1 R
IREE RS A G5 RAT IR o B Ut W #7 e . RN BRED 2 e F B 7 X R A 1 5] 28 T
o

FABH Windows#RER %, #Hakk
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Bliedt

g Sk sic 0 4 ik B8 R O MLAIRR Oy LRSI Cspinlock) o FIREBURE — MR- 5
S GE R I B, B3.240 D 5 R EIOGIE 1) e 4 K9 2 DPCRA S «

Q-EPEEA AR ERB
Do Do
i EIES0PC i B\ DPC
Mﬁ']ﬁgﬁﬁ FAZ &Y B A 81
Until SUCCESS Until SUCCESS
Begin Begin .
M F R —1DPC £ TR inA—~DPC
End DPCRA B End . Z
F i DPCIAFIAY B BESH R DPCRAFI A B REI
C]iEfREX

E3.24 {EH B

73 A P v o B PR LAY, N A S 3RS S B AR (I DPCBA A AE SCIBER) B e
S FER R AR RS, WA B2 AT IR, AR k. FUBEBZ B LA A
“ (D BEEE” Ml TIXRER gz EENHE (Bt BIARBE 3R ) 7673 BBz ATt
PR

RS e AT T R B S R, BTN RO F Re B
PR RV il o RSB I, — SN T bR e, 59y Tt R R A R R AL EE R
RS TR LR BNLE . B R RS b, FBEEUE I8 I BB 34 () test-and-set B {1 R SC L
HI7E— 4 545 4 IR — AN e (O F HARTG 8. 70 3R 45 IR HRHT — i T LA
S T ANRFE “ 8 ERFRINRBE RO 7 5 IR R A7 Z TR

{f Windows ', Frfi O B A g di af A A~ 52 RECMIRQL, I H'e B a1
DPC/Dispatchzl # H# & 9485 o Bk, 45— AR IR A — A PR %, ixAbF ey b
FLIE LR F1BEBTAIRQLER# B AR 4 ) by A7 SUAb s sh s 4k B ok R A o A sh 1 s
T A {EDPC/DispatchZ %l I, FrLL, Wif—NELFEREA A Bies, WekE B Ay,
D] oA b 2 1 (TR QLG il 7 e B o LA . o S — BUARRS (EZE AT — 52 H e B OR 7 [t X
W) ot 5 i e 0 A A B RS T DAk AT, AT nT BUSE SR R 04 B g . AR
T ey N Al /o0, AT b e A R A BB L R R AT B D B R R R 2.

FA BT WindowsHRIEFR Z, FAK
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i+ EAHRQLESRIIERE L E—FAUMEEHE, Ll RAIERHALAR A BESIREVFIE K &
HHeATNAES—TENRAEE REANFHEFEIRQL.

WZRME T —HR ¥, tbliKeAcquireSpinlock#1KeReleaseSpinlock, MM 73 44T R I
i EB ot wT LE A B A, B, WRIEIIEFA T GAR R &% A8 HALM & R 4501
[/ — B Z R Be iR & WENFEFF ) — 34 GFH AR bR Ui, star LOEk AE
. AEMARGHPEFER—RFPEFREEH TR E L2,

MTPEHAEZ O ESIMMAN, GRESBEHERT - SWRE., EBhYAEMEEE 1
DPC/DispatchBUSE 2L HFIIRQL, Fred, 1Ean EICATke), R —BARVIS EERE — 1 i
i, SeCELEERESHT M REE, REESIET A HmER, e SB RSN,

HEBABYE et

17— RO 1 ) HEBFR H HEBABO B RESR (quened spinlock) , T AVBEA T3 4 kit (1 7
B35 & F . HEBNEY I REBUR BRERLI B, TAITE S ARS8 b HARAER [ e T B 4T Y
fhgtt. RS, MREHENIHE T, WindowsHiit xS 2SS RIS, BAT IS
BHATHE () 4 Rt

HEBAA B BB T AR 7 0 T+ 24— A b FRSRARSE IR A 4 AT 04 B A AL B 58 £ 47 o
BAM BRI, EE A AR 55 4 B HEBEBE R — NI S RT E RE %  Be
Bl A ERAS R T 8, TSR BB T BA S R (B — AR FR S, RIS, B AN
B IELESEAS — MU I AR WS IE AR B I [ HeBA & R, iR & — g4
R ER RS IR (EBAS AL TZAL T 38 2 ATAOAL SR & T — bRk, LAREHE IS BIX A IE4E
FERMAEET.

FERARY BRRBEA B ARG R, SN B g A B B bR LR, MTARES DA
RERE ERER: . IXEWMMR. B2, LHEBHREASE IR Wi ESNESEE
HiRE. B, XT84 EESFHRIEA QBRI E8, HEBA Y B W88 T sk ik st
(FIFO) HIZRERFE, WA ZBEHLIERE N FERS. FIFON &bk 7 — 417 i) [ B 8 i &b
MRz mA T Ehn-— Bt

Windows e X T VF £ KA B iES, B FES M arPaen B esis$| X8 (PCR) 7
BTN MTHAUAPRETHEO XL LRFENME RS WIEE. DE &R HA
KeAcquireQueuedSpinlock {10 50Ks >4 5 B IESI AU FE 4 FEPCRELA b R 5 | 4L 338 2, #hn)
CAIRTF X RE 9423 A el 425 B e Bl SUR B AT R 1E RS RATIR AT A K n, DDK
S JCAFNddk. R A FF T IX 464 ) E REBIN R 5 58 X k.

FA BT Windows BB IEER &, E4kk
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ik
-'9"1‘ ﬁ ;:

st

KK BEERHABIED

il ot A HY P 2 R 28 i 2 Iqlock, VR AT LLE Bl 4 RHEBN Y B ieBt (e~ bR BRPCRAGHE
FAM B mewiEeal vk Frda m By B BB MRS, e S UINESERBRE LAFTENL, WA
MESHALIFEA S HIES. Tmpe F2%E —1"Windows 2000 R4t L5g iy, X/
T, R AREE FE R HERA B e e b A B2 75 AT, SUARHEBA BT B BE B AR AT AR (et it
BT oy R AEARE) .
kd> !qlocks
Key: O = Owner, 1-n = wait order, blank = not owned/waiting, € = Corrupt

Processor Number

Lock Name 0 1 2 3 4 5 & 7 8 910 11 12 13 14 15
KE - Dispatcher 0
KE - Context Swap
MM - PFN

MM - System SPECE
CC - Vach CC - master

R PRHFBA B e

BR TR 2 o e ORI B HERA [ BEBELLSE, Windows XPFI1Windows Server 2003 Py %%
# & T KeAcquireInStackQueuedSpinlock 1 KeReleaseInStackQueued Spinlock 5 A~ e ¥k % #5 %)
STHHB ARES. N REEFEEER. RITENELEEEAMNTES —h
B TR LR B BT WENE 'S & 75 H 2100 5 B e DDK A #I R 5 308/ 44 .

KeAcquirelnStackQueuedSpinlocks — & Z¥d5 1) A~ B RS 5 458, LAR— 1 E e
BEAFIHI .  B Re B S fr L2 — AN SR by, AR 0 Z B IR S (5 BRI BuR
LR, REE B A ZBR AT SO — A A F A BAF1] GRBAF b (K484 b 20 28 45 7] Ak 70 5545
8 .

PUTIRI T SR

W BET 2 W A BALTE B RE SR 2 LRI RE, ki S s i1k,
PRI 72 S8 (] BE R A [0 ER P HEANFIMIER T3 . X4, ExinterlockedPopEntryListHl
ExInterlockedPushEntryList 3L 5. [0 §E %, ExInterlockedInsertHeadList #1 ExInterlocked RemoveHeadList
SCRERL A e . FTATIX L5 bR SR TR N brvE R B BEBE 2 8, RIS & N Eh R 7 b 3
R T X

FABHFWindows#B1EE &7, F4M
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TEZALBEARFAET T, R Z MO PAT A B 220 4 Ja) B A (8 5 o) 04T [R) A5 84
fn, WAFEERRS A TR, i LATE U ()% ST R R e A N e R e A
My, o B, A SRRt o SR ORI U ) T BB A 1 BT AGE L R T A % R

B, WTUAGVER AN ERES SREUEE, DURRE L.

IRTT, EREBUUR B M 2 T AT X F RIS MBI T R B BB, 24—
AN 1 REBHREDRAT B — MR E AR 0 Lok, BTLL, B et RSB T UL F e b S B A 85 2
B RFRRP O, BHE R, AL N R E R X R,
W AR B A TR B MR 25, KA Rl R 0 AT T M, AR

SRR CEIERAME) . GRRE A R RS R

EEL A ST RAEFT R TR M. T H, BT HRCUh, BITIEE 25
AEAL KR 0, RSN AR RSB

L 51t — 2 24 £ R AR 406 7 B AT ) B A R 25 L

R3.9 AHRESINF

N5 A4 % (Kerel Dispatcher Objects) ;

PR B AR SZ PR B 4K (Fast Mutexes and Guarded Mutexes) ;
H#&#1 (Push Locks) ;

PATETEIE (Executive Resources) .

RIS T iR LR EHLHIMI

v LN S A APCAE LRI H .

EERELEE RETHANA RESHAN IHFBAKD SRHEE0f0M

WHRIEEA  AUSRAPC  HMSRAPC Mt A IR
AESKBERA A 2 % 'y %
AHAKBESE A % % 5 %
Wb ERAR & A 2 5 %
%A A 5 x 2 % z
A % % % % 2
PR £ A g R e

FEA B WindowsAB1EE L5, &4
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RO RIENR

ML S TE R, AT IR G T AN R LS, XA REERE N5
RBIR (dispatcher object) . WLEH Pl WHIFEXN &, [ERMXENZIT RENEHRE
CAIRIF G S . A ZHERBRA TR ST 20— A LB %R, Eif
Wait ForSingleObject ¥1WaitForMultipleObjects R 3, AT 1 [8]25 7 33t T WindowsFE Fr 5 2
A] WL, Windows RS I RULAM . da st S B A 3R LA AR S AR 55 SR AL BLIX PS5 1 o
$. Windows[E L FF b fILEFE AT BA 5 WindowsiEFS . £6RE. Fff. FSE. HJFMH. w5
(52 I 8% VO5E Rk 1 B SCIE 3T SUEAT Rl 2P 8 1E

(B 1998 J2 1) 28 S —Fp AT R 2B 3 KR A ATEREIR (executive resource) . AT TEI
BRSO TAR U5 R MRE ) (R— A EFE) , Rt TR R agEe ) (2TTIKET X —4
g d5 Kk iRl gE 1) o AR, eI AT N B CROARS,  BE i Windows API
RAFVI R o ATERBEIRA R o B A0 8, T A2 FLAE A AR 5 UL 0 P AF it o 4 A 1) 5038 45 44
EATE B SR RIRS KRG, B8, B, ERASEREAT. Nddk.h g SCT AT A5
W RS R, {£DDKMZH R T F7 AT ST B .

TR PR E TR KA RSB Y .
FHOEBHR ALEALES RSN RETRE RN, MIEREFF AR

AR XFEME S N R 2SR, BEMRBRENETEREASERHE, mE3.2507R.
W% R AR I ZBRiZERRE, AFERERRENIT.

@ i E3.252—THENRTSEIE, HESETHE. EHNETRS (ASEFHRE XK
)« XTRERSHNTEIESRECE.

AR ENNZ], — AR REERLETHFRESE —: BIESIRE (signaled state) ,
& KAES KA (nonsignaled state) . TENERF —DNEFRER 71 R B REN GRS BRI
WELLET, ZEBEA TR RKEHT. WRZEE EASHF - RBNSRAEWH, mH, &7
RBEWNRED T —RRERE (NLEFEFTRELERARFESRE, #lw, 3— I ERERET —
MR RED) A, M REREILERERE. —PERENTES AXNREN, #H
MERERBIREN LN EFFRAMS 2 —, FEHESES E— N R, R R E BT E [
IPHIRT R . ZERE T LSRR A EE LSRR, AT LA W RS 2 KRB e B LA 5
Frd R A SR AIE, WEGH SR . EIRfTR AR — o8 8B RS 5RAER, N
MIKiWaitTest iR B 25 ATRO A, BROTHEMER EESRFIEZNE (i B A FRREAES4
At 2 A A S SRE) .« MBI, AR A R E B

FA BT WindowsBRIEFR &, F4K
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METFRPRE TR, TGS L BT

J

___.,..l-il.l EHH{E -..___‘
/f’f \\"\
£ A1
4 %
HHROES [y ]
ttt!
N
S
[ | i
U
L
dord
R
- ] I
1
1 4
Fl
‘I

-
-
-
____________

E3.25 EHF—Ioisg

HT&E$%%W%E%T@ﬁ%ﬁﬁ%ﬁﬁﬁﬁﬂﬁ%%%,

TP B LA — A S 0 % 14 R
ﬁﬁﬁﬁ%&%%ﬁﬁ%%ﬁ%%@ﬁ%&%ﬁ%ﬁmﬁﬁﬁﬁ&&%ﬂﬂi&%%ﬁ%
TP F b,

TR E T SH M
Hﬁ%ﬁﬁ%ﬁ%%ﬁﬁ&&ﬂﬁﬁﬁﬁnW%—ﬁﬁﬁm%ﬁ%ﬁﬁiﬂﬁ,ﬁ&%&
ﬁﬁ%ﬁﬁ&%%&ﬁﬂﬁ%nW%E%-Tﬂ%ﬁ%ﬁ%&ﬁ.WW&W%&%&%E
HITHAT IR 6 4,
wﬁ“¢%ﬁﬁ5%§&ﬁ%ﬂﬁﬁ§,ﬁ&.ﬁﬁﬁiﬁﬁﬁﬁEaM%Eﬁﬂ—¢£
EﬁﬁmﬁﬁrEﬁ%ﬁﬁTﬁﬂ%ﬁﬁmﬁ%ﬂ,%ﬁ.E%ﬁﬁ%ﬁﬁﬁﬁ%%ﬁ.
#ﬂﬁ&“?ﬁ#@ﬁ.ﬁﬁﬁﬁ-*ﬂ%ﬂﬁ,ﬂﬁﬂﬁﬁ%%m&ﬁ¢:
W%ﬂﬁﬂﬁﬁﬂﬂﬁﬁ%ﬁ,m%ﬁﬁﬁﬁﬁﬁﬁﬁﬂﬂﬁﬁﬁﬁﬁﬂﬂ*,Hﬁﬁﬁ
B,

@ | & mrgETEzEss R, B2 i s J

A BB WindowsBIEF 5, S
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W E X RAS SR (What Signals an Object) X TARIFX %R, F5REREX
BHFARE. RN REERER TG TS SRE, [ERLIENEE, ERENE
WEANEESRE. KU, H— P RN E —MERRELZIERER, B2 SR E
AFESRE. SHEARKE, SR, SE - MRde R, EfERERE.
7 o e RFIE, AR ENSENRRENTTESIRE.

CEILFEFI PR, FERP 00 20078 B AR L “ Jas i & FP IR A2 0 AT 0 7 BB . 24— Avxd
SWWANAESREN MRS LTSN, Bk T LRI S50N 8RB M4 B

ANFEL W3 10HTR.

#3.10 FHlESHETRIEX

F AR AREEABESKES HNFEEFSENEBEHLAHRE

A2 BB — R LM

%42 K AT B A~ BT

LH# 1/Q#AF A | AIARR

oREEs S 3 R Sk dE gt & A-BRAH AR

FH Gl L) AARETEFH A SRR R

FH (RHFER) HA22 E TiHEY — A AR, TS RRTE
| o bpn e CEAFHERABRLREAEHY

Foreg F4 AL — LR E T EE 4 15 Bl 8 0 SRR IR

_ﬁ%% 125 it SRRl — A~ % AR AR AR R

2 E (BefR) REHHME T, AEHEERINT AL

EE (RIHFEAY) RAGAHEHT, AFAEEBIHET —AgaEmEn

AR KALRA T EFFIR AL

14 I/O X A 43 4% £2 AL AR P

A 5| FEFAF) & A5 B — A~ 2K FE AR AR PR

X R E AT (S SRS, A AR AR AR R RS L E TR S
RSP ERR UK, — 0] FEOX MR SR M N4 R A0 RN R G F0F 32657 .

FA B Windows LB IEF 5%, FE4E
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1R R A
ERREERE
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BESEE

Y 30 35 17 44 9E
HREERE
TR BT
EHMEEENIEERE

EESRE

AESES
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BERJEERE
—THRERMTES
R AARMT-TES
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AESKE

HIESRE

—THRERBTES
& BTHEEFEATA.

=T EREGRTIEE

TESHE

BESKS

M —1
HED TR
FHEERRE T %
B —

i8S s

ABSKE

M EEE
H—TERKE
ER B3I

EiESRE

ARESKE

N~

—-tkiz (W#H)
kL O A R
HiREE

TESKE

HiESRS

— R
WMps e RIS o

E3.26 EZFLURMO—BLAZSZBHNR

HESKEHTF
EESEeE

M E
—1EHGE

R E
— T HRE

Mt E—1
HLEZ I HHRE

MR E—a
BAFTFHE

AEREIEHE
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G, WA HEMEN R (EWindows APIFFRAF T EEMHH) BAKEME—4
BERET . BN R R E D HESREN, A IEESMZIHF LR MR, —
IS, XN TEMRINTES G PN REERE, X RKHAOL: XL A e RS
5, APHALK XY R ERTESRE. |

SHEMNEARMNE, EFAXNETR5ZKBRNFRN. iR g2, e 1%
WHEFURE, BIR—RZI A — R ol DU F . 9 H AR % 28 5l R e
AR E BB ESRE, REER - NEEFFHLRRIIT. AR HEEREZE
JFRR 8, BT oAb A SR 4k e 5 45 .

THOEARIERX

%+ Windows XPKil, —MHIIFEDZHNR, FRAFROEYS (keyed event) , X(EEHE
$ R, B0 TR P S G R, 3 5 A 9 B R B ) 7P B 00 T 4591
HIffE. WM IR N REEFRN R R /7, UMb
MR R RS LI RE SR, AR S,

Windowsi#t F2 i # 2= 8 FH % 5% X e& B EnterCriticalSection # LeaveCritical Section ¥ [ 2 i
TR XS T RVH PR A UG In) . (i ALK S8 R S b B B0 B Ao L S ir ik,
MABAHEFH, CNRATEEANBAZE T, R G E 51095, B EnterCritical Section
DR —NFIN R, FFH, BRI EUZG 5B 00 8 75 245 B 24 5T A7 10 X
#2181t LeaveCritical Section 3 10 E R {5 5 .

{EEnterCriticalSection™, HNSRE X RGN F XK, M S B %I FX 4 Fd 040 % 5%
Wi t1%, W EnterCriticalSection£x{# i — /% K CritSecOutOfMemoryEventf] . 42 JRff. 8
H4F . WREnterCriticalSection N3 At I CritSecOutOfMemoryEvent, T JEARHE 4195, )
IEFEE4F &0 57 X A0 RAAE A e 7 X b 0 S . ZESERE LR, BI04 P 7 I B A8 11
B {5, I 77 DX BRSO USAR FT LA IE 3t T4

X BB RL A1 8 A R 518 A X B AT 4 0d S BT A BE e AN R T 3 4 1] HUR 41
EMNFEARER R ZAT H . KT W7 WindowsFE P EA XSS MEZE R, S R*
TR X R HWindowsZ % C#Y, 2 # Jeffrey Richterft] Programming Applications for Microsoft
Windows -

FA BB Windows28fEE &5, #4i%
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MAEGH PRI T A ISR AR CEE R X H IR
AT RS K RS B, EATEEE A FF i (AEDDK L LM Nddk h . 4 T AER K, X 55|
HEATIIE s

typedef struct _DISPATCHER_HEADER {
UCHAR Type;
UCHAR Absolute;
UCHAR Size;
UCHAR Inserted;
LONG Signalstate;
LIST_ENTRY WaitListHead;
} DISPATCHER_HEADER;
typedef struct _KwWAIT_BLOCK {
LIST_ENTRY waitListEntry;
struct _KTHREAD *RESTRICTED_POINTER Thread;
PVWOID Object;
STtruct _KWAIT_BLOCK *RESTRICTED_POINTER NextWaitBlock;
USHORT WwaitKey;
USHORT waitType;
} KWAIT_BLOCK, *PKWAIT_BLOCK, *RESTRICTED_POINTER PRKWAIT_BLOCK:

FREREWEETHREY, FSRE, URIEESE LT RILET|E, S5t
RET —TABIEASH IR, LTEHRENENLRET —ANEGRIE, LhEs
FRAR T RZERE EEFHFO— IR, G RBNEME — DS ER, K %
PR TIEER IR —ANERE. BT RBXIRES TIX 5%, P, YHLEMN
AR B RMESE, AT LR MM AR R, SR
FHR M IEEMOE RN R, 55— MR EE S5 RILTRE, BF e F—4
FA (MR EERBEERHEZINRMIE) « SHRRTE/HOLR (X—MER, $EFH
FREL , LAKAEWaitForMultipleObjects w1 Fl# G2 AR 4% 38 00 40 W 8020 b 4T T B 7E (1)
WE (MR ZEREHER IR, WAE R .

BR27TRRT P ABN B EEHHRURLREZ MUK R, EXMTH, BRITFAE2HE
EB, LRE2EAFHNRANB. MENQGATEAE TRAENE, ABKBLED, KN
FE2WERPN T IR, FTUKR2ATRED EAERHAT. B—Him, WENSBERE(EE
R, WA DSBS RIS AT, BN E IR S 45T S e & .

FABHFWindowsFBIER &, Ea/5
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REHR
£y L5 iz ha—
EHiFRFIR - BEHRIIR -
SEBWR
K %3 |
s i
HRA 25 Fank ol R —
Srgan « i
B X MR T e
at - 234
T—uiE -
Size | Type
State HIZ2HFHR
@B Wait list head-] + + |~ List entry —e————fes = List entry -—
Object-type- Thread Thread
specific data e Object Object
Key Type Key Type
Mext link Mext link
SR HIP2EHR

E3.27 FHFUIESH

im0 KB BEEHHN

BRTZHEERER T AU —MERELTATHRARE (SRR, &0 LR
ERSESRRE) , B, BN RN threadiy 2, RA 7T LLE B — PR IETESFST
(R ZR AT, B0, T2 processtr A a4, Kb BRT — PSR IEESS
— P HAA S '

kd> !process
§
THREAD BalzZa328 Cid 0bb8.0d50 Teb: 7ffdd000 win32thread: e7c9aeb0 WAIT
: (WwrUserRequest) UserMode Non-Alertable
8a21bf58 SynchronizationEvent

FA BT Windows B ERE, FHak
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PRo] LA Fdtdn 2 KRB N B 12 Rk, W TFHR:

kd> dt nt!_dispatcher_header 8a2lbf58
nt! _DISPATCHER_HEADER

+0x000 Type o Ox1 "

+0x001 Absolute 0"

+0x002 size : Oxd4 '

+0x003 Inserted 0"

+0x004 Signalstate : 0

+0x008 waitListHead : _LIST_ENTRY [ OxB8alza398 - 0x8alza3gsg ]

MIZHEL, BRATRTEARE, JCth# e ARz R g, PS5 SRR R0 0 M S
FIRE IR R NI E CRNERE) o BISSfE (f7 THikb0xBal2a39840) HifthHok, 4
/RN HE T R

kd> dt ntI_kwait_b1ock Ox8al?a3g98
nt!_KWAIT_BLOCK

+0x000 waitListEntry : _LIST_ENTRY [ OxBa2lbf60 - 0x8a2l1bfe0 ]
+0x008 Thread : Ox8al2a3i28

+0x00c Object : 0xBa21bf58

+0x010 NextwaitBlock : OxBal2a3gs

+0x014 waitKey : 0

+0x016 waitType 11

MAZFFINERG AR, WA, URe] LGSR B I Wait List Entrydf i 55 Mg Et
{H L3I R4, BEoT LR %5 &, H Hal & 3| AL e B A R S5 F izt 8 (T4
B ek Feda el LT thread i %) .

BRIRG K (fast mutex ) IFRERIEX (guarded mutex )

WIEH Fok, HAROABATEE R, 8 FE SRR T E A tERE, HER,
NIRRT ES RSN SILGE 2 i, B TR 5 R ERE P MiE, SI1E
FRAZHE S (R, BEAERHZFEA QLR R EREBD . XA B HRE R
E AT BRI P AR R PR POl E A 2 N T AR & TR FE R

ity REEFAOGER T ¥R KAPC (KE§H ST 9) KA BRI
R T e AT HE LT PR BCR I PUE 5 R ih . 3X P8 8 $UR & ExAcquireFastMutex i
ExAcquireFastMutexUnsafe. A —EREUH 0 2E 2R UIRQLIE A BIAPC_LEVELZL H1| |, MifiFil
WP MIAPCHZZAT s J5 1™ B B 2 17 1 9 1 B 4% 2 P AR RAPCA (R 28 10, 3K T
CAE i $2 FITRQLZE APC 4R 3| 88 % 1] FH KeEnterCritical Region R B . R H RN H /N I8
PERE, EAIAREROSE KB, M H 744 % AT L.

FABH Windows IEIER %, F4/%
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5% PR 5 5 % F Windows Server 2003 K2 811, 40 FiFE 500 I 5 (R 41 [F 1 O
if, BENSEH T ARINRE % : KGATE) . #litKeAcquireGuardedMutex bk ¥ vl LU
ZWREFME, B, ©HdEilE el i#H KeEnterCritical Region K35 1EAPC (FF HAEAE 1 S IE A
A (APC) , i, ‘Bl i KeEnterGuardedRegion K4 iE AT WM CAPCINZEfT . &
ToFRA BRI AZLS, Hk, ENFEZEEH TATEHESE: AFETEBAHENRES
A Ja) FTERAE, LEtn G ER ST SO . MIBRFE e R M A HF X, UL RHATER T A fritp9d e
RKAFERBNEZER, BB .

PITIERIR

PATHR BE IS — P SCRPICE RS 5 [ B R AL G WIRGE B R4k — ¥, 7EIREEAAT 16
BESRCART, e TR K A B APCAAT TR L. BB LAY REN S22 E, T,
A B[R R ORRENA SR B  K BN R PITERHERENHET BN RG2S, £
R RAKWANEFT

B — A ERR IEEEF AR — N BESRE SEED 9 B, e PSS — A 5 I P A ik
MfE5E: MR- PMEFREESHFRE — MRS R, WENZSHF— 8. £
AERHUERE 5B TS, B S — MR H B A5 5 BRGSO B I
AR, XM RAE SR, I R TR A SRS
BV —ANBEE, %R AT E AR R ORI A RS R R,
B 2R ARG SN, R NEHIH .

ETHENMAEVEPTRMENRFENE, HUTFH— L85 a 8 TR AR
ExAcquireResourceSharedLite . ExAcquireResourceExclusiveLite, ExAcquireSharedStarveExclusive ,
ExAcquireWaitForExclusiveflExTryToAcquireResourceExclusiveLite. DDKH R4/ 43X LE iR
.

KB JFHERBHRGTEREAR

P IZ R A ocks it & E BT A F I H B RPUTEREX R, H HEBHEI0RE. &
SRAEBL T, &4 I SR (AT A, R, FIM-dEI, TLLF]H AT & T
BRI R % A4 (1 A 2 S -

Tkd> !locks
**%% DUMP OF ALL RESQURCE OBJECTS ****
KD: Scanning for held locks.

Resource @ nt!MmSystemwsLock (0x805439a0) Exclusively owned
Contention Count = 123
Threads: 89b36020-01<*>
KD: Scanning for held Tocks. .. ... ..ottt et e et ie et et aeenaannnanns Ceeeas

KA WindowsERIER G, F4M
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....................

Resource @ OxB89dalatB shared 1 owning threads
Threads: BadchS533-01<*s *** aActuyal Thread 8adcb530

R, MEEE A PIRE L RS (contention count) 03Rk T “fTiTLFE R E IR
Pz R AR A e MR BEMA M AEAEFR" BRI,

i8R e - LA R — A BRI HhE, R LU A AN RN R AT, A
IR LR T DA R S A 1 AR A A i TR I BT 2R AR .
Tkd> !'Tocks -v 0x805439a0

Resource @ nt!MmSystemwsLock (0x805439a0) Exclusively owned
Contention Count = 123
Threads: 89b36020-01<*s

THREAD 89b36020 <Cid 0e98.0bd4 Teb: 7ffd9000 win32Thread: e2bcc538 RUNNING on process
or 0
Not impersonating

DeviceMap eldf7d18

owning Process 89994020

wait start TickCount 492582 Elapsed Ticks: 15
Context Switch Count 532 LargeStack
UserTime 00:00:01.0462

KernelTime 00:00:00.0320

Start Address Ox77e7d342
win32 start Aaddress 0x0101f1d0
Stack Init a9d20000 Current a9d1fd44 Base a9d20000 Limit a9d1d000 call 0O
Priority 11 BasePriority 8 PriorityDecrement 2 DecrementCount 16
Unable to get context for thread running on processor 0, HRESULT 0x80004001

[E+&8

f£ Windows XPH 5| A MKk UR S —Fh e T HAM SRR 2 F 4IRS HLE (FF
Windows Server 20034, KRB NEMKGATEREXM R ER2 L) , mFRYELE F&
—#, HA AR — AN ERBFEERS R, A 2%F A8 %, HtbERF
, EAHEBtAMEF AR, BRI B Ay el E g 5 B0 IR . ARl R S R,
BTN SR TN, BrRL, B A RIE R G .

AHPAFR AR AR B Tl ) L A B BB R A0 4R 77 1 s A B . 3500 0 R AR B H Bk — MR
FrE (FE32ME R4 ERAFEY, (E6afi R4 ERSFEY) o 4— RS T ¥k
BRBIRT, WRE SEWRM ST, W RARSCISS e bR s O A . iR Bt
Ay, R EAH LI G A AR AR BB e M — AR E T R A HE, Wizsk

FA B Windows B fER &, E4ik
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FAE B QMR B — NSRRI BRI SF R B P RO &, BREHHZSRRINA RS
[ERRBIAHSCHRI B R AIR P . NI AR B, W SRAA SHEE IS, WnkAR—
A, HMGERE, SNSRI HEARRES.

RERS NG AT e AR B 7 A AR HoAR B2 L, B0 R OB b 24 38 40 0 — 4~ He kR 8,
RIE R X RS O OORBGE XK. e A 3 LIRS — A e BN 28 77 i TR R 4t
B, e R Y A LUIE SR IR AT X BT 29 i A B 38 AR e B G R FE A D
ARA — P EEBAMEAF M ERBL e LU R R A A A 38 28 1 R B

FERR B B 48 V0 R 8 2 SO BRI FP T L3S . 7R QU AR B, BT TR R A R
SER BRSNS LERRT: MANFERRS, EATTET AWESIE S,

T I h 2 F 455622 ( Driver Verifier ) €42 W 3E €4

FER R — R R, ERT PR R AR R S MR, M H A
Azib B ORI, XSRS SR RARAHEFIL. £F75MmEoz g4
FISRENAR PRI AT N IE T T LR B Y [ R DR R R E R AR SRR BE B . A oK
{1 5 3 BB AR - K B B8 R 7 B AR vk RS L B (5 B, 158 W 143,

3.4 ARGWBILTE

ERGEAUE LRI FES, Windows/ESystemBEFERRIEE T ILAMEFE, XU FEH b Rg
BhEciz, eI R AR AR KR 2T, ZEiF2B 5T, 7EDPC/Dispatchi®
AERITHLREFTERIT SHHAAFMIRQLEY A REHRITH R . Flin, — 4%
DPC/Dispatch #/IRQLIE Z & FEH 5 017 (UDPCHIFE, nf fE 75 B U ) # 0T 8 £t 8845
RN BUMS— AN RFRERIEFE . B ADPCHIFEAGEMKIRQL, FTLL,
B AL IR E R IXE () b S A AR i 4 — N PR T DPC/Dispatch 2k 51 ITRQL _F AT I 12 .

1 F WANFE P BT ARG T e B8 SRR, diX s 8% 1 ¥ & b
28 CAF: MR, 4K % BOR& WA IFRIIAT R G RS Bh R AR, M BT LAEE 5 2
RGP R FA 1) £ T2 11 473 3000 A 2 B2 05 8 BE R0 PRy 77 15 o 68 4 R Sh 78 R el 2 R AT 4 41 1
ik i AT 1K & $ ExQueueWorkltem s, IoQueueWorkltem, W] Uik —4> & %5 il Bh 2 F2 0 B
%o XA RBAE— N TAEBB (work item) JRAE—ANAFIF BB/ R L, REMBIEFEIX
PHELFIRTAERM (RS KB RNFLMYER, ES NPT PN “VO5E R
07—

A B WindowsREIEFR &7, &k
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TAE HQE IR R U E— 158, ARERMBSELHZTENENESES
AL B LR . OSSR ey 17 KB a2 il P TR A 8 48 DR BN 2 PPl BRAT AR AL S BRAG

Eltn, nR—PDPCHIFELIM BTk %, MAEUytaie— A~ TEDTA, ik
BRI AR — N E 1S R ST R ABIRE , 0T AR B 4E — AN A iz R EE
o EREAFE L, REGHBVEIER 1Z TEH MW Er AT R, 44T KSR P B = .
W FRIPIETRUE, REMBIERERE—T, FRTEA LM LW E S48, W
REAHHTHERE T, WiZRGMEREIAE, HITHGTESE g3 HAF| 5,
MR R I A CAETH B, JLDPCRIFE v §E DL SE AT T, Al fEMIR TR (
AR BRBERG L, DPCHE S REEN T/AETE #4082 s se sl =4 4T, HAE
DPC/Dispatch#% il fIIRQL_E A2 k4 L7 )

ARYMBERBET T =LA,

B ERBEIGHENERRE, AR 2 BT, A IFEN RIS SN LETE, mHEYE
IIE 4% TR IR E (6 B 058 AV B AT A T 1 ol 48t 38 W o S

m RBBWBEE, NERASZ DB ERT, A SrREAN T/ATE, 7£Windows
Server REAT L, ENMMRREML THENE R,

N BEIBHENERE, ENENAZISERT, KERBREN D, HETHEE (process
manager, JEprocess explorer) {i /i —/MEBE MBI LR MITEEE “FId” ms, R
ORI .

IR AT VR ExpWorkerInitialization i 3 (ZER G55 RIS RSB k12 M ER
HMEQNEDERENHARATRZETATFENEE, URZEAZERERBEABEL. £3.11
ERTHEAAAZEE LAWY BEXERE. T BELEMNE
HKLM\SYSTEM\CurrentControlSet\Control\Session Manager\Executive 8 T [f] /) Additional-
DelayedWorkerThreads fl AdditionalCritical WorkerThreads, K718 & ExpInitinlizeWorker )2 & £
16 ESNAEE IR A B 72, LAR E £ 161 85 B 2B 2 FE .

#3.11 RGHENEERAMBREE

Windows 2000 Windows 2000 Server gﬁi‘: gﬂcﬂr 2003
3E R H# 3 3 _ 1
F o 5 10 5
g LN 1 ! ‘

PATHRREEREUAT LR, R SRMBEENE A FE LERENEL. BR—

FA BT WindowsIEEFR S, E4Mk
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&, 04T 45 R B ExpWorkerThreadBalanceManager T s& & 1 R% G R — A Fi B S R HEBh £ #2.
thi ExpWorkerThreadBalanceManager 613 if) % 28 S B ER FE R N Sh7S ROSHBD 4672, 760 IXHF
) el B 2R 2 BT T T A 4 A 406 200 4 BB e A2

B AERDLTESPFEIELE,

B AESPRCSEMBEE (R LSS TR E M R, SEERIT - TIE
FEMf PR IR FE /0 A SRR B ERURHE) RIS H 2410 T RGP BHEE .

B EAHBEENEE D T161.
AR08 AAESIZ ER SR . Bk, 4 TEAREREEN, iTEaTelalg

EZ 167N EHB S
;;;z LW FIHRARBB&E

VR LAE F lexquene P iR A 28 dn & K B B 10 87 40 2R 1Y) R G i Bh 2B 72 411 3¢ .

kd> !exgueue
Dumping ExworkerQueue: 8046A5C0

#%%% Critical workQueue( current = 0 maximum = 1 )

THREAD B818a2d40 cCid B.c Teb: 00000000 win32Thread: 00000000 WAIT
THREAD B18aZac0 Cid B.10 Teb: 00000000 win32Thread: 00000000 WAIT
THREAD B818a2B840 <¢id 8.14 Teb: 00000000 Wwin32Thread: 00000000 waAIT
THREAD 818a25c0 Cid 8.18 Teb: 00000000 win32Thread: 00000000 wAIT
THREAD 818a2340 Cid 8.1c Teb: 00000000 win32Thread: 00000000 WAIT

##** pelayed workQueue( current = 0 maximum = 1 )

THREAD 818a20c0 <cid 8.20 Teb: 00000000 win32Thread: 00000000 WAIT
THREAD 818al020 cCid 8.24 Teb: 00000000 win32Thread: 00000000 wAIT
THREAD 818aldal cid 8.28 Teb: 00000000 win32Thread: 00000000 WAIT

#*%% HyperCritical workQueue( current = 0 maximum = 1 )
THREAD B1Balb20 cCid 8.2c Teb: 00000000 win32Thread: 00000000 WAIT

3.6 Windows<®R#rE
WindowsH —#H 4 RARE, RIFE—1 4 ANtGlobalFlagl R ZTE RN A /TR, @

e W BATHRIER A ARKIRR, REMRIERF . RS ENtGlobalFlag 15 745 S8
18 #R 3% 7 Aif RHKLM\SY STEM\CurrentControlSet\Control\Session Manager# ' (#GlobalFlag i

RN BEHFT WindowsBBIER G, Fdmk
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KWIEAL I . % M R LA BAE0, BT LIRS aT BELEIRIN R & 1 PR A AE FRAT T 42 Ja b
L, R A A A bR, SRR AT I A R R ER R RUE AR (R, 1XEERs
BT R AR T RGO MM bR E) o XEhREIF A LRAEM A F S ORMEAL i B
AT SRR, (H S ZE R T Windows (19 B BRI, T nl SRR ARR A I T -

SiZ 142, Platform SDKANEE T A& T —A 4% HGflags.exeff) T, EAER IR LAT
F 3002 G A b CE AT LUV EA e b RS, T LU 8T IE R AT M RSP IhE
(1) LhR WAL 4 Fahi . GflagsBEAT fr AT 9l ATGUISE. A T ARG b, 17

AT LA Agfags /2. W RARIETT % TR AIEFFFR, Wgast O P 3. 28 BT AR (F) 0 TR AE
GiobalFlage ]

m - - ———— S .

% Systam Fegistry

T Hernel Moo

I image Fie Options image Fike hame: |

I~ Sisg G Excegien

I Show Loadsr Sraes [T Ersinle cebugong of vl Sutrysiem

1™ Dt inllisd Command I Enaba ioading of kermed debagaer symio
I Disable pagang of kernel shacis

1™ Enmble hesp sl checking

™ Enabe heap fres checking I Disable Heap Coslasce on Fres

[~ Enatie nean parameter checking ™ Enable Clows Eoception

[ Ernkis reap vahdation o cal ™ Enabie Exceplion Loggng

[~ Erabis Otject Handls. Typs Tageng
[~ Pisce heen slocstions At ends: 0f pages
[ Ensbie pool isggng I Dosbug WaNLOGON

I™ Ensbis heap tsaging I~ Butier DogPrint cutp.t
[T Crese ussr mode steck trace DB T Dizabis Protectsd DULL Verdicstion
[ Creste kernel mode stsck trace DB I Early CritSec Evecd Crastion
17 miardain & b3t 0f obiects for each bype
™ Ermbie Hesp Taggng By DLL Kermel Spocisl Pood Teg
" Hex 1_—
= Tewt
T Warify Start % extly End

3.28 #|MHGflagsTRigE F4iAititmn

fn] LAZE “ v 4 ¥ (i System Registry ) " Fl“ R 48 A £ P 4R it 90T (A (£ diKernel
Mode) ” PRI Y (R [E D)4 . BAME ORI RIEM, RO s Applydil (ISR 7R 53
FHOKEHL, MRt o SR LA AN IELEIZ AT I R G bR BE, K2R
Pk E G| 3 LS A ek T’T'-HJ- i H, X Tubstdn B R EH T, WhLShr AT K a0
G159, HRATEM CRA . BTl SR A AR, ESE T D ekbd& B 5|
T M e AR .

“Image File Options” IR /B — AN 01 T 1 R A9 2 B 2 IHEH 100

SHAUE TR R (T 3R EEAS R G0 A RbsE . WER, E3.290 RS A R T1%3.28

R AR R SRR

RA B Windows#EF &7, F4M
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Gilobal Flags E

7 Kiernel Mode
ey e |

- jage Fle Opbons; image Fie Name: | C tempitest exe
_]'-'"“"" Command Lins. |

¥ Stop On Excaption
¥ Show Loader Sraps

¥ Enaiis heag tad checking
[ Eruskh Pusag free cheoking ¥ Disabls Heap Coalssce on Fras

¥ Enabis hesp parameter checiing
[+ Ersbis hesp validstion on cal

¥ Piace hesp sllocations st ends of pages

¥ Erebis hang Ingging
[ Creste user move stack race 08 ¥ Cisatie Profectad DLL Verification
; ¥ Ewrly CritSec Event Crestion

I¥ Enatia Heap Tagging By DLL maage Debugger Opfions - -~ -~ ===~~~
e I

Max. Stack Trace Caphure Depth

iy AR
F3.29 #IHGflagsT Hig @& < EiRE

ofBf SRES . FTA BRI BRIEER T sE RO E B NtGlobalFlag

R AN ki i A bR, URAT DR VAN R RS B fE— SR
B SRR R CH RS e 2 2 — N IEEIZ T Kda & Windbg M FHL RS |
iz1TGflags-

fER—A1+, {447 FFShow Loader Snapstridi. A TMFEX— 4, %FFKernel Mode,
i%Eh Show Loader Snaps & £ HE, 7 ridiApplyiadl. REEX S iEdT— g off, it
F, PRIE N a8 ol &8 2L F i .

LDR: PID: Oxb8 started - 'notepad’
LDR: NEW PROCESS
Image Path: C:\Windows\system32\notepad.exe (notepad.exe)
current Directory: C:‘\ddk\bin
Search Path: C:‘\Windows\System32;C:\Windows'\system;C: \Windows
LDR: notepad.exe bound to comdlg32.dll
LDR: ntdl11.d11 used by comdlg32.dl1]1
LDR: Snapping imports for comdlg32.d11 from ntdl1.d11
§
LDR: KERNEL32.d11 loaded. - calling init routine at 77f01000
LDR: RPCRT4.d11 loaded. - calling init routine at 77elb6ds
LDR: ADVAPI32.d11 loaded. - Calling init routine at 77dcl000
LDR: USER32.d11 loaded. - calling init routine at 77e78037

FABHFWindows R ERZ, E4E
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YRTT LLAE F Igflags 1 Igflag P9 #% 1818 28 i 4 K 25 B NIGlobal Flag N B B IR A& . Igflagstn
FHIHTH FfRE, FHiRHEIPLERE CEATIF, Migflagin 4 R E ST MiRE.

kd> !gflags
NT!NtGTobalFlag O0x4400

STOP_ON_EXCEPTION
DEBUG_INITIAL_COMMAND
HEAP_ENABLE_TAIL_CHECK
HEAP_VALTIDATE_PARAMETERS
*POOL_ENABLE_TAGGING
USER_STACK_TRACE_DB
*MAINTAIN_OBJECT_TYPELIST
ENABLE_CSRDEBUG
DISABLE_PAGE_KERNEL__STACKS
ENABLE _CLOSE_EXCEPTIONS
ENABLE_HANDLE_TYPE_TAGGING
DEBUG_INITIAL_COMMAND_EX

kd> !gflag

SHOW_LDR_SMNAPS
STOP_ON_HUNG_GUI
HEAP_ENABLE_FREE_CHECK
HEAP_VALIDATE_ALL
HEAP_ENABLE_TAGGING
KERNEL_STACK_TRACE_DB
HEAP_ENABLE_TAG_BY_DLL
ENABLE_KDEBUG_SYMBOL_LOAD
HEAP_DISABLE_COALESCING
ENABLE_EXCEPTION_LOGGING
HEAP_PAGE_ALLOCS
DISABLE_DBGPRINT

NtGlobalFlag at 8046al64 Current NtGlobalFlag contents: Ox00004400

ptg - Enable pool tagging

ot]l - Maintain a list of objects for each type

3.6 FiIEFEHR (LPC)

AR VR AT — R A T AR 0 B R B A W . E N 8 T Windows APIH
FEOTUAE M, Mk, R RN EHLE, HEEH T Windows#gtE RE 414, T & —Le i F

LPCIHBIF35 &

" EHTELHEER (RPC) MIWindows N AR F, R EIIH5E T AHRPC (RPCH)—Fh
B, MTER ARG LB M3TEE) , WTf)2 (a8 {#FLPC;
—£5Windows APIZE [i] WindowsF & 4 HEF2 RIEM &

B Winlogonifi i LPC 55 A hh 27 4 1A 1iF B 45 2L FELSASSHET i1

m ZEGIHRNE (—ARITHLY, ERSERNE) FILPCELSASSHHE TS .

KA B Windows IBIER &%, E4i%
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o XE. BELPCHOXMR

F| ] 3% E www.sysinternals.com ) Winobj T.Jt, 45&a] L& Fldh 4 BILPClm O X % . 24T
Winobj.exe, iEFRH HR. kB AR TiXLes 0%, W FEHR:

L Winllh - Systems Internals: hWitp: //www_sysintemals. com M=l 3
B Yiew Heb X
REEMR £ @ =

- I8 WE B DbglspPor

1 Auchame |1 facHanme 0is
—d NLS |1 BaseMamedObjects B EnoLogFort
1 Dirvves |_J Caltsack Y Fat
- ik i |_l Device LarenanS erverbnnounce venl
£\ Device iV DosDevices P LsabuthenticatonPort
L] Windows |1 Dirvs % NETLOGOM_SERVICE_STARTED
ot :PC Eﬁ“;::l . ) FileSystem B NisC acheMutart
i j ??v amedlbects L EnownDls i_aNl:ls
L INLS @ REGISTRY
] FlaSystem ) i
) ObiectTypes | Olbject T ype: () saM_SERVICE_STARTED
) Secuity |1 RPC Continl (P SelsaCommandPort
"] Callback |1 Secunty (I seLasinitE vent
) KrownDis |1 windows =P 5efmCommandPort
}'_]wmﬂud &P SmApiPort
AT ¥ SpsemFiool
5Dbg€.=ﬁppm d}umﬂﬁsﬁiivﬁa
4] TR e | |
s e b e e = -

A 4k SIRPC T (E FI ILPCHE M0 4, 1§ EEFF\RPC Control H 3¢, 1 T o

2 'wWinlhb) - Systems Internals: hitp A Pveww, spsinternals com

et o o E A TR B O 0 R A<
| TRt . . :
RETER & &
B Infrared Transfer Send
] ArcName LRPCOO000240 00000001
— NLS OLET!
=t D DLE12
] Wimitad OLE2
# ] Device OLE3
¥ ] Windows OLE4
I FC Coniscl oy
+ || BaseMamedDbwects
27 OLES
- OLE
] FiaSystam - o
) OtyectTypes Winsless Link Notific ation
] Secuily EDMADEE
] Callback ritgves
1 ErosanDiis policyagent
SBNIIYC
spoolzz
tapsrvipe
e A AT

Yt BT LA pe P9 B2 R 38 2 R B A LPCHG LIX R . %4 vl AR 24, il
X5 ¥R s T %A A BRLPCH D . LPCHE, 2R EAESFREURIELPCIH B LR. hT
B ELSASSIAUESH (1 (Winlogonfil iZi N AL B FiFR) ,» WAREREB RS Hifns K.

FAEHFWindows2BIEFE 5, E4kE
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kd> !lpc
Usage:
Npc - Display this help

Display the message with a
given ID and all related
information

1f MessageId is not
specified, dump all messages
Display the port information
search this port and any
connected port

search the thread in rundown
port queues and display the
port info

1f Threadaddr is missing,
display all threads marked
as doing some lpc operations

!Tpc message [MessageId]

1pc port [Portaddress]
!Tpc scan PortAddress

!Tpc thread [ThreadAddr]

kd= !lpc port
Scanning 206 objects
1 Port: Oxel360320 Connection: Oxel3l60320
Communication: 0x00000000 'SermCommandrPort’
1 Port: Oxel36bc20 Connection: Oxel36bc20
Communication: 0x00000000 'smapiPort’
1 Port: 0xel33ba80 Connection: Oxel33ba80D
Communication: 0x00000000 'DbgssApiPort’
1 Port: Oxel3606e0 Connection: 0Oxel3606e0
Communication: 0x00000000 'DbguiApirPort’

= un

Port: 0xe205f040 Connection: Oxe205f040
Communication: Ox00000000 ‘LsaAuthenticationPort’

7F_L i % 1+ #£ B &2 H LsaAuthenticationPort (15 1, R 7 K B UL AR 38 45 Hpe i 4k a]
LA i DA B 0 FE M4 A R .

kd>= !Tpc port Oxe205F040
Server connection port e205f040 Mame: LsaAuthenticationPort
Handles: 1 References: 37
Server process : ff7d56c0 (lsass.exe)
Queue semaphore : ff7bfcch
Semaphore state 0 (0x0)
The message queue is empty
The LpcDataInfoChainHead queue is empty

FA BT WindowsBIER &%, E4i%
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LPCHll % 8 176 — N IR &